IfM

INSTITUT FUR
MATHEMATIK

OLDENBURG

-

Explicit Methods for Solving the Discrete Logarithm
Problem on Algebraic Curves

Der Fakultit fiir Mathematik und Naturwissenschaften der Carl von Ossietzky Universitit
Oldenburg zur Erlangung des Grades und Titels eines

Doktors der Naturwissenschaften (Dr. rer. nat.)
vorgelegte Dissertation von

Herrn Wilke Idius Trei
geboren am 11. September 1985 in Norden.

Betreuender Gutachter: Prof. Dr. Andreas Stein
Zweitgutachter: Prof. Michael J. Jacobson, Jr.

Tag der Disputation: 31.03.2025



Zusammenfassung

Diskrete Logarithmusprobleme (DLPs) sind ein Grundpfeiler der modernen Public-Key-
Kryptographie und spielen eine zentrale Rolle fiir die Informationssicherheit und Authen-
tifizierung. Insbesondere DLPs in der Jacobischen Gruppe einer elliptischen Kurve tiber
einem endlichen Korper haben sich als effizient erwiesen, da sie eine gute Balance zwischen
der Komplexitit arithmetischer Operationen, Schliisselgrofle und erwarteter Sicherheit bi-
eten. Fiir DLPs auf allgemeinen elliptischen Kurven existieren nur generische Algorith-
men, die typischerweise Laufzeiten proportional zur Quadratwurzel der Gruppengrofle
haben. Hyperelliptische und allgemeinere algebraische Kurven bieten jedoch zusitzliche

Strukturen, die fiir die Losung von DLPs genutzt werden konnen.

In dieser Dissertation prisentieren wir eine umfassende Analyse von DLPs auf allen al-
gebraischen Kurven, die mindestens einen voll verzweigten Punkt bieten. Alle diese Kur-
ven lassen sich in der Form einer C, ; Kurve darstellen, wobei der voll verzweigte Punkt
im Unendlichen liegt und 7 und d die hochsten Potenzen der auftretenden Koeffizienten
der Kurvengleichung angeben. Diese grofie Unterklasse von algebraischen Kurven bietet
die Moglichkeit, Elemente der Gruppe surjektiv mit affin reprisentierten Idealklassen des
Funktionenkorpers der Kurve zu identifizieren. Dies fithrt zu einer natiirlichen Darstel-
lung der Elemente der Jacobischen Gruppe, erlaubt die Entwicklung expliziter Formeln fiir
die Gruppenarithmetik und macht diese Klasse fiir kryptographische Anwendungen attrak-
tiv. Zudem erlaubt sie es, Erkenntnisse iiber die Arithmetik der Ideale auf die Jacobische
Gruppe anzuwenden. Die Klasse der C, ;-Kurven umfasst sowohl imaginire hyperelliptis-
che und superelliptische Kurven als auch weitere Beispiele, fiir die bereits fortschrittliche

Losungsmethoden mit niedriger Komplexitit untersucht wurden.

Der Schwerpunkt dieser Arbeit liegt in der Einfithrung eines einheitlichen Rahmens
zur Analyse und Losung von DLPs auf dieser Kurvenklasse, einschliefllich der Entwick-
lung neuer Algorithmen, die auf dem Prinzip des Index Calculus und einer Siebmethode
basieren. Wir zeigen, dass diese verbesserten Siebmethoden in jeder Situation den bekan-
nten Ergebnissen fiir alle Unterklassen von C, ;-Kurven iiberlegen sind, da sie beweisbar

weniger arithmetische Operationen zur Losung der DLPs erfordern.

Ein zentraler Aspekt der Komplexitit eines jeden Index-Calculus-Verfahrens ist die er-
wartete Glattheitswahrscheinlichkeit, mit der von dem Algorithmus erzeugte Elemente
tiber einer zuvor festgelegten Faktorbasis zerfallen. Im Falle von algebraischen Kurven
handelt es sich dabei um die Wahrscheinlichkeit von Idealen des Ganzheitsring des Funk-
tionenkdrpers der Kurve iiber einer Faktorbasis aus kleingradigen Primidealen. Wir prisen-
tieren eine detaillierte Analyse dieser Wahrscheinlichkeit in Abhingigkeit von den Kurven-

invarianten, die bestehende Ergebnisse bestitigt und fiir bisher nicht untersuchte Kurven



in der Klasse der C,, ; Kurven erweitert. Damit bieten wir fiir jedes DLP auf Kurven dieser
Klasse umfassende Methoden zur Analyse und Losung des Problems.

Abschlieflend demonstrieren wir die Leistungsfahigkeit der in dieser Arbeit neu entwick-
elten Algorithmen mithilfe von zwei Implementierungen, die fiir unterschiedliche Szenar-
ien optimiert sind. Im direkten Vergleich mit bestehenden Ansitzen zeigt sich die Effek-
tivitit und Effizienz der neuen Algorithmen, die es erlauben, auch schwere Instanzen des
DLPs mit deutlich verringertem Zeit- und Energieaufwand zu 16sen. Zudem zeigen wir,
dass die entwickelten Algorithmen fiir den Einsatz auf parallel arbeitenden Beschleuniger-
chips, wie z.B. Grafikkarten, geeignet sind und die erzielte Geschwindigkeit signifikant

vom Einsatz dieser modernen Hardware profitiert.



Abstract

Discrete logarithm problems (DLPs) are a cornerstone of modern public-key cryptography
and play a central role in information security and authentication. In particular, DLPs
in the Jacobian group of an elliptic curve over a finite field have proven to be efficient,
as they offer a good balance between the complexity of arithmetic operations, key size,
and expected security. For DLPs on general elliptic curves, only generic algorithms exist
that typically have runtimes proportional to the square root of the group size. However,
hyperelliptic and more general algebraic curves provide additional structures that can be
utilized for solving DLPs.

In this dissertation, we present a comprehensive analysis of DLPs on all algebraic curves
having at least a single fully ramified point. All these curves can be represented as C, 4
curves where the fully ramified point extends the rational place at infinity. Here, 7 and d
denote the curve degrees in its two coordinates, making them the most relevant invariants
of the curve. This form of a curve leads to a natural representation of the elements of its
Jacobian group, which allows the development of explicit formulas for group arithmetic
and makes this class attractive for cryptographic applications. Additionally, the representa-
tion allows insights from the arithmetic of ideals to be applied to the Jacobian group. The
class of C, 4 curves includes both imaginary hyperelliptic curves and other curves for which
advanced low-complexity solution methods have already been studied.

The focus of this work is to introduce a unified framework for analyzing and solving
DLPs on this curve class, including new algorithms based on the principle of index cal-
culus and a sieving method. We demonstrate that these improved sieving methods are
consistently superior to known results for subclasses of these curves, as they demonstrably
require fewer arithmetic operations to solve the DLP.

The smoothness probability of ideals over a factor base, which is required for the index
calculus procedure, is crucial for the complexity class of the overall solution procedure. We
present a detailed analysis of this probability depending on the curve parameters, which con-
firms existing results and extends them to previously unstudied parameterizations. Thus,
for each DLP on curves of this class with a certain minimum difficulty, we provide com-
prehensive methods for analyzing and solving the problem.

Finally, we demonstrate the performance of our algorithms using two optimized im-
plementations. Compared to existing approaches, the new algorithms are highly efficient,

enabling the solution of previously intractable DLPs using today’s resources.
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Notations

General Mathematical Notation and Complexity Analysis

Symbol | Meaning

N The set of natural numbers

No The set of non-negative integers (N U {0})
Z The ring of integers

[x] Ceiling function (smallest integer > x)

| x| Floor function (largest integer < x)

log,x | Logarithm of x to the base &

Inx Natural logarithm of x

O() Asymptotic upper bound

o() Asymptotic upper bound without logarithmic factors

o(1) Term approaching 0 for a growing variable

L], 8] | Sub-exponential complexity function defined as e?(n)* (nlnn)'=e
L,[o] Sub-exponential complexity function with = O(1)

Discrete Logarithm Problem and Algorithms

Symbol | Meaning

G A finite group

() A cyclic subgroup generated by a single element ~y

log a | Discrete logarithm of « to the base v

F Factor base

n Degree of divisors being tested for smoothness

m Degree bound for factor base elements

7 Parameter relating degree 7 to the field size, ¢ =7/ Ing




4 Introduction

Symbol | Meaning

n An ordering map N — T, [x]

v Index function mapping polynomials to sieve array indices
T Tolerance value for sieving

M Sieve bound (max degree of the polynomial s(x) in the sieve)

Algebraic Curves and Function Fields

Symbol | Meaning

C An algebraic curve

Cra Class of curves defined by y* +x?+ - - = 0, satisfying additional
constraints as presented in Definition 1.2.28

n Degree of the curve equation in y, which equals the extension
degree [F,(x,y) : F (x)]

Degree of the curve equation in x

Genus of the curve

Function field of the curve, often equal to F,(x, y)

Exact field of constants, often equal to IF,

o X m e N

Valuation ring within I, [x, y]

Pr Set of places of the function field F

~
3

The unique place at infinity for a rational function field or a
C, 4 curve

Div Group of divisors of a given function field

Divg Group of divisors of degree 0

Jac(C) | Jacobian group of the curve (Divy/principal divisors)

[D] Divisor class of a divisor modulo the set of principal divisors

vp(er) | Discrete valuation of an element « at the place P

Cl(F) Ideal class group of F
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Finite Fields and Polynomials

Symbol Meaning

F, Finite field with p elements, where p is prime

F, Finite field with g = p* elements

I, [x] Ring of polynomials in the variable x over IF,

F,(x) Rational function field in the variable x over I,

N(I) Norm of an ideal 7 C F,[x, y] over F,[x]

Nr,x)cr () | Norm of an element o € F defined by the field norm over IF,(x)
Res,(f, g) Resultant of polynomials f'and g with respect to the variable y
Tr(x) Trace of an element x over I,







Introduction

The presumed difficulty of solving discrete logarithm problems (DLPs) is foundational to
modern public-key cryptography and crucial for information security and authentication.
Specifically, DLPs in the Jacobian group of an elliptic curve over a finite field have gained
prominence due to the excellent trade-off between the computational effort of curve arith-
metic, key size, and expected security. Traditional algorithms based on factorization prob-
lems or discrete logarithms in the multiplicative group of a finite field have increasingly

been replaced by those using elliptic curves.

For example, this is reflected in NIST FIPS 186-5 [46], where the classic DSA algorithm
based on finite field discrete logarithm problems is considered deprecated and allowed only
for verifying existing signatures. With the advent of quantum computing, newer publica-
tions of NIST, e.g., FIPS 203, 204, and 205 [47], introduce lattice-based or hash-based cryp-
tography as potential successors to curve-based methods. Since curve-based methods are the
current workhorse of public-key cryptography with accepted security assumptions, these
methods will remain relevant for the foreseeable future. Additionally, there are examples
of recommendations for hybrid algorithms combining post-quantum cryptography with
curve-based approaches to build on the accepted properties of elliptic curve cryptography
[20].

For the discrete logarithm problem on a generic elliptic curve, only generic solution
algorithms are available to date, typically with a complexity scaling with the square root
of the group size. Examples include Shanks’ algorithm [53] and Pollard’s Rho algorithm
[49].

However, the complexity changes when we extend our focus to non-elliptic algebraic
curves or consider elliptic curves with specific vulnerabilities. Key examples include super-
singular curves, which possess large endomorphism rings exploitable for cryptanalysis [43],
and the Weil descent method, where the Jacobian group of a curve and the DLP instance
of interest are mapped into the Jacobian group of a higher-genus curve, enabling the DLP

solution search to be performed in this new group [23].

These are just a few reasons why DLPs on general algebraic curves over finite fields are
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of practical interest, besides being interesting algorithmic problems in themselves.

When analyzing the complexity of DLPs beyond elliptic curves, many studies focus on
larger subfields of algebraic curves and analyze specific curve structures. In most cases,
the algorithms chosen for this analysis are based on the idea of an index calculus method.
The complexity of these algorithms hinges on a trade-off between the difficulty of finding
sufficient relations over a factor base and the computational cost of solving the resulting

linear system.

For hyperelliptic curves of relatively small genus over large finite fields, cryptanalysis
often involves fixing the genus and exploring the complexity over different base fields. The
factor base is constructed from a subset of divisors of degree one, and relations are generated
through trial division [24, 60]. This process is commonly optimized with variants of large-
prime methods [25]. Despite these improvements, solving the DLP in this context remains

exponential relative to the size of the Jacobian group.

Conversely, for hyperelliptic curves over a fixed finite field with sufficiently large genus,
the complexity of the hyperelliptic curve discrete logarithm problem (HCDLP) becomes

subexponential [19]. Specifically, this class of problems can be solved in subexponential

time L [%, \/5] , where L denotes the subexponential function as defined in Definition
A.1.1. As discussed later, the genus of the curve must be quite large to ensure that the
required factor base exists and that the divisors exhibit a sufficiently high probability of

smoothness.

Beyond hyperelliptic curves, additional research focuses on identifying classes of curves
that have a special structure or backdoors, allowing specialized faster solution techniques.
For instance, in [18], a family of curves is presented where the DLP can be solved in subex-
ponential time L, [1 + €|. These curves currently have the lowest known complexity for

solving their DLPs when generated randomly within their family.

From an algorithmic perspective, higher-genus curves provide advantages in generating
elements that are smooth over the factor base compared to lower-genus cases. Building on a
framework from [21], Velichka, Jacobson, and Stein [62] developed a sieving algorithm for
the HCDLP over large-genus, characteristic-2 finite fields. This sieving approach bypasses
the need for trial division, offering a logarithmic speedup relative to the size of the Jaco-
bian of the hyperelliptic curve. However, a drawback of this method is that the divisors
generated by the sieve tend to have higher degrees compared to randomly generated ones,
and thus the sieve-generated divisors are less likely to be smooth over the factor base. This

makes the method less effective for small-genus hyperelliptic curves and requires careful
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control of the search space in higher-genus cases.

In particular, our contributions include a DLP solution strategy and a careful analysis
that not only unifies existing results but also extends them to a broader class of algebraic
curves. The primary research object of this dissertation is the DLP on C, ; curves as de-
fined in Definition 1.2.28. These are general algebraic curves, with the sole restriction
that they possess a fully ramified point at infinity. This class encompasses both imaginary
(hyper)elliptic curves and the family of curves from [18], which allowed solving the DLP
in Ly [+ €¢]. By applying additional techniques, such as those in [48], we assume that
the methods provided and analyzed in this thesis are not limited to C, ; curves, yet their
structure simplifies the general analysis.

C, 4 curves allow us to surjectively map affine-represented elements from the ideal class
group of the function field of the curve to elements of the curve’s Jacobian group. There-
fore, the generation of relations for the DLP computation, as well as smoothness estimates
and factor base properties, can be carried out using ideal arithmetic and computations with-
out requiring additional steps to resolve divisors supported at multiple points that extend
the infinite rational place.

We present an extensive analysis of the smoothness probability for this class of curves,
drawing upon ideas from [16, 19, 60]. The perspective from [16] enables us to relate the
size of the underlying finite field to the degree of the divisors to be factored, allowing
us to conduct a smoothness analysis based on this relationship. This method allows us
to uniformly address both small- and large-genus curves without needing to fix the genus,
curve model, or base field for our conclusions.

Additionally, the analysis is flexible concerning the degree of the generated elements,
making the results applicable to a wide range of algorithms and different curve models. We
also show that the spectrum of possible DLP complexities can be continuously extended
as the size of the Jacobian group increases, whether through modifications in the genus,
curve representation, or finite field size. One of the central results of these considerations

is summarized in Theorem 2.5.1. This reads:

Result 1. Let Cbea C, ; curve of genus g represented by the function field F ,(x,y) of degree
n over F (x). Fix a degreen € N such that we have an algorithm to create random function

field elements with norm-degree less than or equal to n, and let § := .

9
max{O.S {\/;\/lnlnq’?J ,1} > 2log, (3+4g+4n).

Assume
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Let F be a factor base of size L,y [, 5] consisting of those split prime ideals of F,[x, ] of

lowest norm over F,(x), and let 3 be selected as

4 —\/gfli—lnqn for\/gw/lnlnq’?<1
V2 forﬂ\/lnlnq"21.

Then the probability that the created function field elements of degree less than 1 are F-
smooth is bounded below by Ly [1,—5 — o(1)].

2

Note that the technical assumption of the theorem is satisfied whenever 7 or ¢ is suffi-
ciently large. For example, if we fix a curve model, so that the genus g, 7, and 1) remain con-
stant, then for variable field sizes g, the condition is met whenever 1 > 2log, (3 + 4g + 4n).
If g is fixed instead, the condition implies a minimal value of 7 for the theorem to be valid.
In general, the technical assumptions are met provided there is a minimum problem size
for the DLP.

The theorem implies that for sufficiently large 7, there is a factor base whose size is
subexponential in ¢, and which offers a subexponential probability of the function field
elements being smooth over the factor base. Conversely, if 7 is small relative to ¢, then for
the choice of 3, both the factor base size and the smoothness probability are exponential
in ¢". The achievement of this theorem is that it unifies both cases and depicts a clear
transition between them. Furthermore, we observe that the final complexity of collecting
sufficiently many smooth elements over the factor base does not depend on the actual size
of the Jacobian, but instead on the achievable value of 7.

In Chapter 3, we develop a general algorithm designed to solve the DLP for the broad
class of C, 4 curves, achieving provably low values of 7. We build upon the concepts from
[21] and [62] and extend them to work for this more general class of curves. Moreover,
we present optimized methods for both the sieving step and the generation of the sieving
polynomials and their roots.

Compared to existing approaches for high-genus hyperelliptic curves, these improve-
ments yield a significant speedup that is logarithmic in ¢® for divisor decomposition. The

following result is a reformulated version of Theorem 3.2.24.

Result 2. Let the factor base be configured as in Result 1, with B bounding the degree of
its elements. Suppose M > B — 1 is a sieve bound allowing q" elements to be tested for

smoothness in one pass, within the framework of Section 3.2.1.
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Then the expected time for the test for F-smoothness of each element in the search space is in

the complexity class
O (g (In q)2> :

We observe that, because of the scaling effects of sieving, the unit cost per element tested
for smoothness is even lower than that of the best-known algorithms for performing the
group law on general C, ; curves as given in [26]. Also, the provided complexity is lower
than that of the group law on high-genus hyperelliptic curves or that of trial-dividing a poly-
nomial of degree g. Both algorithms are known to be in the complexity class O <g2 (In q)2> .

When comparing the sieve approach examined in this thesis with the methods from
[24] for low-genus hyperelliptic curves, our approach has the disadvantage of generating
elements that have degree g+1 instead of g. While this is not a significant problem for curves
with a subexponential relationship between factor base size and smoothness probability,
this factor potentially has a negative impact on the smoothness probability and thus the
overall algorithm complexity, as pointed out in Result 1.

Guided by the detailed analysis leading to Result 2, we develop a variant that is com-
putationally more efficient per element, effectively offsetting the drawback in smoothness
probability. Consequently, by employing the new algorithms, the DLP on small-degree
curves can be solved within the same complexity class as previous algorithms using trial
division, with even lower logarithmic factors.

Furthermore, we introduce an alternative double-large-prime approach for low-degree
curves that requires finding fewer relations compared to the method developed in [25].
Combining the results of the new large-prime method with the sieving technique, we

achieve the following result for hyperelliptic curves of small genus.

Result 3. Let C be an imaginary hyperelliptic curve of genus g over the finite field ¥, and

letg < lnl?nq —. Then there is an algorithm that solves any instance of the discrete logarithm
4

problem on C in expected time:
O(4Hg—1)¢* (lng)’+) < 4 g'O((lng)’).

We note that the condition on the curve is met for any fixed genus g and large enough ¢.
Therefore, Result 3 improves the result of [25] as analyzed in Theorem 3.1.12 by at least a
factor of g1+§ (In q)§

The sieve method is particularly advantageous for non-hyperelliptic C, ; curves and thus

curves with » > 2. When initialized optimally, it generates elements with a provable degree
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2
elements of a significantly smaller degree than standard divisor reduction using the curve’s

of [2=1d] + M = d, rather than the genus g = (=071 - Consequently, the sieve yields

group law, which typically produces elements of degree g.

Therefore, if we consider a C, 4 curve where 7 ~ d, we can solve the discrete logarithm
problem on the curve much more quickly than on a hyperelliptic curve with a Jacobian
group of similar size. These results are consistent with the findings of [18] and demonstrate
that our sieving technique is also applicable to these curves. In contrast to the findings of
Enge and Gaudry, our methods also apply to low-degree or low-genus curves, and therefore
we can provide the following result as an example regarding Picard curves, which are non-

hyperelliptic C, 4 curves of genus 3.

Result 4. Let C be a non-hyperelliptic C, 4 curve of genus 3 over F,. Then any instance of

the discrete logarithm problem can be solved in expected time:
O (q(ing)*).

Following the theoretical construction of the sieve, Chapter 4 presents two implementa-
tions of the algorithms discussed in the previous chapters and tests them in various scenar-
10s to analyze their performance. First, we enhanced the implementation of [62], which is
used for hyperelliptic curves with a high genus in even characteristic. Our results show that
the theoretical logarithmic optimization factor can, in practice, lead to speedups of up to
two orders of magnitude, as the new methods can be implemented in a highly streamlined
manner.

We also tested our enhanced implementations on a hyperelliptic curve with a Jacobian
of size log, ¢ = 184 and genus 8 over F», which was first presented in [59]. We show that
problems of this size are feasible within a few days using the sieving method and a modern
high-performance computer cluster.

Finally, we adapted the algorithm for small-degree curves in odd characteristic. The im-
plementation was tailored for parallel execution on graphics cards, and it demonstrates that
the new algorithms are well-suited for use with these modern computing accelerators. We
also conducted various tests using large-prime methods with this implementation, provid-
ing further insights into the practical performance of the described algorithms.

In conclusion, this dissertation presents a unified and expansive framework for solving
the discrete logarithm problem for a large group of algebraic curves. By building on existing

methods and introducing novel optimizations, we demonstrate significant improvements
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in both theoretical complexity and practical performance. Our contributions range from
high-degree, high-genus curves to low-degree cases, ensuring that our algorithms are versa-
tile and applicable in diverse cryptographic settings. With practical implementations that
leverage modern computing architectures, such as GPUs, we provide strong evidence of

the real-world applicability of these methods.






Preliminaries

In this chapter, we cover the mathematical foundations necessary to consider discrete log-
arithm problems on C, j-curves.

This chapter includes the definitions, notations, and conventions used throughout the
thesis, organized into two main areas: discrete logarithm problems and their general solu-
tion approaches; and algebraic curves, along with their Jacobian groups. As both areas are
well established, we will limit this chapter to essential definitions and theorems necessary
for understanding the thesis, referencing them where appropriate.

Fundamental knowledge of complexity theory and the complexity of certain basic algo-

rithms is not covered here and has instead been summarized in Appendix A.

1.1. Discrete Logarithms

1.1.1. Definitions and Applications

Definition 1.1.1 (Discrete Logarithm). Let G = (7) be a finite, cyclic group where

the group law is denoted multiplicatively. Let v be the generator of the group and let

15
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a € G be an arbitrarily chosen element. We define log, ov < |G| to be the least positive
integer satisfying 7' ® = o in G. We call log.  the discrete logarithm of a on G with

respect to the generator 7.

Remark 1.1.2. For additively written groups, the discrete logarithm is defined analogously.
Although the notation (log7 a) -y = a may be confusing when considered outside its context,

the term log o will also be used in this case.

For a given group G with generator v and given element 4, finding the discrete logarithm
log a is one of the most important problems in computational number theory with respect
to classical cryptography. The main reason is that both digital signature schemes and the
Diffie-Hellman scheme for key exchange over an insecure communication channel rely on

the presumed difficulty of solving an instance of the DLP.

Algorithm 1.1.3 (Diffie-Hellman Key Exchange Scheme).
Input:  Two parties, A and B, connected via an insecure connection and a cyclic
group G = () offering a hard-to-solve discrete logarithm problem.

Output: A shared secret element « of the group.

[

: Share the group generating element 7 through the insecure connection.
2: A chooses a random secret element x € {0, ..., ord(y) — 1}

3: A sends xy to B via the connection.

4: B chooses a random secret element y € {0,. .., ord(y) — 1}

5: B sends y7y to A through the connection.

6: A computes the shared secret element a := xyy = x(y7).

7: B computes the shared secret element o := xyy = y(x7).

Given an eavesdropper listening to exchanged parameters, the security of the encryption
relies on the difficulty of reconstructing x or y from G, v, xy and y, 1.e., solving the discrete
logarithm of xy or yy in G. The following table gives an overview of the complexity
classes for solving the DLP in certain groups. For some of the instances we will use the

subexponential complexity notation. This will be briefly explained in Appendix A.1.
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Example 1.1.4. This table gives an overview of the difficulty of discrete logarithm problems

that are either used in cryptography or are under recent scientific investigation.

Group | Parameter Restrictions Complexity of Solution

L/nZ,+ | n isa positive integer O ((ln n)z) by the extended Euclidean al-
gorithm.

F,- p prime L, [%, (%) %} by a variant of the number
freld sieve [12].

F- pprime, kevenandp < Ly (o) | Ly [a+0(1))], subexponential to quasi
polynomial depending on p and k [3]

(Z/nZ)" | n=p-quwithp < qprime num- | Equivalent to factoring n; L, [%, \/5}

bers with the ECM algorithm [40] or
L, [%, (%) %} by the number field
szeve [39]
Jac(C) Cisa C,g4 curve® over Fy with | Ly [+ + 0(1),0(1)] by a variant of the
g <nd<g index calculus algorithm® [18].

Jac(C) Cisa C, 4 curve. The complexity depends on the parameters
p.nand d. As of 2025, there is no closed
formula in the literature-.

Jac(C) Cisa hyperelliptic curve of genus | O <g5 (Ing)’ q2_§> forg <lInq/[25]

g over IF,. L [%, V2 + o(l)} for large enough genus
g (17}, [19]
Jac(E) E is a generic elliptic curve over | O (q%) by Algorithm 1.1.5 or Algorithm
I, without known trapdoors. 1.1.7

“A definition of these curves will be given in 1.2.28

The algorithms will be described in the subsequent sections
‘Proper algorithms and their complexity for these discrete logarithm problems are subject of this thesis
4The exact conditions are given in [19] and will be discussed later in chapter 2

The complexity class for solving discrete logarithm problems depends on the underlying

group. Jacobians of elliptic curves are among the remaining practical examples of hard-to-

solve discrete logarithm problems with respect to the bit length of the group representation.
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Therefore, these curves and the related hyperelliptic curves have been of particular scien-
tific interest since the discovery of the quadratic sieve algorithm in 1984 [50]. Since most
known exceptions to the complexity of the elliptic curve discrete logarithm problem are
due to homomorphisms to other algebraic curves, which offer simpler solutions to the
problem, these problems have also become more relevant for judging the security of the
Diffie-Hellman scheme. The scope of this thesis is to investigate the complexity of the
discrete logarithm problems for the wide class of C, ; curves. In doing so, we will also fill
the gap between the two cited analyses for hyperelliptic curves.

In the next section, we will present some basic algorithms for solving the discrete loga-
rithm problem over different groups. We will also provide insight into the reason for the

different complexity classes.

1.1.2. Generic Solution Strategies for Discrete Logarithm Problems

In generic groups lacking additional structure to solve the DLP more efficiently, two classes
of algorithms are employed. The first of these classes consists of algorithms that perform
a direct search by forming multiples of the group generator, adding them to the target
element, and checking for collisions.

The best known algorithm to solve the DLP in a generic group is the algorithm of Shanks

[53], which is also known as the Baby-Step, Giant-Step algorithm.

Algorithm 1.1.5 (Shanks Baby-Step, Giant-Step [53]).
Input:  Given a cyclic group G = (7) of known order # and a € G.

Output: The discrete logarithm x such that oo = x7.

—_

: Compute and store all pairs (a;, 7) with o; <~ a+i-vyand 0 <: < [{/n].

N

. Initialize ' « [/n]7.
: forj < 0to [\/n] do

Compute =7 -7.

w

A

5. if I stored (o, 1) with a; = 3 then

return j [/n] —i

*
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7 endif

8: end for

Algorithm 1.1.5 is correct because the discrete logarithm has a representation of the form
7+ [v/n] —ifor some 0 < i,j < [\/n] by using modular arithmetic. Unlike many other

approaches, this makes the algorithm deterministic.

Theorem 1.1.6. Algorithm 1.1.5 terminates after at most 2[+/n] group operations and

consumes [\/n| memory cells storing one group element each.

The primary drawback of Algorithm 1.1.5 is its substantial memory consumption. Con-
sequently, Pollard’s Rho algorithm [49] is often preferred in practice due to its more memory-
efficient implementation. While its average time complexity is identical to that of Algo-
rithm 1.1.5, it has a higher worst-case complexity. This is a result of its operating principle,

which is based on the birthday paradox and is therefore probabilistic.

Algorithm 1.1.7 (Pollard’s p Algorithm [49]).
Input:  Given a cyclic group G = () of known order z and o € G.
Furthermore, let v be a mapping v : G — {1, 2, 3}

Output: The discrete logarithm x such that o = x7.

1: Select random ¢t €x N and compute § + a + t7.
2: Initialize s < 1.

3: Store (6, s, 1)

4 u I/((ﬂ)

B+ un=1 s u=1 t+1 u=1

5 B+« 4923 w=72 $ 4 2s w=72 L4 42t u=>72

B+a u=3 s+1 u=3 t u=>3
\ B \

6: if I stored (3, 5, f) with 5 = (3 then
if (s —3), € Z then

X

8: return (s —35)"'(¢—t) (mod n)

9: else
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10: Goto 1.

11:  endif

12: else

13:  Goto 2.

14: end if

In its original variant, Pollard’s p algorithm is neither superior to Shanks’s algorithm
in terms of memory consumption nor in its expected time complexity as shown in the

following analysis.

Theorem 1.1.8. In 50% of the cases, Algorithm 1.1.7 terminates in at most \/nlog 2 iter-
ations. Furthermore its expected memory consumption is approximately /n log 2 memory

cells with each storing an element of G and rwo integers less than n.

Proof. The correctness of the result follows from a direct calculation. One central assump-
tion is that the walk through the group introduced by v is pseudo-random. Therefore, we
expect the set of stored values of b to behave like a randomly chosen set. Under this as-
sumption and Theorem A.2.1 the algorithm terminates before reaching +/7log 2 steps in
at least 50% of all cases.

All intermediate results of the random walk are stored to detect a match. Therefore,
v/nlog2 also provides an approximation of the required memory cells. For the sake of

simplicity we assume that each cell holds one group element. O

To achieve the aforementioned advantage in memory consumption, a variant known as
Floyd’s cycle-finding algorithm [37, exercise 7] is used. The idea is that once the first collision

occurs, every subsequent iteration also causes a collision due to the deterministic random

walk.

Algorithm 1.1.9 (Floyd’s algorithm). Start two random walks (b,s,); and (b,5, 1),
at the same position. The stepping rule of the first walk will be chosen identically
to Algorithm 1.1.7. In contrast, for the second walk we perform two iteration steps
instead of only one. Store only those elements of the walk which are required for

performing the next iteration.



1.1. Discrete Logarithms 21

Then there will be an 7 > 0 such that # = 4. Then we can calculate the desired

discrete logarithm by (s —35)~1(t — ) (mod 7).

Lemma 1.1.10. Algorithm 1.1.9 is correct and terminates in fewer steps than Algorithm

1.1.7 requares.

Proof. Assume that the random walk of Algorithm 1.1.7 will have required % steps. Then
there was a pre-period of length / and a period of the walk of periodicity m, such that

[+m = k, since Algorithm 1.1.7 terminated exactly after the completion of the first period.

In Algorithm 1.1.9, the first walk enters the period after / steps. At this point, the second
walk is already further into the period and may have completed it multiple times. With
each subsequent iteration, the distance between the second walk and the first decreases by

one until they coincide. This happens after at most » steps. O

Floyd’s cycle-finding variant requires at most three times the number of group oper-
ations compared to Pollard’s original algorithm. This increased computational cost is a
trade-off for eliminating the table searches required to detect a match, resulting in a signif-
icantly smaller memory footprint. Consequently, Floyd’s variant is the most commonly

used algorithm for discrete logarithms in generic groups.

Both Pollard’s p and the Baby-Step, Giant-Step algorithm have been refined in various
ways. For instance, Terr’s algorithm [58] adapts the Baby-Step, Giant-Step method to
groups of unknown order, while other modifications allow Pollard’s p to be parallelized

on distributed systems.

Although these improvements are highly relevant for practical implementations, they do
not fundamentally alter the expected asymptotic complexity of solving the discrete loga-
rithm problem in generic groups. To achieve subexponential performance in more specific
groups, we instead focus on index calculus methods, which are introduced in the next sec-

tion.
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1.1.3. Index Calculus Solution Strategies for Discrete Logarithm Problems

Index calculus methods differ from generic algorithms by exploiting the specific algebraic
structure of the underlying group. The formulation presented here follows the original ap-
proach by Kraitchik [42], which was later adapted by Adleman [1] into the modern frame-

work used currently.

Algorithm 1.1.11 (Brief Function Principle of Index Calculus). Let G = (7) be a
finite, additively-written cyclic group of known order » and o € G. Consider a subset
F C G of size k that allows simple testing of whether a certain element x € G can be
decomposed into elements of F, i.e., thereare f, ..., f, € F and integersey, ..., e, € Z

such that

ez'ﬁ.

1

k
X =

i
We will refer to this decomposition as factoring x over the factor base F.

Consider a random sequence of group elements (x;) starting with «. Further ele-
ments of the sequence are generated randomly by adding elements of F and powers
of 7y to the previous element. For each iteration, we attempt to factor x; over the fac-
tor base. As soon as more than #F factorizations are successful, one has at least #F

relations of form

k
forz € Z. Since z =} _e;log f; (mod n), finding sufficient relations permits solving
i=1
the linear system by using one of the algorithms presented in Section A.4 to obtain all
individual log_ .
The second phase of the algorithm starts by initiating a second random sequence at

«. Upon finding a sequence element that decomposes as

k
Zatzy =) éf,
=1
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k
one directly gets the discrete logarithm log o = 2~ (Z ¢ log, fi— z) (mod 7).
i=1

We will cite three variants of Algorithm 1.1.11 that differ in the form of the linear equa-
tion to be solved. The first alternative uses a kernel finding algorithm instead of solving
a general linear equation. We adopt the notation of Enge and Gaudry [17]. In the cited

paper, the authors introduce and analyze this variant for multiple groups.

Algorithm 1.1.12 (Index Calculus Alternative I). In this variant, the sequence is re-

placed by searching for solutions of the form

k
/ e .. .
z]-a—l—zjv—Zewfl
i=1

for multiple randomly chosen z;,z; € Z,. Then it is sufficient to find a single kernel
vector v satisfying (¢;;) v = 0. The coefficients of v can then be used to obtain the
equation

Za+zy=0

forsome z,Z € Z by combining the found relations with weights given by v. If Z € Z,

we have succeeded in finding the discrete logarithm analogous to the original approach.

While searching for a kernel vector can reduce the arithmetic cost of solving the linear
system, it has a significant drawback compared to Algorithm 1.1.11: it does not support
solving multiple DLPs without rerunning the entire relation search.

In contrast, the variant proposed by Vollmer [63] overcomes this limitation. It enables
the solution of multiple instances by allowing both the generator and the target element to

be exchanged without recalculating the relations.

Algorithm 1.1.13 (Index Calculus Alternative II). In this variant the randomly gener-

ated relations are of structure
k
E €i7]' fl =0.
i=1

This means we search for elements in the factor base that combine in a non-trivial
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way to the group’s neutral element.

Elements of finite groups are frequently represented by pre-images in an infinite
group, particularly when working with residue class groups. This representation offers
two distinct strategies for finding the relations required by this index calculus variant.

The first strategy involves trial division of randomly generated elements known to
lie in the same residue class as the group’s neutral element (zero). The second strategy
seeks elements that admit two distinct decompositions over the factor base. Typically,
one starts with a trivial decomposition over F - often constructed by summing factor
base elements - and then switches to a different representative from the same residue
class. Performing trial division on this new representative yields a second, distinct
decomposition of the same group element.

Once these general relations are established, it suffices to find two special relations

of the form
m
7 a= Zei,afi and
=1
m
z7 = Z iy [
=1

Now let A = (¢;;) and A’ be the extended relation matrix

_>
oo 10
C\&) &l 4
Assume that x = (x;) is the solution of the linear system Ax = v withv = (1,0, ...,0)".

Then the discrete logarithm log_ o equals x; = v'x (mod 7).

Algorithm 1.1.13 is the basis for one of the implementations in this thesis. Therefore,

we sketch a proof of the correctness of this algorithm.

Theorem 1.1.14. Algorithm 1.1.13 is correct.

Proof. Assume that a solution x for the linear system A’x = v is given and define s := v'x
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(mod 7). Then for the matrix

%
(1070
: " :
A’x = (5,1,0...,0)" (mod 7) holds. Each column of A” represents a relation over the

extended factor base F U {a,~}. Therefore, we obtain —sy + a = 0 in G due to the
structure of the first two columns of A”. Consequently, & = s -~ holds in the group,

verifying the correctness of the returned value. O

A primary advantage of Algorithm 1.1.13 is that — with the exception of the two specific
relations — it places no constraints on the number of factors or their coefficient values,
and the relations contain no divisors beyond the factor base elements. This flexibility
allows the factor base elements to be strategically selected, enabling the use of optimized
generation methods that significantly reduce computational effort. We will present these
specific methods for our target finite groups in Chapter 3.

One further improvement over the previous method can be achieved when we calculate
the individual logarithms of the factor base elements. Then we are able to compute multiple
discrete logarithms without solving a new linear system. Therefore, certain implementa-

tions of discrete logarithm linear system solving, e.g., [57], use the following variation.

Algorithm 1.1.15 (Index Calculus Alternative III). Asin Algorithm 1.1.13 let the gen-

eral relations be of the form
Z €, f; =0.
=1

Also, we require two special relations
m
Za = g e, fi and
=1

m
zy = E e%jfj.
=1
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Then each solution (x;) to the linear system

—

e z
T =5

(Ei,j) 0

with z # 0 (mod 7) consists of the individual discrete logarithms x; = log_ ;.

Therefore, we can compute the discrete logarithm of « by the formula

m

1
log a= " Z €a; log fi  (mod 7n),

/=1
where 7 is the known order of the group.

All variants of index calculus have in common that each of these algorithms essentially
consists of two phases. First, the search for relations over a factor base and the need to
solve a linear system, which is often referred to as linear algebra phase. In Lemma 1.1.16,

we balance these two phases for optimal performance.

Lemma 1.1.16. Assume the group order n is known. Let F be a factor base of size X > 1
and T(F) the average effort to find a single smooth element over the factor base. This effort
is the product of the arithmetic cost of creating and trial dividing group elements over F
with the expected probability of an element created by the method being F-smooth.

Then the runtime of Algorithms 1.1.11 to 1.1.13 is optimal with respect to the factor base

size as a parameter, when X = O (T(F)).

Proof. The runtime of the linear algebra phase is given by O (X?) by Theorem A.4.14, when
carried out over the finite ring Z/nZ. For the rest of the proof we drop the O operator for
readability.

In the context of A.4.14, we assume there is a constant A > 0 giving the average number
of non-zero entries per matrix column. We acknowledge that A may depend on the specific
algorithm used to create the group elements that are then decomposed into factor base
elements, but we assume that a change in X has no significant impact on A.

Because of increasing smoothness probability we can assume that 7(F) is increasing for
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decreasing X and vice versa. Therefore, the two phases are balanced if X - T(F) = X? and

thus X = T(F). This is the minimum of the combined complexity function. O

Remark 1.1.17. To solve the linear system over Z,, the variants listed in this section depend
on the exact group order. If only an approximation is known, the system must instead be treated
as a Z-module and solved using its Smith Normal Form. This shift significantly impacts the
complexity of the linear algebra phase, as it makes quasi-quadratic sparse matrix algorithms,
such as the Wiedemann algorithm as defined in Appendix A.4 and used in the proof of Lemma
1.1.16, unsuitable.

We have not yet addressed the degree of group elements, as the specific groups utilized
in this thesis have not been introduced. Nevertheless, it is clear that different strategies for
constructing elements to decompose over F impact both the smoothness probability and
the number of factors in each relation. This, in turn, changes the parameter A in the linear
algebra phase’s complexity analysis.

Consequently, X = O (T(F)) serves as an approximation for the optimal parametriza-
tion. A rigorous parameter balancing for our selected algorithms and the finite groups

considered in this thesis is provided in Chapter 3.

1.2. Algebraic Curves

This section provides a brief introduction to function fields of algebraic curves and their
Jacobian groups, which serve as the setting for the DLP algorithms discussed in the previ-
ous section. In Sections 1.2.1 and 1.2.2, we adhere to the notation and definitions estab-
lished by Stichtenoth [55], while adapting the structure and certain theorems to suit our
requirements. Proofs are included only when they are directly relevant to the algorithms

developed subsequently.
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1.2.1. Algebraic Function Fields

Definition 1.2.1. Let K C F be a transcendental field extension. F is a function field
over K if there is an x € F transcendental over K, such that F is a finite algebraic

extension of the rational function field K(x).

Remark 1.2.2. (55, 1.1.2]) The element x defining the underlying function field is not unigue.

Let F be a function field over K. Then any x € F transcendental over K satisfies [F : K(x)] < oc.

As the definition of function fields allows a variety of field constructions, the theory of
function fields is comprehensive. We will focus on function fields arising from plane affine

algebraic curves.

Definition 1.2.3. [55, B6] Let / € K[X, Y] be a bivariate polynomial. A plane affine
algebraic curve is the set of points P € K satisfying f{P) = 0.
If fis irreducible, F := K[X, Y]/(f) is a field and a finite extension of K(X) by identifying

X with its residue class (mod F), thus F is a function field by Definition 1.2.1.

Remark 1.2.4. Let x :== X (mod f) and y := Y (mod f) be the corresponding residue classes
of Xand Y in F. Then F = K(x,y) and K(x) ~ K(X).

The field extension K(x) C F is not necessarily generated by additional elements tran-
scendental over K. Let K be the algebraic closure of K in F. Then there is a tower of fields
K C K C F. The field K is called the exact field of constants of F. For this thesis we will
focus on those function fields and base fields satisfying K = K, so K is the exact field of
constants.

Central objects of interest are the subrings of F.

Definition 1.2.5. A valuation ring O of K C F is a ring satisfying K C O C F such
that for all x € F*
{6, x YN0 #£0.

The most important properties of valuation rings are listed in the following lemma.



1.2. Algebraic Curves 29

Lemma 1.2.6 ([55], I.1.5 and I.1.6). Let O be a valuation ring of K C F, then

1. O isa local ring with unigue prime ideal P = O \ O*.

2. Oisaprincipal ideal domain. In particular, there is a prime element p € P such that

(p) =P.
3. Forallze FF.ze P&z ¢ O.

Definition 1.2.7. A place of the function field K C Fis the maximal ideal of a valuation

subring of K. The set of all places of K C Fis denoted by Pr.

Remark 1.2.8. For a fixed place P with ideal generator p, each element a of its valuation ring
O has a unique representation a = € - p° with ¢ € O*. This induces a map vp : O — Ny,

a — 0. We will refer to the map as the valuation given by P.

The purpose of valuation rings and places is not self-evident from their definitions alone.
In fact, these algebraic structures represent the geometric points of the curve underlying

our function field. We state this correspondence in the following lemma.

Lemma 1.2.9. /55, 1.1.15] Let O be a valuation ring of K C F and P the corresponding
place. Then O /P is a field and a finite extension of K.

Because x and vy satisfy f(x,y) = 0, any valuation ring O with x,y € O gives rise to a
point Q = (x',y') on the curve with its coordinates being in the algebraic closure K of K.
The points are derived by reducing X' = x (mod P) andy’ =y (mod P).

Conwversely, for every Q = (x/,y') € K with AQ) = 0 there is a place P € P with
corresponding valuation ring O satisfyingx' = x (mod P),y’ =y (mod P).

For later use, we define deg(P) := [O/P : K] to be the degree of P.
The following two theorems state that the set of all places is the union of the set of places

arising from the points on the algebraic curve plus the set of places with x™! € P.
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Theorem 1.2.10 ([55], 1.2.2). Let K(x) be a rational function field. Then

1. For each monic, irreducible polynomial p € K[x| the set

0,={L | rgcKipte)

is a valuation ring with corresponding place

ot

2. Another valuation ring is
O 1= {]—[
g

with corresponding place

f,gGK[x],pTg,Nf}'

/:8 € K[x],deg(f) < deg(g)}

Poi= {1 | g e i deeth < dest) |

3. The set of all places of the rational function field is given by

Pk = {P, | p € Klx] prime} U {P}

The above-mentioned composition of the set of places is due to an extension theorem that
is comparable to the theory of prime elements splitting in number fields. The similarity of
function fields over finite fields and number fields play an important role for our algorithms.

We will discuss these properties in sections 1.2.4 and 1.2.2.

Definition 1.2.11. Let F be a function field with constant field K and F C F’ be a finite
algebraic extension. We define a place P’ C F’ to lie over aplace P C Fif PC P'. A

common notation for this situation is P’ | P.

Theorem 1.2.12 ([55], I11.1.7). Let F be a function field with exact field of constants K and

F C F' be a finite algebraic extension. Then

1. For each place P' C F' there is exactly one place P C F with P’ | P.
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2. Foreachplace P C Fthereare finitely many places P’ C F' lying over P. Furthermore,
the set of all places P’ C F', P' | P is non-empty.

It is important to note that the distinction between finite places — those arising from
curve points defined over the algebraic closure of K — and those at infinity is an artifact
of the selected affine model of the curve. If we instead consider the projective model of
the curve, the ’places at infinity’ correspond simply to the points lacking a direct affine
representation.

Furthermore, the theory of function field extensions parallels algebraic number the-
ory; specifically, the decomposition of places behaves analogously to the decomposition

of prime ideals in number fields.

Definition 1.2.13 ([55], III.1.5). Let F be a function field with constant field K and
F' | F be afinite algebraic extension.
For P’ € Pp , P € Prwith P’ | P we define

1. fAP',P) := [Op//P" : Op/P] to be the relative degree of P’ over P

2. the integer e(P’, P) satistying vp/(x) = vp(x) for all x € F to be the ramification
index of P’ over P.

Both integers are well-defined and exist, but their proof is beyond the scope of this thesis.

Using these terms, the following theorem holds.

Theorem 1.2.14 ([55], I11.1.11). Let F be a function field with constant field K and F C F'

be a finite algebraic extension. Then for each P € Pp:

> e(P'.P)-AP',P)=[F': F).

P'|P
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1.2.2. The Divisor Class Group of Function Fields

Definition 1.2.15. Let F be a function field with exact field of constants K and set of

places Pr. A divisor D is a formal sum

with 7p € Z and np = 0 for all but finitely many places P € Pr.

The set of all divisors in a given function field is denoted by Div.

We define addition of divisors via component-wise addition of their coefficients, which
gives the divisor group the structure of a Z-module. The degree of a divisor is defined
analogously by summing the degrees of the places appearing in the support, weighted by

their coefficients.

Definition 1.2.16. The degree of a divisor D = > npP is defined by

PePr

degD = Z npdeg(P).

PcPp

The degree of a divisor is always finite by Definition 1.2.15 and Lemma 1.2.9.

We define divisors corresponding to elements of the function field F by using the valua-

tion given for each place.

Theorem 1.2.17. [55, 1.4.3] Let F be a function field and let x € F*. Then

1. the formal sum (x) := > vp(x)P is a divisor.
PclPp

2. deg(x) = 0.

3. (x) =0 & x € K*, where K is the exact field of constants of F.

Definition 1.2.18. Let F be a function field. The set {(x) | x € F*} is called the set of
principal divisors.

This set forms a subgroup of the group of degree-zero divisors, denoted by Divy,
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because the map x — (x) is 2 homomorphism: multiplying elements in the function

field corresponds to adding their associated divisors.

Definition 1.2.19. [55, B.10] Let Fbe a function field with group of degree zero divisors
Divy. The factor group

Jac(F) :==Divy /{(x) | x € F*}
is called the Jacobian of F.

The Jacobian group of an algebraic curve serves as the setting for the discrete logarithm
problems discussed in this thesis. The following definition and the subsequent theorems

are central to understanding the structure and size of this group.

Definition 1.2.20. We define a divisor D = " npP to be effective if np > 0 for all
PeP
Pe Py '

Theorem 1.2.21. /55, Proposition 1.4.9 and Proposition 1.4.14] Let D be a divisor over a
function field F. The set

L(D) :={x € F| D+ (x) is effective} U {0}
is a finite-dimensional K-vector space. Moreover, there is a y € Z depending on F such that

degD — v < dimg £L(D) < deg D + 1.

Theorem 1.2.21 leads to the most important invariant of algebraic curves.

Definition 1.2.22. We define the genus of a function field K C Fto be the integer

g := max deg D — dimg L(D) + 1.
DeDiv

If the base field K is finite, then the Jacobian group is also finite. Furthermore, the actual

size of the Jacobian group can be estimated using the Hasse bound.
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Theorem 1.2.23. /55, Theorem V.2.3] Let F be a function field of genus g with exact field

of constants F,. Then

| #Jac(F) — ¢* + 1< 2g\/q.

This range for the size of the Jacobian is known as the Hasse bound.

The case g = 1 corresponds to elliptic curves, which form the basis of standard cryp-
tographic schemes like Diffie-Hellman 1.1.3. While generic elliptic curves are considered
secure, this assumption does not hold for curves of larger genus, where the structure allows
for more efficient methods to solve the DLP.

To rigorously analyze these index calculus algorithms and their complexity, we must
first be able to compute explicitly within the Jacobian. Since the Jacobian is an abstract
quotient group, efficient computation requires a concrete representation of its elements.
To establish a suitable representation for computations, we first investigate methods for

mapping the full divisor class group Div /{(x) | x € F*} into the Jacobian.

Definition 1.2.24. Let F be a function field with exact field of constants K.
Let P € Pr. Then we define [P] to be the divisor class of P in Div /{(x) | x € F*}.

Let P’ be a fixed divisor of degree one. Then the map
P+ [P — deg(P)P’]
induces a homomorphism

Div /{(x) | x € F'} — Jac(F).

To implement this mapping, the function field must possess a divisor of degree one.
For computational efficiency, it is advantageous if this place lies at infinity, allowing for
a rational representation of the remaining places. As we can map any degree-one place to
infinity by a suitable change of coordinates, we will assume the existence of such a rational

place in the remainder of this work.
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With this assumption in place, we now examine the kernel and image of the mapping.
The subsequent theorem is crucial, as it guarantees that divisors of degree g are sufficient

to represent every class in the Jacobian.

Theorem 1.2.25. Let D) be an effective divisor of degree g. Then for each Dy € Divy there
is an effective divisor D of degree g satisfying [D — D'] = [Dy)] in the Jacobian of F.

Proof- Let Dy € Divg. Then by Theorem 1.2.21 and the definition of g 1.2.22 withy := g—1
we know that

dimg L(Do+ D) >g—g+1=1.

Therefore, there is a z € L(Dg + D) such that D := Dy + D’ + (2) is an effective divisor.

This completes the proof, because [D — D] = [Dy] since (z) is a principal divisor. O

Remark 1.2.26. The definition of the genus ensures that for each element in the Jacobian there
is an effective divisor of degree g in the preimage of the map along any D'.

If the function field has a rational place P, i.e., a place of degree one, we may specialize this
representation by setting D' = kP with k < g, allowing us to represent the class using an
effective divisor D of degree k. A key advantage of minimizing k is that it ensures the supports
of D and D' are disjoint.

In this setting — which we assume throughout this work — D' has support only in those places

extending the place Pw, of the rational function field.

Definition 1.2.27. The affine component of a divisor D = > npP is the divisor
PePr

D' = Zn}P

PePr
with 7}, = 0 for all P | P, and 7}, = np otherwise.
In the next section, we introduce one class of curves that satisfies the condition of having

a unique place extending the place at infinity. Therefore, each divisor class is uniquely

represented by the affine component of a divisor of degree less than or equal to g.
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1.2.3. C, 4 Curves and their Properties

One important subclass of algebraic curves is C, 4 curves. We use these curves later for our
algorithms and for a detailed complexity analysis. In this section, we will briefly introduce

these kinds of curves and some of their properties.

Definition 1.2.28. A C, , curve is an algebraic curve defined by

"+ + E Cijy'w
jn+di<nd

with ¢;; € F, and ged(n,d) = 1.

Remark 1.2.29. Without restriction, we assume d > n throughout this thesis. For curves that
do not satisfy this condition, we achieve it by swapping x and y in the curve equation. The

swapping affects neither the genus nor other characteristics of the curves.

Prominent subclasses of C, 4 curves include imaginary model hyperelliptic curves — with
n = 2 and odd d — and superelliptic curves with » > 2 and ged(n,d) = 1. These curves serve
as a natural testing ground for our algorithms, as they share many structural properties with
the elliptic case while offering higher genus environments.

The class of C, ; curves allows a simple determination of the genus and offers a single

ramified divisor above P..

Lemma 1.2.30 (Gaudry, Enge and Thomé; Section 2 of [18]). Given a C, 4 curve of
genus g, then g = w. Furthermore, Py, is totally ramified, i.e., there is a unique

divisor above infinity.

The utility of the C, ; model is underscored by the fact that it effectively covers all curves
with a totally ramified point. As the following theorem demonstrates, any algebraic curve

featuring such a place can be transformed into a C, ; representation.
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Theorem 1.2.31 (Appendix B and lemma on page 1416 [44]). Let C be an absolutely
irreducible algebraic curve defined over a field K, where K is the exact field of constants. If
C has a rational place P that is totally ramified over the rational function field K(x), then
C is birationally equivalent to a C, 4 curve.

Furthermore, if P corresponds to a finite point in a given model of C, there exists a bira-
tional coordinate transformation — specifically, a fractional linear transformation of x —

that maps P to the unique place at infinity, yielding the standard C,, 4 equation form.

We note that Theorem 1.2.31 is the exact equivalent to the condition allowing one to
transfer certain real model elliptic- and hyperelliptic curves into their imaginary model

representation.

1.2.4. Number Theoretic Aspects of Algebraic Curves

Besides the divisor-related point of view, we will investigate function fields over a finite
field by applying methods from algebraic number theory. The algebraic properties are
useful for factoring elements of the Jacobian over a previously defined factor base. Also,
we exploit the algebraic properties described in this section for building efficient versions
of the algorithms presented in Section 1.1.3.

As before, we assume that a function field K C F arises from a smooth algebraic curve

with K being the field of constants of F.

Definition 1.2.32. Let K C F = K(x,y) be a function field arising from an algebraic

curve. We define the ring K[x,y] C F to be the coordinate ring of F.

Lemma 1.2.33. Given a function field F = K(x,y) where K is the exact field of constants.
Then O := K|x,y)] is the integral closure of K|x] in F.

The proof of Lemma 1.2.33 is trivial, because y is integral by the definition of the al-
gebraic curve and thus every linear combination is. Also, there are no further integral

elements in F since K is the field of constants of F.
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The coordinate ring has similar properties to the ring of integers of algebraic number

fields.

Theorem 1.2.34. Let K be a finite field and K C F be a function field with exact field of
constants K. Then the coordinate ring O is a Dedekind domain. Thus, any ideal in O has

a unigue factorization into prime ideals.

Proof. We know that K[x] is a principal ideal domain and Fis a finite-dimensional extension
of the quotient field K(x) = Quot(K]x]). Thus, the integral closure O of K[x] in Fis a
Dedekind domain by the definition of Dedekind domains and the Krull-Akizuki theorem
[29, theorem 4.9.2]. ]

The set of places Pr not extending the infinite place is closely related to the ideals of O.

In fact, each affine place directly corresponds to a prime ideal of O.

Theorem 1.2.35. Let K be a finite field and K C F be a function field with exact field of
constants K. Let P € Pr with Pt Py, Then there is a prime ideal I C O such that Op is the

localization Oy. Each prime ideal of O gives rise to a discrete valuation over F.

Proof. We will start with the second statement. Let z € F, then the fractional principal
ideal (z) has a unique prime ideal factorization with exponents taken from Z, because O is
a Dedekind domain.

Therefore, for every prime ideal I C O, we define the valuation v;(z) to be the exponent

of I in the ideal factorization of (z). With this definition
Orp:={z€F| vy(z) >0}

satisfies all conditions to be a valuation ring within F. We conclude that the corresponding
place is affine because of Theorem 1.2.12 and since O is the ring of integers in F.

Additionally, we rewrite O, to be

Or={r-s'| rs€O,s¢l},
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so it is equal to the localization of O corresponding to 1.
Conversely, if P € Pp is affine, then PN O is a non-empty ideal of O. Due to our con-
struction, [ := PN O is a prime ideal. The valuation corresponding to I now satisfies our

requirement. O

Remark 1.2.36. Mapping prime ideals to places induces a map from the set of all ideals to the
set of affine divisors, since O is a Dedekind domain. We will later use this map to establish an

effective way to generate semi-reduced divisors with predefined properties.

The embedding of principal ideals into the Jacobian is trivial.

Lemma 1.2.37. Let K be a finite field and K C F be a function field with exact field of

constants K. Let P € Pr. Then there is an element z € F satisfying

vp(z) = 1, and

‘Up/(Z) =0, VP e IEDF,P/ #P,P"fpoo

if and only if the ideal P N O is principal.
Furthermore, if the condition is met, the affine components of the principal divisor of z equal

the affine component of P.

Proof. Assume that I = PN O is principal. Then there is an element z € O satisfying
(z) = I. Furthermore, Op is equal to the localization of O to the prime ideal I. Therefore,
we know that the image of z generates P in Op and thus vp(z) = 1.

For any other place P’ {1 P, we know that the ideal J := P’ N O is comaximal to /.
Therefore, z is a unit in Op/; thus vp/(z) = 0.

On the other hand, if we assume there is a z € O satistying vp(z) = 1 for a place Pt Pw
and vp/(z) =0, P’ € Pp, P’ # P, P’ t P... Since all prime ideals of O correspond to affine
places, we know that (z) = PN O, because the principal ideal generated by z has a unique
prime ideal factorization. All other prime ideals J do not divide (z) since z is a unit for all

affine places except for P. This proves that (z) = PN O is principal. O
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Lemma 1.2.37 proves that only affine divisors, which are not divisible by any principal
factor, are necessary to describe the elements of the Jacobian up to the places above P.
We will define a homomorphism from the ideal class group — which is a well-investigated

object in algebraic number theory — into the Jacobian.

Definition 1.2.38. Let K be a finite field and K C F be a function field with exact field
of constants K. Let J(F) be the multiplicative group of fractional ideals of F, i.e., the
set of submodules M such that there is an » € K]x, y] such that M is an ideal of K]x, y].
Further, let P(F) be the group of all fractional principal ideals. Then we define the

quotient group

CI(F) := J(F)/ P(F).

to be the ideal class group of K]x,y].

By Lemma 1.2.37, the divisors corresponding to principal ideals are equal to the affine
component of a principal divisor. Therefore, we use reduced representatives of the ideal

classes for mapping ideals to divisors. Each ideal is equivalent to a primitive or a semi-

reduced ideal in CI(F).

Definition 1.2.39. An ideal [ is semi-reduced if it has no principal factor.

We identify semi-reduced ideals by their decomposition into prime ideals.

Lemma 1.2.40. Let K be a finite field and K C F = K(x,y) be a function field with exact
field of constants K. Let I be a semi-reduced ideal of K|x, ] factored into a product of prime

ideals

=[P
withep € Ny, ep # 0 for only finitely many prime ideals. Then the following rwo conditions
hold:

1. Foraprimeideal P C O, let P C K [x] be the unigue prime ideal with P C P. Define
Sp = {P’ C O prime ideal satisfying P C P'}. Assume np > O for a prime P. Then
there is at least one P' € Sp satisfying np, = 0.
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2. If P is principal for an ideal P and integer k > O, then np < k.

Proof. Let I be a semi-reduced ideal. Then (2) obviously holds, since any higher power
directly implies a principal factor divides I. Note that the condition also implies that ep = 0
if P is itself principal.

Condition (1) holds, because otherwise  would be divisible by the product of all ideals
in Sp. This product equals the principal ideal PK[x, y]. O

Semi-reduced ideals allow a convenient construction of divisor class representatives with

an effective affine component.

Theorem 1.2.41. Let K be a finite field and F be a function field with exact field of constants
K and group of divisors Div. Let D € Div of positive degree and with effective affine
component. Then there is a divisor D' with effective affine component satisfying [D'] = [D)]

and the affine components of D' correspond directly to a semi-reduced ideal.

Proof. Given an effective divisor D, we can factor the ideal I corresponding to the affine
component of D into a product of a semi-reduced ideal J and a principal ideal H. Note that
all powers of factors are positive, because D is effective. Therefore, J, H C O. By applying
Lemma 1.2.37 to the prime factorization of H, it is immediate that there is an element z € F
such that the affine component of the divisor (z) corresponds to H.

We conclude that [D] = [D]—[(2)] = [D—(z)]. WithD’ := D—(z), the affine component
of D’ corresponds to J. Since J] C O, we obtain that D’ is effective. This completes the

proof. O

For later use in our algorithms, we also have to introduce the relative norm of ideals in

the function field over the rational function field in x.

Definition 1.2.42. Let J be a prime ideal of Ok, lying over the prime ideal I C
Ok(x) = K[x]. Then we define the relative norm of I by

NK(x) CK(x y)(]) = ][OK(W)/] : OK(x)/]]‘

We know that Ok, ) is a Dedekind domain by Theorem 1.2.34. Therefore, the defini-
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tion extends to products of ideals in a way that N is a multiplicative morphism on the

set of ideals.

Remark 1.2.43. Since K[x| is a principal ideal domain, this gives an easy-to-use criteria for
divisibility of ideals in Oy ). Given two ideals I,] C Oy, then I divides | implies that the
polynomial generating N(I) divides the polynomial generating N(J).

For prime polynomaals, even move is true. Let | be an ideal of Okxy) such that there is a prime

polynomial p € K[x] dividing N(J). Then there is an ideal I C Ok such that
1 | pOK(x,y) and I ‘ ]

This equivalence between polynomial division and divisor decomposition will be of al-
gorithmic use for the discrete logarithm solving algorithms discussed later in this thesis.
Finally, we require that the generator of the relative norm of a principal ideal equals the

field norm of the ideal generator. Therefore, field and ideal norm are compatible.

Lemma 1.2.44 (Chapter I, Proposition 14, [52]). Given an element z € Ok ), the norm

of the principal ideal zOky ) is equal to N (z)K|x] where N (z) is the field norm of z.

1.2.5. Divisor Representation and Decomposition

By embedding the ideals of the ideal class group of the function field into the Jacobian of the
algebraic curve, we obtain a divisor representation that is well-suited for arithmetic opera-
tions. First, we focus on divisors whose norm is a prime polynomial. Since the principal
ideals are only mapped to the neutral element, those prime polynomials are particularly
important when they split into non-principal ideals upon extension to the function field,

1.e., when their associated principal ideals are divided by new prime norm ideals.

Theorem 1.2.45. Let F,(x) C F be a function field extension of the rational function field
I, (x) with exact field of constants F,. Assume that the extension arises from an algebraic
curve defined by an irreducible equation f(x,y) = 0. Let p € F,[x] be a prime polynomial
and b € F,[x|, deg b < degp such that f(x,b) = 0 (mod p).
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Then the ideal generated by p and (y — b) divides the ideal pF ,[x, y].

Proof- We adopted this theorem from a well-known result in algebraic number theory.
Specifically, let R C S be an extension of Dedekind domains, and let y be an element of
the conductor with minimal polynomial f, where f = [[f; (mod p) for a prime p € R.
Additionally, assume that the smallest ideal containing both pS and y is § itself. From this,
we can conclude that the ideal pS§ is the product of all prime ideals (p, f3).

In our case, the conditions for the conductor and y are trivially satisfied, as I, is the exact
field of constants and F,[x, y] is the ring of integers of the function field F. Furthermore,
it is clear that fis the minimal polynomial of y. Therefore, the existence of the pair (p, b)
implies that one of the factors £; is a linear coefficient of the form y—b € (F,[x]/p) [y]. This

completes the proof. O

This divisibility property allows us to represent every prime place of the function field

with such a pair of polynomials.

Corollary 1.2.46. Let P be an affine place in a function field of an algebraic curve defined

in the variables x and y over F,. Assume the following conditions hold:

1. x,y € Op, i.e., the image of x, y in the residue class field defined by P exists, and

2. degP = [F,(x) : F,] for X denoting the residue of x in the class field defined by P.

Then there are p,b € F,[x] with deg(b) < deg(p) and f(x,b) = 0 (mod p) such that the
ideal generated by p and y — b represents P.

Proof. The ideal corresponding to a place P is a prime ideal dividing a principal ideal
PE,x, 5] where p is a prime polynomial in F,[x]. By Theorem 1.2.45 we conclude that
we can represent it as a pair of polynomials p and & with p a prime polynomial. The asser-
tion of the degrees is true, because we assumed that the field extension of the factor group
Fqlx,7]/p 1s of the same degree as p. Therefore, the root of the defining polynomial is already

included in this field extension and can thus be represented by a polynomial degree less

than deg(p). O
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From the results for prime polynomials we can derive a similar assertion for ideals of

composite norm.

Lemma 1.2.47. Let F be a function field extension of the rational function field F,(x) with
exact fields of constants IF,. Assume that the extension rises from a smooth algebraic curve
defined by an irreducible equation f(x,y) = 0. Let a € F,[x] be a polynomial that splits in
I, [x, y] and whose prime factors are distinct in Fy[x]. Further, let b € F,[x], degh < dega
such that f(x,b) =0 (mod b).

Then a divides the norm of the ideal I = (a, (y— b)) and 1| aF j[x]. Thus I is semi-reduced.

Proof. Let p € F,[x] be a prime divisor of a. Then b is equivalent to a root & (mod p) by
modular reduction. Therefore, 3 ¢ € Fy[x] such that b = ¢-p+ V and p’ € F,[x] with
pp' = a. Then

P —c-t)s+(y=b)t=as+ (y—b)t

foranys,t € F,[x]. We conclude that the ideal (p, (y —&')) divides the ideal I := (a, (y — )).
By Theorem 1.2.45, p divides the norm of 1. Therefore the ideal itself is the product of the
prime ideals of form (p, (y — b)), because a splits and we did not fix p from the set of primes

dividing a. O

Remark 1.2.48. Since the coordinate ring is a Dedekind domain, every ideal can be expressed
as a product of prime ideals. Moreover, any prime polynomial p for which f(x,b) = 0 (mod p)
has no solution b generates a principal ideal. Consequently, all ideals involved in the description
of the Jacobian group can be represented in the two-element form defined in Lemma 1.2.47.

It should be noted that it is not necessary for general divisors to factor into distinct prime
divisors. In the case that the divisors are pairwise distinct, though, the appropriate value of the

polynomial b can be calculated using the Chinese remainder theorem.

To formulate a discrete logarithm problem in the Jacobian group, we not only need a
suitable representation of the group elements, but we also need to perform the arithmetic

of these elements.
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From the homomorphism defined in 1.2.24, we know that the group operation in the
Jacobian group equals the addition of effective divisors and the multiplication of the asso-
ciated ideals. We also know from Theorem 1.2.25 that we can choose a representative of
degree less than or equal to g for each ideal class. However, finding this representative is
not necessarily trivial.

For elliptic curves, many papers have been published on this topic, examining the group
law to allow for the fastest possible arithmetic calculations depending on the application
and the equation of the curve. Due to its relevance in practical applications, Bernstein and
Lange set up an online database [5] as described in [4] to cover recent findings on formulas
for the group law for the different forms in which elliptic curves can be represented.

While for almost all models of elliptic curves an explicit formula for the group law is
known, this is no longer necessarily the case if we broaden our view to hyperelliptic curves
or even C, ;4 curves. Nevertheless, with Cantor’s algorithm [8], there is a long-known and
relatively easy-to-use algorithm for hyperelliptic curves in their usual representation.

For arbitrary C, 4 curves, the problem becomes more complex. In a paper by Harasawa
and Suzuki [26], an arithmetic algorithm was examined that solves this problem for any

curve of this very general type.

Theorem 1.2.49 (Theorem 3 and Algorithm 7 of [26]). Let IF,[x, y] be the ring of integers
corresponding to a C, 4 curve and let I be an ideal of F[x, ).

Then we say I is in its Hermite normal form if it is generated by elements [y . .. B,—1,
B; = Z]-:_Ol Bi;(x)y and the matrix (B;;) is in Hermite normal form.
Let I) and I, be two ideals in their Hermite normal form.

Then there is an algorithm computing the minimal ideal I equivalent to I, 1, in the ideal

class group and Is in Hermite normal form in an expected runtime of O (n8 ¢ (In q)2>.

It is evident that the computational cost of the group operation increases rapidly with
the curve degree 7. While the optimal asymptotic complexity with respect to 7 remains an
open research question, significant progress has been made regarding upper bounds. No-
tably, Khuri-Makdisi [35] presented a geometric algorithm that performs group operations

in the Jacobian of general algebraic curves using O (g*) finite field operations.
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By combining group arithmetic with the decomposition properties of non-prime divi-
sors, we can now formulate a simplified algorithm for solving the DLP on algebraic curves.
This procedure essentially specializes Algorithm 1.1.12 to the specific structure of the Jaco-

bian.

Algorithm 1.2.50.

(d—1)(n—1)

Input:  Givena C,, curve Cof genus g = >

A and G, such that A € (G).

over [, as well as two divisors

Output: The discrete logarithm log. A on C.

1: Select a factor base F by selecting small degree divisors until the desired size M is
reached.

2: Set f=0.

3: Compute a semi-reduced divisor D := zA + Z'G with z, 7’ being random numbers
from Z.

4: Reduce D to a divisor I) of degree less than or equal g.

5: Try to factor I over F. If this is successful, increase f by one, because a relation
in the sense of Algorithm 1.1.12 is found. Store this relation.

6: If f < M go back to step 3. Else continue.

7: Solve a linear system to obtain the discrete logarithm as described in 1.1.12.

Remark 1.2.51. In Chapter 3, we establish a modification of Algorithm 1.2.50 that fits within
the relation generation scheme of Algorithm 1.1.13. In order to do so, we only have to replace
the generation of D by adding sufficiently many randomly picked divisors from F, such that D
is semi-reduced, but not reduced. Then the obtained relation has exactly the properties required

for Algorithm 1.1.13.

Algorithm 1.2.50 improves upon generic DLP solvers by exploiting the arithmetic of
the underlying function field alongside the Jacobian group structure. This allows for the
efficient factorization of high-degree divisors into smaller components, providing compu-

tational advantages unavailable in generic groups.
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However, this algorithm does not efficiently apply for elliptic curves, as all reduced divi-
sors in such curves inherently have degree one. Consequently, the factorization approach
is trivial in this case, and no further optimization can be derived from the ideal class group
structure. This limitation is specific to elliptic curves, as they lack the richer divisor struc-
ture found in higher-genus curves.

The complexity of Algorithm 1.2.50 depends primarily on balancing the size of the fac-
tor base, which determines the cost of the linear algebra phase, against the probability of
finding a smooth divisor in step five. Given the critical nature of this trade-off, Chapter
2 is dedicated entirely to analyzing smoothness probabilities on curves of varying ratio
between their degree and the size of the underlying base field.

For the trial divisions in Algorithm 1.2.50, it is sufficient to trial factor the polynomial
a over all primes that give rise to the elements of the factor base for a reduced ideal
I = {a,y — b). Depending on the degree of a, this can be a costly procedure. In Chapter
3, we will construct explicit schemes that allow us to bypass this step and create smooth
elements more directly. To do this, we look at the factorization behavior of principal

1deals.

Theorem 1.2.52. Let I, [x, ] be the ring of integers of a function field F = F, (x,y) and
let o € F, [x,y] be a function on the curve. Denote the ideal norm of F over F, [x] by N.
Let F be a factor base built of low degree prime ideals of distinct ideal classes in CI (FF).
Further, assert that for all prime ideals in F, those other prime ideals of F ;[x, y] with identical
norm are also a part of F.
Then the principal ideal («v) factors over F if and only if Ng, (v c £ () factors over
F':={N(x) | x € F} inF,[x]. Here Ny, c r denotes the field norm of F over F,(x).

k
Proof. Let py,...,pr € F such that [[p; = (@), i.e., the principal ideal generated by «
i=1

decomposes over F. Then

k
NFq(x)CF(a) =N((a) =N (HPi) )

and therefore NV, () r decomposes over 7. Note that the first equality is the known result
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about the equivalence of field and ideal norms for principal ideals.
Conversely, let N, (xcr decompose over F'. We know that for each norm in F all
prime divisors with this norm are in F. Also every prime ideal of F,[x] extends to one or

many prime ideals in I, [x, y]. This suffices to prove that (a)) decomposes over F. O

The equivalence of decomposition of ideals in IF, [x,y] and of polynomials in F, [x] has
arithmetic advantages. The method for generating relations between factor basis elements
was examined for hyperelliptic curves by Velichka, Jacobson and Stein [62]. The following

is a direct generalization of this work.

Theorem 1.2.53. Given the settings of Theorem 1.2.52 and let D be a divisor represented
by the ideal I = (a,y — b) with a,b € F[x] as described in 1.2.48.
Let n be the dimension of I as an F ;-module and xo, . . . , x,_1 be transcendental elements

over F,. Define

n—1
« ::xoa+2xi (y—b).

=1

Then fiup) = % is a polynomial in xy . . . x,_1 over F [x|. If there are any s; € F,[x],
such that f,p) (s1, . .., s,) decomposes over F', then an ideal representing —D decomposes
over F.

Proof. We start with the assertion that £, ;) is a polynomial with coefficients in F,[x]. As
described in [45] - which we will cite later in Theorem 3.2.2 - one can compute the norm by
evaluating a resultant of two polynomials. This is equivalent to computing the determinant
of a certain matrix that is built from the y-coefficients of the input bivariate polynomials.
For computing the norm of «, the two involved polynomials in this calculation are given
by o as polynomial in the variable y over F,(x) and the function field defining polynomial
over [ (x).

Both polynomials have coefficients that are integral over IF,[x] multiplied with the tran-
scendental elements. Thus the entries of the matrix are polynomials in xo, ... x,_; with
coefficients in F,[x] as is the norm, i.e., the determinant of the matrix.

Since the principal ideal generated by « is a subset of 7 we also know that the norm of /

divides the norm of « and therefore, £, ) is a polynomial.
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Now let s; € F,[x], such that f, (s1,...s,) decomposes over F’. Then by Theorem
1.2.52 we know that the principal ideal o decomposes over F U {I}. Therefore, (a)I™! is
a F-smooth ideal representing the divisor class of —D, because principal ideals are mapped

to the neutral element of the Jacobian. O

The theorem allows one to limit the number of trial factorizations drastically by apply-

ing a szeving technique. We will introduce this technique in the following algorithm.

Algorithm 1.2.54.
Input: A divisor D represented by the ideal I := (a, b — y) of rank n, two
parameters M and 7, an injective function v : F [x] — Ny and constants
52, ..., not all equal to zero.
Output: A list of candidates for s; € F,[x] with deg(s;) < M such that the
principal ideal (v) is F-smooth for v = sja + i si(y—b) € Iand
thus the decomposition of (v) gives a relationlzo2ver F.
1: Initialize an array S v (s;)] = 0, sy € F,[x], deg(s;) < M.
2: forp € F do
3 for b € Fy[x]” such that f; (', s;,...,s,) =0 (mod p) do
4: Compute all ¢ := &/ + p - v for vectors v = (v;) € F,[x]” that satisfy
max (deg (b; + pv;)) < M and increase S[v(c)] < S[v(c)] + deg(p).
5. end for
6: end for
7: For any s; € Fy[x] with deg_s; < M such that S[v(s;)] > T trial factor
sia + nilsiﬂ(y — b)" over F.

i=1
Any successtul factorization gives a representation of —D over F.

The algorithm introduces new variables we will often use throughout this thesis; there-

fore, we establish their notation.

Definition 1.2.55. In the above algorithm we name the integer M the sieve bound

and the integer T the tolerance value. Furthermore § is commonly called the sieve
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array. The computation of b is the initialization phase of the sieve algorithm, while the
incrementation of the array elements is called the sieving phase or stepping through the

sieve array.

Remark 1.2.56. It is worth mentioning that the tolerance value serves two distinct purposes.
The first occurs if a large-prime method like in [60] or [25] is to be used in order to allow elements
of the search space to pass the criteria, which have some few factors outside of the factor base. The
second. is to cover cases where a prime divisor might divide a search space element with double
or higher multiplicity, because the sieving algorithm will inherently only add degp once for
each root.

As for the injective function v in Algorithm 1.2.54, a sufficient choice is to use the evaluation
homomorphism by evaluating the vectors ¢ component wise at q. Due to the definition of M,
each entry will be naturally smaller than ¢". Then one can weight the different components
of the resulting T vector by powers of ¢ to map each potential outcome to a unigue integer

value.

In the above algorithm we avoid the situation s, = s3 = ... =5, = 0, because N (s;a) =
N (s1)N(a). Therefore, if a direct decomposition of D is already known the resulting re-
lation will only contain the conjugates of the already known factors and will only give a
trivial relation. On the other hand, to simplify the algorithm, it is common to restrict to
the subset of the ideal, which is indexed by s, = 1,53 = ... =5, = 0.

In order to use this early precursor of the algorithm efficiently, some steps have to be
concretized and refined. We will address this in detail in chapter 3 after investigating the

topic of ideal factor base sizes and smoothness probabilities in chapter 2.

1.2.6. Elliptic Curve Discrete Logarithm Problems and Weil Descent

By [17] we know that the discrete logarithm problem in algebraic curves of higher degree or
higher genus is efficiently solvable with non-generic methods. In contrast, the elliptic curve
discrete logarithm problem — i.e., the discrete logarithm problem on an algebraic curve of

genus one — is not generally vulnerable to non-generic attacks. Therefore, elliptic curves
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are often recommended [30] for high security purposes of the protocol given in Algorithm
1.1.3, whereas hyperelliptic curves of higher genus or non-hyperelliptic algebraic curves
are rarely used.

A central motivation for solving discrete logarithm problems in higher genus Jacobians
is the reducibility of an elliptic curve discrete logarithm problem (ECDLP) to an alge-
braic curve discrete logarithm problem under certain conditions. This vulnerability of
the ECDLP was introduced by Gaudry, Hess and Smart in [23]. Later it was investigated
by Stein in [32] and it is known as the Weil descent approach. We will give a short introduc-

tion into this important motivation. For more elaborate details, there is a good synopsis

of the topic by Hess [28].

Definition 1.2.57 (Weil restriction). Let K C L be an extension of finite fields and X
an abelian variety over L. Also let xx denote the tensor product as K-vector spaces.
Then

Resg -1 X(S) == X(S xx L)

is the Weil-restriction of X with respect to K.

Remark 1.2.58. Note that Resg - 1 X is defined over K instead of L and that for example the set
of K— rational points of Resk - 1 X is isomorphic to the set of K-rational points of X. Compare
[64, section 1.3]

For an elliptic curve E the set of L— rational projective points is isomorphic to the Jaco-
bian. Therefore, the Weil restriction can be used to build varieties over fields of the same
characteristic - but lower extension degree over the prime field - that offers an isomor-
phism from the set of K—rational points into the Jacobian of the elliptic curve. On the
other hand degree and genus of Resg 1 (E) will probably rise. This technique also trans-
lates the discrete logarithm problem on the elliptic curve into a discrete logarithm problem
on a curve of higher degree and genus over a subfield of L.

Abstractly the Weil-descent attack on the elliptic curve discrete logarithm problem is

just a generalization of this concept.
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Algorithm 1.2.59 (Brief Working Principle of Weil Descent). Let E be an elliptic func-
tion field defined over F,, g = p”, p € P, and C | E an extension of function fields such
that the exact field of constants of C equals F,,.

Assume there is a field automorphism ¢ of C of order / extending the Frobenius
automorphism of F, | F, with ¢ = p”,n' | n. Then for the function field C° of
elements fixed by o, we obtain [C : C°] =/ and the exact field of constants is F,;.

Using the norm map of C° C C, we can map the discrete logarithm problem from

Jac(E) into Jac(C°) if the elements involved are not in the kernel of o.

The construction of C, C° and o is not straightforward. One concrete instance for p = 2
was found by Gaudry, Hess and Smart, and is thus known as the GHS attack on the discrete
logarithm problem on an elliptic curve. For the following theorem, we need the definition
of the trace of elements in a tower of fields in characteristic 2. This definition can be found

in Appendix A.3.11.

Theorem 1.2.60 (Theorem 1 of [28]). Let E be an elliptic function field defined by the

equation

Y2+ XY =X +aX?+b.

over a finite field F,, where g = 2 and b + 0. In every isomorphism class of elliptic curves,
there is at least one curve of this form. Further, let ), be the subfield of ¥, containing a.

Consider the Artin-Schreier equation (see Appendix A.3.10)
Y +y= % +a+ Bx
that is birationally equivalent to the initial equation by the transformation

X = Eforsomefy €T,
v

N<
Il
K=
+
S
D
Il
P
)
Il
2|
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Now let C be the splitting field of 7y, a, B over Fy/(x). Then the Frobenius automorphism of
IF,(x) with respect to F,r C T, extends to C if and only if one of the following conditions
holds:

1 T?’cm[{?q(d) =0
2' TrFql CFq(ﬁ) 7é O

3. T?’]Fq, C]Fq(’}/) 7é 0.

Then the Weil descent method described in Algorithm 1.2.59 is applicable to the fixing
field C° of the Frobenius on C.

For the resulting curve, the genus and degree of the resulting function field C° are of

interest. Theorem 1.2.61 proves that it depends on the choice of 7.

Theorem 1.2.61. In the situation of Theorem 1.2.60, let d., and dg be the degrees of the
minimal polynomials of v and /3 over k. Further, let d., 5 be the degree of the least common

multiple of the minimal polynomials of v and 3. Then the genus g of C° satisfies

g= 2%y Qdvp—dy _ gdyp—ds | 1
Furthermore, there is a rational function subfield ¥, (z) of C satisfying

[C:F,/(2)] = min {zdv,zdﬁ} .

Corollary 1.2.62. In the situation of Theorem 1.2.61, we conclude that C° is a hyperelliptic
function field if v € Fpror f € Fyo.

A high-degree curve, as well as the size of the resulting Jacobian will hinder the attempt
to solve the discrete logarithm problem in Jac(E) by attacking the structure of Jac(C°). The
same applies if the map from Jac(E) to Jac(C°) has a kernel that is too large. Therefore, the
choice of 7 has a high impact on the practicality of the approach.

Hess [28] gives an example with an elliptic curve defined over F,iss whose Jacobian is

mapped into Jacobians of hyperelliptic curves of genus 31 and 32767, both defined over
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[Fys, with the only difference caused by the choice of «. Later, we will investigate solving
discrete logarithms in Jacobians of hyperelliptic curves obtained via Weil descent.
A primary limitation of Weil descent is the sparsity of vulnerable elliptic curves. For

instance, among the approximately 2!

isomorphism classes of elliptic curves over Fyiss,
only about 2*? are directly vulnerable to the GHS attack, i.e., the constructed curves over

the subfield F3; have genus 31 or 32 [32, comments to Theorem 1].

Theorem 1.2.63 (Gaudry, Hess and Smart [23)). Let E be an elliptic function field over
IF, and E' a second function field such that #Jac(E) = #Jac(E'). Then the curves E and
E' are isogenous — i.e., there is a surjective morphism from the variety associated with E to
that of E'. Consequently, if E' is vulnerable to the Weil descent method, one can also attack
the DLP on E by exploiting the isogeny and its dual. Note that it is not necessary for this

approach that E and E' share the same isomorphism class.

Following the arguments of Galbraith, Hess and Smart in [23], this increases the number
of vulnerable isomorphism classes of elliptic curves over Faiss to about 2'%. Furthermore,
they prove that almost every curve over a field F; with g is a power of two is vulnerable

to Weil descent attacks using isogenies.



Smoothness Estimates for Divisors in Function

Fields

The runtime of index calculus algorithms is primarily determined by the size of the factor
base. Generally, a larger factor base allows for faster discovery of relations over the factor
base. However, since the runtime for solving the linear system increases quadratically with
the size of the factor base, the overall complexity rises if the base becomes too large.
Thus, obtaining an accurate estimate of the smoothness of elements over a factor base
with a given structure is essential for both complexity analysis and practical parameteriza-
tion of a DLP solver. This chapter aims to provide smoothness probability estimates based
on the factor base size, curve model, and method used to select ideals for decomposition,
independent of any specific curve. In line with Lemma 1.1.16, we focus primarily on the
range of factor base sizes where the size is balanced against the estimated number of trials.
This chapter is organized as follows: We first review relevant literature, highlighting
the work that inspired our developments. We then derive an essential formula for estimat-
ing the number of relevant primes of a given degree for solving the DLP. This estimate

supports our own calculations for the smoothness probability for ideals of function fields.

55
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We distinguish between function fields of small and large degree, as the factors influencing
smoothness differ in each case. While considering these cases separately, we emphasize that
both estimates align at the transition between the two regimes.

A note on nomenclature: As established in the previous chapter, we can identify semi-
reduced effective divisors with ideals in F,[x, y], where each entry in the divisor reflects the
multiplicities of prime ideals in the factorization of an ideal. Key properties, such as the
degree of a divisor, directly correspond to the degree of the associated ideal. This allows us
to use the divisor and ideal perspectives interchangeably. Both representations appear in
the literature.

The results in this chapter are valid for semi-reduced effective divisors in general func-
tion fields of algebraic curves. For the class of C, ; curves, which we have chosen as the
curves of interest in this thesis, the only advantage is that the fully ramified prime ideal at
infinity results in a one-to-one correspondence between the semi-reduced effective divisors
and the elements of the Jacobian group of the curve. This allows the direct translation of

the properties of ideals and their decomposition into the Jacobian.

2.1. Existing Estimates and Approaches

Most results in the literature concern hyperelliptic curves. For these curves and the classic
index calculus approach as given in Algorithm 1.2.50, it is most relevant how many of the
approximately ¢8 divisors of degree g are smooth over a previously selected factor base. We
will first cite a result of Gaudry and Theriault for hyperelliptic curves of constant and low

genus.

Theorem 2.1.1 (Gaudry [24], Theriault [60]). Let C be a hyperelliptic curve of genus g
with constant field ¥, and let F be a factor base consisting of q" divisors of degree one.

Furthermore, assume that log, (g!) < 1.

. . o
Then the factor base size and the smoothness probability are equal for r = 45 +

log, (¢
gj-l 1

In particular, the total run time of Algorithm 1.2.50 is in O (77) = o) (7).

To understand the complexity analysis of Theorem 2.1.1, it is worth recalling that O
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denotes an asymptotic complexity that omits logarithmic factors.

We omit a dedicated proof here, as we will later formulate an analogous theorem for
non-hyperelliptic curves that follows the same approach. We note that the term g! is neg-
ligible for the overall complexity only when g is small relative to g. For larger values of
g, restricting to primes of degree one for creating the factor base is not sufficient, as the
factorial will become dominant. We will cite a result of Enge [16], taking increasing values
of g into account and proving a subexponential complexity for higher genera while also

covering cases where g and In g are close.

Theorem 2.1.2 (Theorem 1 of [16]). Let g > 0logq for some constant 6 > 0.
Then there is an algorithm that solves any instance of the discrete logarithm problem over

a hyperelliptic curve of genus g over F,, in subexponential time
1 5 / 3 /3
ng [E,%< 1"‘@"‘ %4‘0(1))]

Remark 2.1.3. In the original paper, the notation for the complexity class is grven as Ly (B),
which is a common short version for the complexity class Ly |3, 3] that we define and discuss
in Appendix A.1. For better consistency, we have translated all occurrences of the short version

into its long form throughout this chapter.

The algorithm referenced in Theorem 2.1.2 is a variant of Algorithm 1.2.50, utilizing ran-
domly generated divisors and trial factorization for generating relations. As determined in
[16], the algorithm’s complexity is dominated by the product of the smoothness probability
and the factor base size.

For curves of higher genus, stricter estimates for the smoothness probability are available.
Notably, Enge and Stein [19] provide sharper tuning for this ratio. Their work is one of
several approaches to estimating smoothness, chosen here because its proof relies solely on

combinatorial techniques and avoids heuristic assumptions.
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Theorem 2.1.4. /19, Theorems 5 and 6] Consider the ring of integers of a function field
corresponding to a genus g hyperelliptic curve over F,. Let N (1, m) denote the number of

all semi-reduced ideals of degree n. Further, let m = [log Ly (p)] for a constant p > 0
satisfy

n > m > 4max <4logq <2g+6+\/§> ,1—|—logq ((6—1— 1?0\/5) n)) .

Then there is a function 5(g) in o(1) for g — oo such that

N > Ly [~ = 50g)|

We note that we changed the notation of [19], naming the degree of the elements to

factor 7 instead of 7 in order to avoid confusion with the degree in y of a C, ; curve.

Corollary 2.1.5. Balancing the parameter p in Theorem 2.1.4 and using n = g as in Algo-
rithm 1.2.50, we gain an asymptotic complexity of the hyperelliptic curve discrete logarithm

problem of
Ly B V2 + 0(1)}

with the overhead of the relation search as well as the 3 function of 2.1.4 covered by the o(1)

term.

The result of Enge and Stein is sharper than Theorem 2.1.2 for hyperelliptic curves of
higher genus, because the achieved complexity class is lower. The result also has the advan-
tage that the degree of the ideals to be factored is kept flexible. Therefore, Theorem 2.1.4
can also be used to examine alternative algorithms that produce elements of degree unequal
to g to be factored.

However, because 2.1.4 does not apply to small-genus curves, a gap remains in the com-
plexity estimates for curves in the transition range. The scope of this chapter is to create
sharp estimates for the smoothness probability for general C, ; curves that can be applied

for both high and low genus and degree and align at the critical transition. To do so, we
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will first introduce some important results on the number of prime divisors we can expect

our function fields to have for a fixed degree.

2.2. Counting Prime Divisors of a Fixed Degree

For the following smoothness analysis, the count of low-degree prime divisors is critical,
as these form the building blocks of the factor base. To ensure the factor base can be
constructed as proposed, we first establish bounds for the number of prime divisors, which
depend on the genus of the curve and the target degree.

The approach of the following estimate is similar to that used for Theorem 2 of [19]
with the new scope of extending the theorem to non-hyperelliptic curves. We restrict
our attention to a subset of all prime divisors which we will require for the algorithm we

introduce in the next chapter.

Definition 2.2.1. Let P be a place in a function field of an algebraic curve defined in

the variables x and y over F,,. Then we will use P as a component of the factor base if

1. x,y € Op, 1.e., the image of x, y in the residue class field defined by P exists, and

2. degP = [F,(x):F,] for x denoting the residue of x in the residue class field
defined by P.

We refer to prime divisors satisfying these conditions as convenient.

Interpreted via ideals, Condition 2 implies the underlying prime polynomial p € F,[x]
cannot be inert, as this would result in a higher extension degree. Furthermore, because
F,[x] is a principal ideal domain, any inert prime in the extension F[x, y] would itself be
principal. Consequently, we can filter these cases out.

The following theorem will provide an estimate of the number of convenient places of

each degree.

Theorem 2.2.2. Let C be an algebraic curve over the finite field ¥, with function field
F,(x,y). Further define n := [F,(x,y) : F,(x)] to be the extension degree of the function
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field over the rational function field in x and let g denote the genus of C.

Finally, let T1(k) denote the number of convenient prime divisors of degree k. Then

(qk q§ 1+2g—i—2n)>—n<H( (c]k—l—ql 1+2g))
Proof. First, we have to estimate the total number of places of a fixed degree k. Let B,

denote the set of all prime divisors of degree k. Then, by Corollary 5.2.10 of [55] we have

1 k
‘B—q—k' —+2g ¢ -1
qi—l k

We subtract the primes not matching the condition to be convenient. Let the function

field be defined by F, (x,»). Then any finite place corresponds to a prime ideal of the ring
of integers IF, [x,y] that extends a prime ideal of F, [x]. The same is valid for the non-finite
places extending the single infinite place of F, (x).

The number of non-finite places of all degrees can be at most 7, because the added degrees
must not exceed the degree of the field extension. Therefore, the only remaining prime
divisors to count are those that do not fulfill the second condition of Definition 2.2.1.

Any affine place corresponds to a prime ideal / of F, [x, y]. Therefore, we conclude that
there is a prime polynomial p € F,[x] such that the residue class field F, (x,y) ~ F, [x,y] /I
extends F,[x]/(p) and the ideal I extends (p). Let ¥ = degp. It is immediate that &' | k
and that the extension I | (p) corresponds to an irreducible factor of the function field’s
defining polynomial (mod p) of degree £. Therefore, for each such p of degree &’ there
are at most 2 places of degree & such that the corresponding ideal extends (p).

Estimatmg the exact number of inert prime polynomials is more complex, but it is
plainly bounded by the number N (k') of all prime polynomials of degree &#'. By some
basic combinatorial considerations, N (k') < £4* holds.

All occurring degrees are integers, and thus we can conclude that there are at most

/el it k
ank/ kzqk_kzq<—q <2Z¢]§

ktk' |k kR |k

non-convenient but finite primes.
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Combining these with the estimate for B, and the maximal possible number of primes

extending the non-finite place of F,(x), we can conclude

L —darrm) <@ < (F+d+2).
O]
Corollary 2.2.3. Let k > 2log, (2 + 4g + 4n) in the situation of Theorem 2.2.2. Then
i —ngﬂ(k)gzqk.
Proof. By the condition & > 2log, (2 + 4g + 4n), we can conclude that
0.5¢° < o]é (1+2g+2n).
Inserting this into the result of 2.2.2 directly gives the desired estimate. O

Remark 2.2.4. For later use, the —n”-term in the lower bound will be of no effect. For C, 4-
curves, the divisor extending the infinite place of the rational function field is the unique rep-
resentative of the neutral element of the Jacobian. For other curves, we can include the other
places extending infinity to the factor base and allow a special treatment of them. For hyper-
elliptic curves that do not have an imaginary quadratic representation, this special treatment
is known as infrastructure computation. Jacobson, Scheidler, and Stein [33] gave an elaborate

introduction and analysis of this topic.

Given these estimates, we are able to prove that enough convenient divisors of low degree
exist to create a factor base in the first place. We will do so for very low degree curves
relative to ¢ to ensure we have sufficient prime divisors to create the factor base needed for

the assumptions in the next section.

Lemma 2.2.5. Consider a C, 4 curve as defined in Definition 1.2.28 of genus 0 < g =

(”_1)2& < loggq, and assume q > 5640. Then there are at least 1q convenient prime
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divisors of degree one.

Proof- We know that » > 1 in order to get a curve of genus greater than 0. Moreover,
d > n, so we can calculate (n — 1)* < (n — 1)(d — 1) < 2g and consequently 7 < /2g + 1.
Because n = 2 for g € {1,2} and n < g+ 1 otherwise, we even get 2+ 4g+ 4n < 6 + 8g <
6+ 8logg. Now, with log (6 + 8logg) < 0.5 for any integer g > 5640, we have verified
the assumptions of Corollary 2.2.3 and Remark 2.2.4. This completes the proof. O

This lemma establishes a lower bound on ¢ for low-degree C,, ; curves, guaranteeing that

sufficiently many degree-one prime divisors exist to build a factor base.

2.3. A Refined Estimate for Low Degree Divisor Decomposition

For large g or low curve degree, the divisors targeted during the relation search phase have
small degrees. Consequently, the optimal factor base size allows it to consist exclusively of
split prime divisors of degree one. We provide a smoothness estimate for this case in the the-
orem below. These conditions are specifically tailored to fulfill Lemma 2.2.5, guaranteeing

that sufficient primes are available for the factor base construction.

Theorem 2.3.1. Given an algebraic curve with exact field of constants ¥, let r < 1. Let
F be a factor base containing exactly q" degree-one divisors, and let 1) be the expected degree

of divisors to be factored. Then the probability that a randomly chosen non-inert divisor is

F-smooth is bounded by O ( ! q"“’”).

7l

Proof. By following the Hasse-Weil theorem, the total number of divisors of degree 7 is in
the interval ¢" = (14 2g+ 4d)q? . Since we consider only those divisors with inertia degree
1, we can use ¢" as an upper bound of the total number of divisors in the search range. Of
these divisors, at least # (g)" = %q’” can be composed of 7 distinct primes of the factor
base. Therefore, the probability of a randomly chosen non-inert divisor to be smooth over

the factor base is bounded below by

Lg" _ 1 e,

nq 7
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]

To represent the complexity with respect to the size of the problem, we apply a technique
similar to that of Enge [16] to the smoothness probability. By doing so, we introduce a new

variable 6 measuring the size of n with respect to g.

Definition 2.3.2. Let C be an algebraic curve with exact field of constants IF,, and let
n be the degree of divisors generated for factoring them over the factor base.

Then define 0 < 6 € R such that » = 6 Ing. Further define v := Inln (¢").

Unlike Enge’s original approach [16], which assumed divisors were generated via Can-

tor’s reduction algorithm, thereby fixing = g, we allow 7 to vary based on the generation

method.

Until now, we have the smoothness estimate of Theorem 2.3.1 as well as the factor
base size given as powers of g. For a better comparison with results for curves of greater
degree, we now translate these terms into the subexponential notation. To do so, we use

the definition of € and 7 as in Definition 2.3.2.

Theorem 2.3.3. Let q,1,0, and v be as in Definition 2.3.2 with 0 < 1. Then

1 1
1=Le |3 i)
3%

'< n:Ln =
== {2 2

Proof. The first assertion is given by a direct computation:

an 17 1 :eﬁ\/nlnq\/lnlnq"
27 \/~0
—Ll = lngvo
_ 7 ,—r}q\/n q

= 7 = q.

Similarly, we can prove the second assertion directly. First of all, it is immediate that

\/5\/@ = \/g\/nlnq: n.
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Therefore,
Inn = Invoy/Ingn = % (Ind + Inlng") < %lnlnqn,

since 6 < 1 and thus In 6 < 0. From the definition of v it follows that Inn < ? VInlngn.

nlnn < @wlnqﬁwlnlnq’?

L vho
=ty |

Finally, we get

and therefore

With these estimates at hand, we can now state a replacement theorem for Theorem 2.1.2.
The replacement is only valid for § < 1, but offers a sharper estimate and more flexibility

with respect to the degree of elements that we attempt to factor.

Theorem 2.3.4. Let C be an algebraic curve with exact field of constants ¥, and assume
there is a way to generate divisors with known non-trivial decomposition of degree n. Fur-
thermore, let C be the maximum of the individual cost functions for the divisor generation,
trial factoring and the logarithmic terms of the linear algebra phase. Finally, let § < % <1
and thus Inlng" > 2 or g > 1619 respectively.

Then there is an algorithm for solving any instance of the discrete logarithm problem over

C in expected time

1 2d++0 1 1. 1
O(C) Ly |52 zduﬁ} <O(C) Ly {5’2\/7]
—— 0(C) Ly B\/E

0—=
5

Proof. For solving the discrete logarithm problem, we use Algorithm 1.2.50 and apply
Theorem 2.3.1 for estimating the smoothness probability for a factor base with about ¢

elements for » < 1 yet to be optimized.

Consequently, we have to search for about ¢ = L, [%, r\/%] relations by applying



2.3. A Refined Estimate for Low Degree Divisor Decomposition 65

Theorem 2.3.3. The expected number of divisors to be tested for smoothness is given by

O (n!q(lfr)") =Ly B,\/%_H +(1-— r)n\/% + 0(1)1

for each of the searched relations.

We compute the expected time complexity of the relation collection phase to be

1 1 99 1
O(C)Ly [E’rﬁ+7+(l —r)nﬁ] :

By using the Wiedemann algorithm A.4.11, the expected time complexity of the linear al-
gebra phase of Algorithm 1.1.15 is the square of the factor base size times some logarithmic

terms. Therefore, we can estimate the complexity to be

1 1
OC)Lp |,2r—=| .
Ol {2 eTs }
Since the parameter 7 is not yet set, we can balance it to minimize the overall time spent

in the two consecutive phases. Therefore, we have to compute a value for 7 such that

1 1
2r =7 +

Vil VAl 2

m—l—(l—r)ni

V0’

which is given for » = 7’;—329. Note that the condition 6 < 2 ensures » < 1. This is
important to ensure that there are enough divisors of degree one to fill the factor base.

Consequently, we estimate the entire complexity to be less than or equal to

o)L, Bz\/%} |

which completes the proof. O

Remark 2.3.5. For the sake of simplicity, we dropped the complexity for generating the two
special relations that are required by Algorithm 1.1.15. We can fix this issue by the following

consideration. Assume we start random walks at the elements o and the group generator ~y by
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adding elements from the factor base. By using the algorithm of Harasawa and Suzuki [26], we
can ensure that all elements from the two walks are of degree at most g, at a cost of O ((In g8)?).
Therefore, on average, we have to do approximately g\ steps until we find representations that
we can decompose to divisors of degree one. If we add these elements of degree one to the factor
base beforehand we ensure that we found the rwo special relations.

The only thing left to prove is that g! < Ln [%, 2 \/%] . This obviously depends on the values
of 1) generated by the chosen method.

Alternatively, other algorithms can be used to decompose the rwo special divisors into primes
of low degree. In Section 3.4.2, we will construct an algorithm that succeeds in doing so within

the desired time bound if 1) is at least about 2. /3.

A central difference between Theorems 2.1.2 and 2.3.4 is that the latter result depends
on 7y, which represents the square logarithm of the size of the Jacobian. Nevertheless, the

result of Theorem 2.3.4 is sharper than the reference.

Corollary 2.3.6. Given a hyperelliptic curve C of genus g = 0logq such that 6 < % for
v = Inlng8 > 1. Then there is an algorithm solving any instance of the hyperelliptic curve

discrete logarithm problem on C in expected time
AV \/I Lo (a2 /2
O(gz(lnq))ng [2,2 7 <O<ng [2,\@( L+ 25+ 29—1—0(1) .

Note that in this case, as 7 = g, the issue regarding the creation of the two special relations

does not occur, as any randomly created linear combination of the two divisors has the

exact same degree as those used for the general relations.

2.4. A Refined Estimate for High Degree Divisor Decomposition

The estimates from the previous section fail for larger 7, as higher degrees force » > 1 in
the proof of Theorem 2.3.4. This would be required to compensate for the larger d! term
in the smoothness estimates done in Theorem 2.3.1. Therefore, prime divisors of higher

degree have to be included when building the factor base.
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As for the estimates of lower degree, we required our factor base to be built from prime
divisors satistying Definition 2.2.1 only. Because we will now need to include primes of
higher degree as well, we will require it to contain all convenient prime divisors of degree

less than the maximum occurring degree.

Definition 2.4.1. Let F be a finite factor base of function field divisors containing
only prime divisors that are convenient in the function field extension F,(x) C F. Let
B :=max {deg(D) | D e F}.

Then we define F to be dense if

{D divisor of F | degD < B and D is convenient} C F.

For a dense factor base F we define N(7, F) to be the number of F-smooth divisors
of degree n. To prove certain smoothness probabilities we extend this definition to
N(n,m), which denotes the number of divisors of degree 7 that are smooth for a factor

base including all convenient prime divisors up to and including degree m.

The following theorem is inspired by Theorem 3 of [19]. The primary difference is a
reduction of the requirements towards 7. This will help to find sharper estimates in the

forthcoming assertions.

Theorem 2.4.2. Let m € N satisfy m > 4%, let further u .= 1 > 1andn <

2g + 2n. Then

qn
Ny m) > 1o

Proof. The proof constructs divisors of degree 7 using the fewest possible prime factors,
thereby maximizing the degree of each factor towards m. A lower bound for the number
of required prime factors is [#].
Let mo ;= max{1 <x<m |x €N, x[#] <n}. Notethatmo > |“*|m > (1 —L)m,
because
n—1 =1 u+l <u2—1

%mﬁﬂ_ Mmuu_ > n.
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Furthermore, we have to rule out some specific edge cases. For m = 1, we also have
mo = 1and u = 7 by construction. For m = 2, we have |1] factors of degree two
and at most one of degree one. For m > 2 and [#]| = 2, we know that a divisor of
degree n > m decomposes either into two divisors of degree 2 > 5 or into one of degree
| 2] > % and one of degree [%]. If m > 2 and # > 2, we know by the formula above that

mo> (1 — Lym > 2.

Therefore, we know mq > 21[1(31‘:—‘?4”) and we apply Corollary 2.2.3 for estimating the

number of prime divisors of degree greater than or equal to m.

Now let my := mq+ 1. Then [#]mg < n < [u|m = [u]mo+ [«] holds by construction.
For the smoothness estimates, we will count the divisors of degree 7 that are built from
[#] prime divisors of degree mg and m; only. We set 7 := n — [u]mq and 7y := [u] — 7.

Then it is immediate that o + 7 = [#] and romo + rim; = 1.

Consequently, every divisor factoring to ry prime factors of degree mq and r; prime
factors of degree m; will be of degree 7). Each of these divisors is m-smooth because, in the

case where m; > m, this implies m | 7 and thus 7o = # = [#] and r; = 0.

We estimate the number of divisors that arise from the given construction by applying

Theorem 2.2.2 and Remark 2.2.4:

N(n,m) > (H(Z°>) (Ht’fl)) > <H<Mor)o!—ro)f° (H(mlr)l!—m)”

mg 70 mq 71
g™ —q2 (1+2g+2n) 7" —q 7 (142g+2n)
— 7 - nN
mo mq

7’0! 7’1!

>

This intermediate result requires more refinement to achieve the desired result. We know

mir; < n < 2g+ 2nfori € {0, 1} by the assumptions of the theorem. Therefore,

2 ]ogq 344g+4n

05¢7 >05q = =15+2g+2n > mr

holds due to the lower bound on .
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With this estimate the lower bound for N(7, m) modifies to

mg 70 my "
<qm0 —q 2 (1.5+2g+2n) ) <qm1 —q 2 (1.5+2g+271) )
N(n,m) >

mop mq
To! 7"1!
_ : In(1.5+4g+4
Similar to the above estimate, we know nz; > “(rn—qgjL") and thus

2 logq 344g+4n

05g7 >05¢ = — =15+2g+2n.

Inserting this into the last estimate simplifies the lower bound for smoothness to

m 70 my 71
<g—) (;}—) mototmiry m
N(n,m) > 0 i/ 1 > 1
T ! 71! 2041 Pl - mitry! T 4 (mor)” (myry)™

because 27~ 1r;! <77 forall r; € N.
Finally, we can estimate 7;m; < 1 and o + r; = [#] to get N(n,m) > 4,(71_;}-

]

Remark 2.4.3. For later use, we also require the special case m = 1. We see that for this special

case, the requirement of Theorem 2.4.2 regarding m can be reduced to

In(3 + 4g + 4n)

l=m2>2
Ing

This reduced requirement is sufficient because for m = 1 we also have my = m = 1 and this

lower bound for myq is sufficient throughout the proof.

Remark 2.4.4. Similar to the previous remark, we can rephrase the conditions of the theorem

to

21n(3 + 4g + 4n)

mo >
Ing

We will later see that under certain conditions, we gain lower bounds for m and u. This will
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allow us to improve the lower bound mo > % that we used in the theorem.

Theorem 2.4.2 does not always guarantee a subexponential complexity in terms of ¢"
for the relation search. In order to achieve this, we refine the result by allowing more
flexibility in the number of prime factors used, as well as their degrees.

The following theorem and its proof are adapted from Theorem 5 of [19], with modifi-
cations designed to extend its validity to non-hyperelliptic curves. Additionally, we adjust
the approach to permit factor base elements of lower degree than in the original formula-
tion. This latter adjustment is necessary to align our results with those of Theorem 2.3.4

for curves of low degree.

Theorem 2.4.5. Let F be a dense factor base of size g divisors and let w = L > Inn for

some integer ) > n. Further, let 3 < ¢ < 1 — L be a parameter such that m and c satisfy
lem| > max {4logq (3+4g+4n), 1} :

Then the number N (n, F) of F-smooth divisors of degree 1) is bounded below by

A
NOLF) 2 gt
2%¢Inp + In& + 5 — b

Inu

, where

g(n,u) =

Proof. We will estimate the degree of elements in the factor base. Concretely, we know that
the number of prime divisors of degree less than or equal to |m] is less than ﬁq’” <q”
by Corollary 2.2.3. Since [em] > 1, it implies that m > 2 by the allowed range for c.

Consequently, F contains all convenient prime divisors of degree up to | 7] and N (n, F) >

N(n, [m]).
We will now apply a variant of the approach of Theorem 5 of [19]. We define

Fi:={pe F|degp <|cm]}, and

Fr={pe F||uldegp <n}\ Fu.

The idea of this proof is to construct divisors that have |# — 1| prime factors from 7,
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and pad the resulting divisors with elements of smaller degree, which are Fj-smooth, in
order to reach the desired degree 1. Note that F, contains at least all primes with degree

between [cm] + 1 < |m] and |m], because ¢ < 1 — L and |«][m]| < 7.

Let I be the set of all divisors that are built by using |# — 1] prime factors taken from
JF,. Since F; contains all prime divisors up to degree |cm] and the two sets are disjoint, we

conclude that

N(n,F) > N(n—degD,|om]).

Del

By the condition for 7 and ¢, we have [cm| > 4log (3 + 4g+ 4n) and the sub-factor
base F; satisties the conditions of Theorem 2.4.2. Moreover, we have n — degD > m >
|cm |, because all elements of I are built from at most |# — 1] factors. Therefore, all condi-

tions of Theorem 2.4.2 are satisfied, and we get

n—deg D —degD

N, F) =Y 1

1
nfdchw = an Z 1

| [t?]
Del 4 (n — degD)! o) Der (n — degD)! L]

To simplify the sum, we will first bound the denominator. We have

[ﬂ—deng < [n-(tchJrl)(L%J—l)w < hn u—zw’

(om] (om] oy Al py
because the least degree of elements in I'is (|cm] + 1) (|#] — 1) > [em] (|#] + 1).
By using L = u, we can rephrase the lower bound to

e - 5

cm| lem | cm| cm |em |

- foer 1= Tt |

By inserting [#] > u — 1,cm < [em] + 1,and 1 — 1 = 1= we get

e B e D )
- K” Lch) e (“ Lcmjﬂ'
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Thereby, the exponent in the denominator is bounded above by

V_Lci:ﬂ S”((” Lc;J)lT_C+%+uLchJ> §%(21;c+2)_

With the condition # > logn > logn — deg D for all D € I, we change the basis of the

denominator from 7 — deg D to # and achieve:

Inu

N(Uy}— 21 - qudegD > (21 Clmﬂ—s) qungD
u

77 ” Del Del

To complete the proof, we have to find a lower bound for the sum. I holds all combina-

tions of at most |# — 1| — not necessarily distinct — prime divisors from F,. Therefore,

™ |u—1]

1]
1

—degD ~ —degD —k
> 7 ,(Zq ) > o | 2 Ttk ,
Del DeF, k=|cm]

by sorting the divisors by degree.
By applying Corollary 2.2.3, this refines to
1) L] |m) Le=1]

Cagp . 1 1 1
2.4 1] Z;]k_/;qk EPESTAE 2. %

Del k=|cm| k=[cm|+1

There are certain opportunities to bound the latter sum. For our purpose, the rough

estimate
L]

>

k=|cm|+1

| =

[m]
is sufficient. We know ¢ < 1 — %, and therefore > % > le holds. With this lower
k=|cm]|+1

bound, we get

a~l>—\
—
S
| I
|
—
S
—

m
Cm
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Therefore, we estimate the sum to be

Sy (%(1 _C))M IO <1u_ 1y G“ _C))M’

1
Del 2

by applying the Stirling formula. Then we get

1 1 1 1 1
—degD> > _
q — u— u—1 — u— u— ’
S e T T T )
u

Inn

X

since (x +1)x < % for all x > 1. The combination of this result with the calculation of the

smoothness for F; finally gives

T 1
N(T],F) = 212 anys In 12
%( Inu ) (”_1) 1+ ln;c
" "
n
Z ZElnn-?lni+5—l“—’¢ !
”<1+ c lnl’;c u >
u
which completes the proof. O

The value ¢ introduced in Theorem 2.4.5 is a technical parameter included to simplify
the estimation process. While ¢ does not influence the actual smoothness probability of
the group, it significantly affects the tightness of our bound. Consequently, we can select
a value for ¢ close to the optimum to maximize the derived lower bound on the number of

smooth divisors of degree 7.

Corollary 2.4.6. Let F be a dense factor base of size g, and let u = - for some integer 1.
Further, let 3 < nand let m + 1 > Inn satisfy

Inn
Lm?‘i‘ 1mJ > max {4logq (3+4g+4n),1}.
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Then the number N (n, F) of F-smooth divisors of degree 1) is bounded below by

n

q
N(T],f) Z W’ where
(n. 4) 85+ Inlnny 1
n) = ———— — —.
g\ Inu u
Inn

Proof. By the bounds for 7, we get Inn > 1 and so > 1. Additionally, we have

Inn+1

m + 1 > Inn, and therefore 1111?711 <1- %

Then the corollary is a direct consequence of Theorem 2.4.5 with ¢ = lnlrrl;L' For this
choice of ¢, we have =<Inn = land In = = In (2(1 +In7)) < 1.5+ Inln7y forall y > 3.

Inserting these bounds gives the desired result. O

To get a more condensed result, such as in Theorem 2.3.4 for small degrees, we will
balance the factor base size with the smoothness probability. This gives a proper estimate

for m.

Theorem 2.4.7. Let C be an algebraic curve of genus g represented by the function field
F,(x,y) of degree n over F (x). Assume there is a way to generate divisors with known
non-trivial decomposition of degree n < 2g + 2n. Moreover, assume that we can generate
such divisors with pre-defined factors including the generator of the Jacobian.

Furthermore, let C be the maximum of the individual cost functions for this divisor gen-

eration, trial factoring, and the logarithmic terms of the linear algebra phase.

Let 0 := L and assume \/g\/m > 1and
0
max{O.S \‘\/;\/lnlnq”J ,1} > 2log, (3 +4g+4n).

Then there is an algorithm for solving any instance of the discrete logarithm problem over

C in expected time

CLy B,\/ﬂo(l)} .

Proof. We will use Algorithm 1.1.13 for solving the discrete logarithm problem. First, we

will pick a dense factor base F of size g” = L» [%, \/%} . For this choice m satisfies
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1 1] Vningylnlng \/?
= log, Ly {E \/_] Ing E\/lnlnq”.

Let # := ;L. Then we can also express # in terms of g and #:

QZA:\/’ _Vlng e VIng
m  /0/Inlngn \/lnlnq77 VInlngn

To prove the desired time complexity while using Algorithm 1.1.13, we will prove that

u =

the smoothness probability is high enough for the selected factor base size. We will distin-

guish two cases.

~ In 34+4g-+4 L
First, we assume m < 8%3;". Then the approximation

Dl = g1 gl < O (HEEERE) (o))

holds. The final asymptotic expression is valid for # — oo. Note that the numerator of
the fraction will also increase for increasing # due to # < n < 2g + 2n. Due to the double
logarithm the assertion remains valid even when considering this dependency between the

variables.

Since # — 00 & ¢ — o0, we conclude that the asymptotic term is o(1) for increasing
search space sizes in general.

We assumed max {0.5 {\/g\/mJ : 1} > 2log,3 + 4g + 4n. Therefore, we have
either satisfied the conditions of Theorem 2.4.2 - because [m] > 4log, 3 +4g+4n - or the

conditions of Remark 2.4.3.

Therefore, we get

q"
N(U»]:) > m

In 3+4g+4n

In the opposite case, where m > 8 , all requirements of Corollary 2.4.6 are

satisfied, and we obtain N(n, F) > m as well. Again, replacing the function g by o(1)
is valid because m increases with the square root of 77 and therefore the double logarithm
of 1 increases slower than the logarithm of #. Again, the o(1) term is valid for g7 — oo

as long as ¢ remains small enough compared to 7 to ensure the other assumptions of the
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theorem still hold.

We see that N(n, F) > W,(+UO(I>> holds for both cases. By the representation of # we can

g
\/_\/ Inlngn < V2

and following In# < % Inlng"” + In V2.

estimate

In gm

The combination of the estimate with the previous representation for # gives

Inw =ulnu < (llnlnqn—i-ln\/f) ﬁﬂ
VInlngn

0.35
<—\/lani,/1nlnq (1+lnlnq’7>
E—\/lnc]”\/lnlnq77 (1+0(1)), forg" — oo.

By Definition A.1.1, we see that the probability for a randomly picked divisor of degree

7 to be F-smooth is bounded below by L~ [%, —ﬁ + 0(1)} .

1 \/_|_

55 (1)} random divisors for each smooth

Therefore, we expect to generate L [
divisor. Since we require L [%, \%} smooth divisors, we can estimate the overall runtime

to be

11 2
CL;n [5, — + % +0(1)

N

=CLp B, V2 + 0(1)} :
]

One interesting aspect of the proof of Theorem 2.4.7 is that the optimal value of # de-
pends on the quantity ¢” only. Therefore, we can conclude that once ¢” is large enough,

we can relax the requirements according to Remark 2.4.4.

Lemma 2.4.8. Given the setting of Theorem 2.4.7, and let g > 2"*. Assume that

0> M+—\/_logq(3+4g+4n)

< 0.85+2log, (3 +4g+4n).
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Then the search for general relations in Algorithm 1.1.13 can be completed in expected
time

CLy B V2+ 0(1)] .

Proof. For g" > 2", we get that # > 6 by the formula found in the proof of Theorem
2.4.7. Similarly, we calculate \/Inlng8 > 2.

Then we can compute

mozLM;ljrnZ(%_l—l)mz(§—l)m

in Theorem 2.4.2.

Following Remark 2.4.4, we therefore can relax the conditions of Theorem 2.4.2 to

5 1
(E—E> m > 2log, (3 +4g+4n).

We achieve the refined condition on 6 by inserting the estimate for /In ln ¢8.
With this relaxed version of Theorem 2.4.2, we can reproduce the proof of Theorem
2.4.7. In this context, the conditional and its second case are not affected by the changed

assumptions. O

We will give a version of Theorem 2.4.7 for hyperelliptic curves and divisor generation
by creating and decomposing randomized divisors. In this case, the reduced divisors are of

degreen = gand n = 2.

Corollary 2.4.9. Let C be a hyperelliptic curve of genus g with exact field of constants F,.

Define 0 = 5= and assume

Ing
max {O.S\/éy/lnlnqg, 1} > 2log, (11 + 4g) , and
\/g\/lnlnqg> 1.

Then there is a choice of factor base such that Algorithm 1.2.50 solves any instance of the
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discrete logarithm problem over C with expected time complexity

Ly B, V2 + 0(1)] :

2.5. Discussion of Results

The two independent estimates for divisor smoothness offer a distinct advantage over ex-
isting results, particularly as they asymptotically coincide when \/g VInlng?m — 1. By
narrowing the analysis of the factor base size to a tight interval around the presumed opti-
mum, we achieve sharper estimates for small 17 and extend the range of validity for larger
values compared to [19]. Furthermore, since our arguments rely on general combinatorial
formulas for counting convenient prime divisors, these estimates remain valid for a broad
class of curves. We synthesize these partial results into the following theorem, which pro-

vides robust and generalized smoothness bounds.

Theorem 2.5.1. Let C be an algebraic curve of genus g represented by the function field
F,(x,y) of degree n over Fy(x). Fix a degree n such that we can create random divisors of

degree ) and let 0 := 1 as above.

max{O.S \‘\/g\/lnlnq’?J ,1} > 2logq (3+4g+4n).

Then, for each dense factor base F of size Ly 3, 2] the probability for a randomly picked
divisor of degree 1) to be F-smooth is bounded below by L, [1, —2 — o(1)], where

Assume

V2 0 /e 1 1
W \/; lnlnq”< 1
V2 \/gx/lnlanZL

The theorem does not require a dedicated proof, as it follows directly from the combi-
nation of Theorems 2.3.4 and 2.4.7. Note that the technical assumption of the theorem is
satisfied whenever 7 or ¢ is sufficiently large. For example, if we fix a curve model such that

the genus g, degree 7, and 7 remain constant, then for variable field sizes ¢, the condition
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is met whenever 1 > 2log, (3 + 4g + 4n). Conversely, if g is fixed, the condition implies
a lower bound on 7 for the theorem to hold. In general, these technical assumptions are
satistied provided the DLP instance meets a minimum size requirement.

The figure below compares this theorem with results from the literature, specifically
those of [16] (light gray line) and [19] (black dashed line), for hyperelliptic curves. In this
specific example, we assume 1 = g, as most existing implementations use a random sequence
of divisors reduced by Cantor’s algorithm [8] to effective divisors of degree g prior to trial
division. Furthermore, to incorporate the results of [16], we assume ¢¢ =~ 2%, since the

formulas in the original work are parametrized solely by 6 and do not depend on the size

of the Jacobian.
10+
Complexity: Lg [3,8 + o(1)]
8 |
6 i
4 1
2 1
01 \/g VInlnge

1 2 3 4 5 6
Figure 2.1.: Comparison of Theorem 2.5.1 with literature results.

We emphasize that, while we have not introduced an algorithm to generate smoother
elements, we have successfully sharpened the theoretical estimates to close the gap between
previous approximations. This improvement was achieved in both cases — for relatively
high and low values of 7 — by focusing on factor bases near the presumed optimum and
incorporating the double-logarithmic term in our analysis more thoroughly than was pre-
viously done. For hyperelliptic curves and rather low values of 7, this refinement allows
us to state that the complexity reaches L4 [%, V2 + 0(1)} for \/g VInlngn — 1.

Additionally, we have reduced the genus requirements compared to Theorems 3 and 5

of [19]. In the original work, a factor base degree m satisfying m > 2+ 8log (2g+ 6/2) is
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required. For curves with an 80-bit Jacobian, this implies

0 In2g+6++2
\/;\/lnlnqg—m>2—|—8 oL

This formula yields 7 > 4 for every curve of genus g > 5. Therefore, we marked this as

the lower bound of the validity domain in Figure 2.1. In contrast, our estimates for higher

values of 7 only require m = , /5~ Inlng¢ > 1.

We believe that these sharper results are also useful in contexts other than hyperellip-

tic curves to obtain sharper bounds or relaxed requirements. For example, in [18], Enge,
Gaudry, and Thomé introduced a family of non-hyperelliptic C, 4 curves with n ~ g.
They provided an algorithm to generate divisors of degree around g¢ and used a smooth-
ness estimate by Hess [27] requiring m > 3 log (4 + 14g).

The result of Theorem 2.5.1 applies to the setting in [18] and serves as an alternative
smoothness estimate. In doing so, we can relax the requirement to 7 > 3log, 3 + 4g + 4n,
where g5 < n < g2, by following the arguments in Lemma 2.4.8 and Remark 2.4.4 for the
original curves.

Given the structure of Theorem 2.5.1, we claim that there is also a family of low-genus

. 1 . . . .
curves with 7 ~ g5, such that the discrete logarithm problem on this family of curves has

an estimated complexity of L [1, 3] with 8 increasing for lower genera.

In the following chapter, we introduce algorithms for solving discrete logarithms that
allow an explicit computation of the degree of divisors to be trial-divided. We will demon-
strate that, using this new analysis, there exists a finite class of C, ; curves on which the
discrete logarithm problem can be solved within an expected time of less than L [1, O(1)].
In general, this technique, which is based on the findings of [62], offers a guaranteed upper

bound for n for all C, 4 curves.



Explicit Methods for Computing Discrete

Logarithms over C, ; Curves

In this chapter, we provide a comprehensive complexity analysis of the Discrete Logarithm
Problem (DLP) on C,, curves by detailing the sub-algorithms required for Algorithms
1.1.13 and 1.1.15. Specifically, we introduce novel methods for constructing divisors of
a prescribed degree n with a known non-trivial decomposition over the factor base, as
well as techniques for decomposing them a second time. The combination of these two
distinct decompositions is sufficient for the index calculus algorithms mentioned above.
Our approach leverages the divisor representation defined in Section 1.2.5 and builds upon
the preliminary sieving scheme outlined in Algorithm 1.2.54.

The chapter is structured as follows:

First, we briefly review the literature on comparable sieving methods and other relevant
sub-algorithms, focusing primarily on the theorems and concepts essential for our subse-
quent analysis.

We next address the core components of Algorithm 1.1.15 — specifically, the sieve initial-

ization and the sieve stepping- whose performance is heavily dependent on the factor base.

81
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These steps are critical due to a dual dependency: the structure of the factor base elements
determines the arithmetic complexity of each operation, while the factor base size governs
both the smoothness probability and the required execution frequency.

As demonstrated in the previous chapter, the relationship between the factor base size
and the problem size becomes most challenging when the curve degree is small relative to
the finite field size. To address this, Section 3.3 introduces and analyzes a new large-prime
scheme tailored to this scenario.

Finally, we analyze the auxiliary sub-algorithms required for Algorithm 1.1.15, such as
the factor base construction and the computation of the two special relations. Although
these routines are typically executed only once, their asymptotic complexity requires in-
vestigation, particularly in cases where generating general relations over a small factor base

is significantly cheaper than forcing specific factors into the two special relations.

3.1. Existing Approaches for Solving Discrete Logarithms in Jacobians

Before presenting our general framework, we summarize the state of the art for specific sub-
classes of C, ; curves. The vast majority of prior complexity analyses have been limited to
hyperelliptic curves, and thus they form the bulk of this review. Nevertheless, we also
highlight the existing works that extend beyond this case, focusing on the specific results

that inspired the generalizations proposed in the following sections.

3.1.1. The Sieve of Velichka, Jacobson, and Stein

In their paper, Velichka, Jacobson, and Stein [62] construct a sieving algorithm for solving
the discrete logarithm problem on imaginary model hyperelliptic curves of large genus in
even characteristic. The general construction of the sieve follows our description provided
in Algorithm 1.2.54.

The authors carry out the norm computation of Algorithm 1.2.54 explicitly by using

the fact that function fields associated with hyperelliptic curves are of degree » = 2 over

F,(x).
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Theorem 3.1.1 (Section 4.1 of [62]). Let q be a power of 2. Let the hyperelliptic curve
be described by the equation y* + hxy + fx) with b.f € F,|X] of degree 2g + 1 and let
I=(a,y — b) be an ideal as given in Algorithm 1.2.54.
Then I has rank 2 as an F,[x|-module and for transcendental S, T the sieve polynomial as
defined in Theorem 1.2.53 has the form
funy 8.7 = NBTEZND _ 62y oy ”‘Th_fﬂ € F,[x. S, 7).

a

We note that for hyperelliptic function fields, the computation of the norm in the for-
mula can be done quickly by multiplying the element by its conjugate. By using this explicit
formula, the authors compute the degree of divisors associated with the sieve polynomial
explicitly. In their analysis, they restrict themselves to evaluating 7 to 1 and also give an

optimal choice for the degree of 4 for this setup.

Theorem 3.1.2 (Section 4.2 of [62]). Given the setting of Theorem 3.1.1 and let s € x|
of degree bounded by M. Then if dega = g — M the sieve polynomial evaluated at (s, 1)

satisfies

degfiop (s,1) <g+1+M,

which is the optimum possible for the selected size of M.

We intentionally omit the proofs for these theorems, as they inspire a similar construc-
tion that will be examined in a broader context later in this chapter. Using the construction
described in the theorems, the authors follow the approach in Algorithm 1.1.13, combined
with 1.2.54, to solve the discrete logarithm problem on hyperelliptic curves of sufficiently
large genus.

In their specific setup for the sieving process, the authors of [62] compute 4 by multiply-
ing distinct low-degree factor base elements until reaching the target degree of g— M. Next,
they compute the corresponding b using the Chinese remainder theorem. For initializing
the sieve — i.e., calculating the roots of the sieve polynomial modulo the remaining factor

base elements as outlined in 1.2.55 — they apply a generalized version of the Shanks-Tonelli
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algorithm [53]. This algorithm has a quadratic runtime relative to the representation of the
factor base elements. Additionally, they employ a quadratic runtime algorithm for step-
ping through the sieve array using standard polynomial arithmetic.

The authors do not conduct an explicit complexity analysis of the logarithmic terms
in their work. Instead, they offer a runtime comparison between their approach and an
implementation of Algorithm 1.2.50, as presented in [32]. The comparison suggests that the
computational costs for initialization and sieving are lower than those for trial dividing the
same number of randomized divisors created by the group law on a high-genus hyperelliptic
curve.

A key factor in their performance gain is the use of a concept referred to as self-initialization,

which minimizes the time required to initialize the sieving process.

Theorem 3.1.3 (End of section 4.1 in [62)). Let a hyperelliptic curve be defined by y* +
hxy + flx) = 0 over F, with even q and let q, .. .q, € Fyx]| be prime polynomials that
split in F[x, y].

Then there are 27" ideals I, = (a,y — b;) and thus sieve polynomials that may yield
different relations sharing the same a := f[ g

=1

Now fix 1 < k < rand let t, t), be the two solutions of y* + hxy + f{x) = 0 (mod gp).

Then define
a AN
B, = <—> (—) t, (mod qp) (mod 4;), and
Gk Gk

B = (%) <(%)_1t (mod qk)> (mod a).

Nowletp € F'\ {qi | 1 < i < r} and assume s is a root of any F,4,)(S,1) (mod p).
Then

0~

s+a ' (B+B') (modp)

is the root of one f(, 1,), j # i. More precisely, I; corresponds to the ideal that is equal to I; up

to the root for the k-th prime polynomial in the decomposition of a.

We will later derive a similar construction that is not limited to hyperelliptic curves or
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fields of characteristic 2. The theorem allows us to compute the roots of all 27! sieve
polynomials for all factor base elements at the cost of computing one root and all the
a~ ' (By + By'), which are at most r elements for each factor base element. On average, this
gives a low initialization cost, which was one of the key components of the sieve of [62]

for outperforming prior algorithms.

3.1.2. The Sieve of Sarkar and Singh

One variant of the work of Velichka, Jacobson, and Stein [62] is due to Sarkar and Singh
[51]. The variant uses a similar construction of sieve polynomials for hyperelliptic curves
of low genus in odd characteristic. The different setting requires the explicit formulas to
be changed, because the generic equation for the norm on such hyperelliptic curves differs.
Additionally, the factor base consists exclusively of divisors of degree one, as in the scenario
covered in Section 2.3.

For the relation search, the main difference is that they do not sieve for relations di-
rectly. Instead, they search the list of sieve polynomial roots mod factor base elements for
duplicates. It turns out that this is equivalent to sieving with M = 0. To reduce the cost
for computing the sieve polynomial roots, they use a pre-computed table of square roots
in F,. The pre-computation causes additional costs for the computations themselves and
additional memory consumption, but the number of sieve polynomials that profit from
these computations is high enough to compensate for the extra costs. Finally, they use a
double-large-prime variant as proposed by Gaudry [25]. We will discuss this variant later
in Section 3.1.4. The search for double-large-prime relations causes their tolerance value T

as described in Algorithm 1.2.54 to be g — 1.

3.1.3. L, [3, O(1)] Discrete Logarithms of Gaudry, Enge, and Thomé

Gaudry, Enge, and Thomé [18] were the first to present examples of discrete logarithm
problems in Jacobians of C, 4 curves, which are of subexponential time complexity of
Lg [3,0(1)].

The authors prove that for C, 4 curves with specific limits on 7 and d, it is possible to
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find divisors on the curve which have a norm significantly lower than g. More precisely,

they state the following theorem.

Theorem 3.1.4 (Section 2.1 of [18]). Let F be the function field of a C, 4 curve, and let
a € F. Then
deg, Nr,(v)cr (@) < ndeg, a +ddeg a.

For curves where d is close to g5 and thus 7 ~ g3, the resulting norm-degrees can be as low
as g5. As highlighted in Theorem 2.4.7, this leads to an increased smoothness probability,
even with small factor bases, if the degree of the curve is sufficiently large.

The approach of Gaudry, Enge, and Thomé involves generating suitable « values and
trial-factoring them over a factor base until enough general relations have been found.
While this is a straightforward approach for the general relations, the main challenge in
performing Algorithm 1.1.13 lies in producing the two special relations that decompose
the group generator and the target element over the factor base. This task is more complex
than in the hyperelliptic case because the degree difference between the largest factor base
elements and the natural representation of divisors (after applying the group law) is greater.
Consequently, the smoothness probability of decomposing a linear combination of these
special elements over the factor base is significantly lower.

To address this challenge in Algorithm 1.1.13, they use a method known as Special-q

Descent, described in the following algorithm.

Algorithm 3.1.5 (Special-q Descent for Algebraic Curves, section 2.2 of [18]).
Input: A divisor represented by (a, ) with 4, b € F, [x], deg b < dega satistying
dega = gt for0 < 7 < 2 overa C, 4 curve with g <d<g.

Output: A list of divisors of degree at most g3*2 such that the sum of divisors in

the list equals the input divisor in the Jacobian of the curve.

n)f%Jr%

1: Compute b = gl
k

2 fora € aso + ZS,‘ (y - b)ii 50y -3 Sp—1 € Fq[x]udegxa < gz/S_k—i_% do
=1

3:  Factor N (a) € F,[x]. Let L be the set of factors found.
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4 if max{degp | pe L} <gi*? then
5: Reduce & mod p to compute a list L’ of divisors (p, b (mod p)) withp € L.

6: Return the list L’ and terminate.
7. endif
8: end for

We can obtain a full factorization of a given divisor by applying the algorithm iteratively
on the elements of the found list. The authors show that, for the given parameters, the ele-
ments within the search space for factoring the ideal have a norm degree of approximately
g5 7. Furthermore, they provide arguments that the search space is large enough and that
one can expect to find a decomposition in the first qg% trials.

The results presented in [18] assume very large genera, meaning the associated degree
bounds and smoothness estimates hold asymptotically. In this work, we adapt the under-
lying concept of Algorithm 3.1.5 to formulate a variant applicable to a significantly wider

range of curves. Furthermore, we leverage the examples provided in [18] to demonstrate

that a sieving-based approach is indeed suitable for non-hyperelliptic curves.

3.1.4. Large Prime Methods for Low Degree Curves

While we have already laid the foundations for the literature discussed above in Chapter 1,
this has not yet been done for the so-called large-prime methods. Therefore, we will briefly
motivate the approach.

The idea behind the mentioned algorithms is to allow a limited number of factors that
are not part of the factor base when factoring the ideals. These missing factors must then be
resolved at a later stage using another partial relation with the same factor. This approach
increases the weight of the relation matrix, but with the advantage of obtaining a higher
smoothness probability.

The methods described in this section were originally introduced in [60] and [25] for
imaginary hyperelliptic curves with a fixed, low genus. As concluded by Diem in[14], these
algorithms are also applicable to curves in a generality even exceeding that of C, 4 curves by
combining the algorithms with those of Hef3 [27]. However, this generality comes at the

expense of the provable complexity class of these algorithms. In our later analysis, we will
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prove that the sieving approach of Velichka, Jacobson, and Stein [62] can be combined with
the large-prime methods for C, 4 curves and that the combination improves the provable

complexity for non-hyperelliptic C, ; curves.

Definition 3.1.6. In the context of Algorithm 1.1.13, we refer to a relation with a

complete factor base decomposition as a full relation. In contrast to these relations, we

will allow relations with factors outside of the factor base for the rest of this section.
We will refer to relations as single-large-prime or double-large-prime if they incorpo-

rate one or two elements outside of the factor base, respectively.

Allowing prime factors outside of the factor base significantly increases the smoothness

probability, particularly for curves of low degree.

Lemma 3.1.7. Consider the setup of Theorem 2.3.1. Further, assume that a large-prime
relation consists of primes of degree one only. Then the probability of gaining a F-smooth

relation incorporating k < 1 large-prime factors equals

1
= (1=n(n—k)
Rl — k)1 "

I

with k = £,
Proof. The proof is purely combinatorial. There are ﬁq("_k)" divisors of degree (n — k)
that are F-smooth. Furthermore, there are about (g — #F)* divisors of degree & that
decompose to degree one prime divisors but none of the k& prime divisors are in F. This
assertion is valid due to the estimate that there are about ¢ prime divisors of degree one
over the function field of interest.

The statement now follows from multiplying both estimates and dividing by the total

number of divisors of degree 7, which is approximately 4". O

In scenarios where the lemma approximates the ideal factor base size, #F is often negligi-
ble compared to ¢, implying x ~ 1. For low-degree curves, this results in a probability of
generating large-prime relations that is higher by a factor of 7g' ™"k compared to full rela-

tions. Because this factor is exponential in ¢, the rate of discovering large-prime relations



3.1. Existing Approaches for Solving Discrete Logarithms in Jacobians 89

significantly outpaces that of discovering ordinary relations, making these methods highly

effective for low-degree curves.

Large-prime relations cannot be used to solve DLPs directly. Instead, they need to be

resolved to full relations beforehand. The following single-large-prime algorithm was for-

malized by Theériault [60] and can be read as a direct extension using single-large-prime

relations in Algorithm 1.2.50.

Algorithm 3.1.8 (Thériault [60] ).

Input: Two divisors @ and 7y on an algebraic curve such that « is an element of the

cyclic subgroup generated by ~y. Furthermore, a factor base F such that 7

contains only a subset of the prime divisors of degree one.

Output: The discrete logarithm log « in the Jacobian of the curve.

Initialize empty arrays R for relations and L for partial relations.
Initialize a random walk starting with D = Z'a + zg for some z,7' € Z.
while #R < #F do
Compute D <— D + sa + sz with s,s' € N chosen pseudo-randomly.
5. Reduce D to be of degree less than g.
Trial-factor D over F.
if D decomposes to a single-large-prime relation then
Search L for the large-prime factor included in the relation
if L contains the large-prime factor then
10: Create a full relation by inserting the decomposition of the large-prime
factor by D into the list element.
Store the newly created full relation in R.
else
Store the found large-prime relation in L.
end if
15:  else if D decomposes to a full relation then

Store the found full relation in R.
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end if
end while

Solve a linear system as described in Algorithm 1.1.12.

The algorithm executes the relation search more efficiently than a naive search for full
relations over F. Therefore, the algorithm allows us to balance the ratio r to a lower value
than in the full relation search approach, because the relation search time decreases with

the factor base size, while the linear algebra complexity increases with it.

Theorem 3.1.9 (Theorem 3 of [60]). Let C be a hyperelliptic curve of genus g over I,
satisfying g! < 1. Then Algorithm 3.1.8 with C as an input curve has an expected runtime
of

O (g (Ing)q ),

) . ) _ g—1+log ((g—l)!)
bit operations when r is of optimal value ———2—~—~

We will provide only a sketch of the proof because we will provide a full proof of a

similar result later in Section 3.3.2.

Sketch of proof. The low impact of g on the logarithmic components of the complexity
bound is due to the different sensitivity of the algorithm phases to the factor base size.
While the relation collection phase becomes faster for growing F with the (g— 1)-th power,
the linear algebra phase increases the runtime only quadratically by Theorem A.4.14. By

Proposition 1 of [60], the relation search phase has an expected runtime of

O <g2 -(Ing)?- (g — 1)! .q(gfl)(lfrH%)
where the initial g (In g) describes the cost for divisor arithmetic in the random walk and
the trial factorization for every tested divisor. The proof provided by [60] already includes
an estimate of the required number of single-large-prime relations to be found to combine
sufficiently many full relations.
Each row in the resulting linear system has an average weight O (g). Furthermore, all

operations of the Wiedemann algorithm (see Algorithm A.4.11) are in a ring with g (log, q)
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bits in its representation. Therefore, the expected runtime for the linear algebra phase is
given by
O(g - (Ing)*-q*).

Balancing these two runtimes by adjusting » gives an optimal value of

_1 (e=1)!
r:g z—i—logq( . >§g
8

g+1

Inserting this estimate into the formula for the linear algebra phase runtime directly gives
the desired result. Note that the balancing will only give a value of » < 1if (g — 1)! < g.

This condition is mandatory for the analysis of the algorithm. O

The single-large-prime variant of Thériault was the first algorithm that allowed a faster
computation of discrete logarithms on hyperelliptic curves of genus 3 than any generic
algorithm. In a later work, Diem, Gaudry, Theériault, and Thomé [25] presented two algo-
rithms that allow the use of double-large-prime relations for further improvements of the
complexity of the relation search.

We present the second of these two algorithms, which allows a rigorous analysis.

Algorithm 3.1.10 ( Section 3.2 of [25]).
Input: A factor base F such that F contains only a subset of the prime divisors of
degree one.

Output: A list R containing #F relations over F

1: Initialize a list L = () for large-prime factors and set R = .

2: Create random divisors and trial-factor them until we find one divisor Dy that is
single-large-prime over F.

3: Let po denote the large-prime factor of Dy. Then add the pair (po, Do) to L.

4 while #R < £F do

5. Create a random divisor D and trial-factor it over F.

6:  if D is a double-large-prime relation over F then

7: Check whether one of the large-prime factors of D is an index in L. If not,
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continue with the next D.
8: if Both large-prime factors of D are indexes in L then
9 Resolve both large-prime factors of D by replacing them with the
relations stored in the corresponding second component in L. Repeat this

process until the tree is traversed backward to the root (po, Dy).

10: Store the obtained full relation in R.

11: else

12: Let p be the large-prime factor of D that is not an index in L. Then add the
pair (p,D) to L.

13: end if

14:  endif

15: end while

The algorithm has the advantage that one only needs to find a single-large-prime relation,
which is less time-consuming than the full search in Algorithm 3.1.8. Once found, the
algorithm considers double-large-primes that contain at least one large-prime factor that
can be decomposed over the factor base. This creates a tree-structured graph of quasi-single-
large-prime relations gained from restricted double-large-prime relations. Full relations are

generated whenever leaves in the tree connect.

Theorem 3.1.11 ( Equations (4) and (5) of [25]). Given a hyperelliptic curve of genus g
over IF,, let #F be a factor base of size g for some O < r < 1. Assume that #F is negligible
with regard to q. Finally, let C be the combined cost of creating randomized divisors of
degree g and trial-factoring them over F. Then Algorithm 3.1.10 has an expected runtime
of

C-(g— 2)!ql+(1fr)(g72) Ing

binary operations.

Furthermore, the depth of the tree-structured graph is approximately 1 + In q.

We see that compared to the single-large-prime algorithm, we add an extra complexity

factor of In g to both the linear algebra phase and the relation search phase. This is due to
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the extra effort required to create the graph for the relation search and the increased density
of the matrix columns when solving the linear system.

This additional algorithmic effort is compensated for by a smaller exponent of g com-
pared to the single-large-prime algorithm, since 1 + (g —2)(1 —7) < 2 + (g — 1)(1 — )
for any » < 1. Thus, the relation collection phase becomes more efficient. As shown in
[25], this efficiency permits balancing towards a smaller 7, yielding a smaller factor base and

improved overall complexity versus the single-large-prime variant, despite the extra effort

to create the large-prime graph.

Theorem 3.1.12 ( Theorem 21.22 of [11]). Consider the definitions and assumptions of
Theorem 3.1.11. Further, assume that a multiplication algorithm of complexity O ((Ing)?)
is used in ¥ ;. Then the complexity of solving any instance of the discrete logarithm problem

over the hyperelliptic curve is bounded by
0 (g (Ing)’q )

bit operations by using Algorithm 3.1.10 as a general relation search routine for Algorithm

1.1.13.

We omit the proofs of Theorems 3.1.11 and 3.1.10 to focus on the new large-prime
variant we presented in Section 3.3. Section 3.3.2 provides a detailed analysis of this new
algorithm, employing the same proof techniques required for the omitted proofs.

As mentioned previously, Diem [14] generalized this strategy for non-hyperelliptic curves.
Note that Diem used O notation to describe the complexity, thereby omitting the explicit

calculation of logarithmic factors.

Theorem 3.1.13 (Theorem I of [14]). Let some natural number g > 2 be fixed. Then the
discrete logarithm problem in the degree O class groups of curves of genus g over finite fields

can be solved in an expected time of

O(q71),
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where ¥, is the ground field of the curve.

We will prove that, given the methods of the remainder of the chapter, we can improve

on this complexity in the case of non-hyperelliptic C, ; curves.

3.2. Sieving for General Relations over a Factor Base

3.2.1. Construction of Sieve Polynomials

The strategy we choose for creating sieve polynomials is similar to that of Velichka, Jacob-
son, and Stein [62] that we described in Theorem 3.1.1. The idea is to create ideals from
given divisors that allow a direct computation of their norms and give rise to sieve polyno-
mials with strict bounds on the degree, in order to keep the smoothness probability high
and predictable.

As described in Section 1.2.2, we have to compute the relative norm of ideals in [F,[x, y]
over IF,[x] for generating our sieving polynomials. Because the ideals we decompose over
the factor base are principal elements extending ideals with a known decomposition, their
ideal norm equals the field norm of the ideal generators. Therefore, throughout this section,
we restrict ourselves to denoting the field norm by N to use it interchangeably with the
ideal norm.

For hyperelliptic curves, the relative degree of the field extension is two. Therefore, we
can compute the norm of a function field element by multiplying it with its conjugate.
However, for curves of higher degree, we require a different approach, using the resultant

of two polynomials to perform the norm computation.

Definition 3.2.1. Let R be an integral domain and let s,z € R]y] be given by the equa-

tions

m n
s = Zsiy’ and t = Ztiyl.
i=0 i=0
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Then the resultant of fand g is defined by

Sm .- 80

S to
Resy(s, t) := "
Iy Io

t, ... b

The square matrix with 7 + » rows and columns belonging to the resultant is called
the Sylvester matrix of s and .

The resultant can be used to compute the norm for arbitrary degree function field exten-

sions.

Theorem 3.2.2 (Myerson [45]). Let f € F,[x,y] be a monic polynomial in terms of y that
defines a smooth algebraic curve f(x,y) = O. Further, let o € Fy[x, .
Then the norm of o € F, (x,y) over F,(x) equals Res,(c, f).

This gives an algorithm that allows generating sieve polynomials for arbitrary C, 4 curves.

Algorithm 3.2.3.

Input: A C,, curve over F, with a factor base F of convenient divisors.
Furthermore, an F-smooth divisor D represented by (4, b) with
a,b, € F lx] and deg b < dega.

Output: A polynomialf(mb) € Fq[x] [S] representing w.

1: Compute the trivariate polynomial o = aS + (y — b) with §, y transcendental
elements and 4, b € F,[x].
2: Let fbe the function field defining polynomial, i.e., f(x,y) = 0. Then return the

quotient Res, (e, f) /a.

For efficient sieving and a high smoothness probability, it is crucial to bound the degree

of the sieve polynomials when inserting s € [F,[x] of known degree. In Section 4.2 of [62],
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Velichka, Jacobson, and Stein made an analysis of the degree of the resulting insertion that
we cited in Theorem 3.1.2. Similarly, we will estimate the degree of principal divisors

arising from our sieve array construction.

Theorem 3.2.4. Consider a C, ; curve in the variables x and vy defined by the irreducible
equation f(x,y) = 0 and with exact field of constants I,
Let a € F,[x] be a polynomial that splits completely in F,|[x, y] and whose prime factors

are distinct in F[x]. Further, let b € F,[x], deg b < dega such that f(x,b) =0 (mod b).
deg, f
Assume that f satisfies f = Z fiy' with f; € F[x] and foeg = 1.

Nowlet o = as+ (y — 17) 1 with 0 # s € Fy[x]. This is an element of the previously

discussed ideal. Then the degree of the norm of « satisfies

deg N (a) < max {deg fi+i-deg (a-s)}.

0<i<deg, f

Proof- First, we sort the coefficients of « with respect to y and get « = y + (as — b).

Therefore, the Sylvester matrix has the form
1 (as—b)
1 (as—Db)
U fagr1 - S

By some straightforward row operations, we transform the matrix to the form

1 0 (as — b)*s/

1 (as—Db)!
U faeg 1 - fo
Then we obtain the desired result by transforming the matrix into upper echelon form.

The determinant finally equals the entry in the bottom-left corner of the upper echelon

form. O
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Remark 3.2.5. The proof of Theorem 3.2.4 also proves that the norm can be computed by using
at most 2deg (f) row operations. Furthermore, we see that it is possible to compute the norm
before evaluating S by only adding and multiplying elements of ¥ [x]. These operations have

quadratic complexity in the size of the polynomaial representation.

Recall from Lemma 1.2.47 that it is possible to divide the sieve polynomial by a regardless
of the choice of s. By the division, we remove the known prime factors from the sieve array
elements that we included for the initialization. With this step done, we can analyze the
degree very precisely for the class of C, ; curves. Because the result is a direct formula that
includes the desired sieve bound M, we can also optimize the degree of a4 to obtain low

degree norm.

Theorem 3.2.6. Consider a C, 4 curve represented by f(x,y) = O with exact field of con-
stants F,. Let M be a sieve bound as described in Algorithm 3.2.3, and let (a,b) € F,|[x]?
satisfying f(x,b) = 0 (mod a).

Then the sieve array as constructed with Algorithms 1.2.54 and 3.2.3 corresponds to divi-
sors of degree at most max {@" +i-M+(1—1) degxa}.

0<i<n

This degree can be bounded above by [*=1d| + M for the optimal choice of deg a.

Proof. Given the notation of Theorem 3.2.4, we recall that the sieve polynomial associ-
ated with (a, b) is the norm of elements divided by the norm of a. As a can be built up
from distinct primes, we can reduce the degree results by dega when comparing the sieve
polynomial output in contrast to the direct norms of the principal divisors sz + (y — b).

Considering the definition of C, 4 curves, we get degf; < @l

. By the structure of
the transformed Sylvester matrix in the proof of Theorem 3.2.4, the first assertion follows

directly.

Note that the only term in the set independent of M corresponds to z = 0. This term has
degree d — deg,_a, because the coefficient f; belongs to x?. We balance this term with the

term that is growing most quickly with M and deg_ 4, i.e., i = 7. Then we get an equation
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for the optimal degree of a:

nM+ (n—1)deg a=d—deg a

= deg a = c_z’ — M.
n

Inserting this theoretically optimal value of deg_a gives

@;QE+M+U—Ug:n_1

w+i-M+(i—l)degxa: d—+ M.

n

Note that by the definition of a C, 4 curve, the ratio ‘;l is strictly greater than 1, and it
is not an integer. Consequently, we adopt the floor of the theoretically optimal value for
the degree of 2. While this truncation slightly reduces the beneficial contribution of the x,
term, it simultaneously limits the negative impact of the remaining terms, thereby ensuring

that the upper bound asserted in the theorem remains valid. O

Remark 3.2.7. The construction of sieve polynomials with optimal degree depends on the con-
dition £ — M > 1. Furthermore, the cardinality of the search space must be sufficient to sustain
the entire relation collection phase. This requirement becomes restrictive if n ~ d. In such
cases, it may be necessary to relax the optimality constraint and initialize with a polynomial
a € F,[x] of higher degree. While this induces a degree growth linear in both n and deg_a, the

complexity with respect to g remains controlled if deg_a is kept minimal.

Remark 3.2.8. The given analysis also covers the scenario for imaginary-model hyperelliptic
curves. For those hyperelliptic curves, we have n = 2, d = 2g+ 1, and thus the degree bound for
the sieve array elements is given by [5(2g+ 1)] + M = g+ 14 M as already cited in Theorem
3.1.2.

3.2.2. An Efficient Sieve Initialization

The process of computing the roots of the sieve polynomials for each factor base element is

referred to as sieve initialization. Efficient initialization of each sieve in a multi-polynomial
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sieve is critical to the overall algorithm’s complexity and runtime. This is particularly
important when factor base elements are close in size to the search range, allowing only a
few sieve steps per computed root. In these cases, sieve initialization significantly impacts
the total complexity, as emphasized by Kleinjung for quadratic sieves [36].

Our improvements for the sieve initialization leverage the fact that we can freely select
fiap) With the only limitation that 2 needs to be F'-smooth in IF,[x] and of the right degree
to create optimal degree evaluations as in Theorem 3.2.6. We will use both the structure
of the sieve polynomials in general and the freedom to select (a,5) pairs to create sieve
polynomials that allow an initialization, i.e., root computation for the factor base elements

with norm not dividing 4, with minimal effort.

Theorem 3.2.9. Let the function field be given by the equation f(x,y) = 0 over a finite
freld ¥, and with f being moniciny. Let P = (p,b") withp, b’ € Fylx] and b’ being a root
of f (mod p) denote a prime divisor of the factor base.

Further, let f, 1y be a sieve polynomial as constructed in Algorithm 3.2.3 such that p { a.

Then a root of f, 1y (mod p) is given by
a'(b—>b") (mod p).

This root can be used for uniquely representing P in the sieving process.

Proof. First of all, we note that reduction of the sieve polynomial modulo p induces a

commutative diagram

Op NTF,x, ] — N F,[x]

lR ed. lR ed

Op/P —X— T, [x]/pF,[x]

We can apply this diagram to any element of the function field. Recall that we defined

Fap) € Fylx][S] for given a, b € F,[x] to be the sieve polynomial given by

y N @S+ (—0b) Res,(aS+(y—b).f)
(a,b) — - ’

a a
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Instead of computing the root for the full fraction, we can do so for N (aS + (y — b)),
because 2 isaunit (mod p). Because both inputs are monic, the resultant vanishes (mod p)
if and only if the two input polynomials share a root (mod p) (see [7, Korollar 9 of Section
4.4]). Let b’ be the previously computed root of / (mod p), and thus y — b’ a linear factor.
Then it also is a root of @ - s + (y — b) (mod p) if and only if s = a~! (b — b’), which

completes the proof. O

Remark 3.2.10. We can extend the theorem to any sieve polynomials constructed by elements
moniciny. These have the structure of as +7§ (y—b)'s;, where n is the rank of the ideal as F ;|x|-
module. Then inserting b’ for y gives a orglline homogeneous linear system for so, . .., S,_1.
Each solution for this system gives a root of the n dimensional sieve polynomial that we can use

as a starting point for sieving.

Remark 3.2.11. Theorem 3.2.9 allows us to sieve for relations without explicitly performing

-1

Algorithm 3.2.3. By precomputing a~' (mod p) for each prime norm p of the factor base el-
ements, we can compute the roots of f, 5y (mod p) efficiently and sieve in I, [x] without the
requirement of an explicit norm computation.

' (mod p) for all factor base elements not dividing a

While the computation of each new a~
can be costly, we can use the following optimization to reduce this effort.
Let py, ..., p; be the distinct prime norms of a subset of divisors taken from the factor base

F. Then, we can precompute

p;' (modp)forallp e {N (p) |pe Fy\{p1,---.pi}-

If we then choose (a, b) such that a factors only into primes from the list py, . .., pj, we can
compute a~" for all other elements of the factor base quickly by multiplying the corresponding

inverses of the selected prime factors.

Theorem 3.2.12 (Complexity of the Sieve Initialization). Let F be a dense factor base

containing prime divisors of maximal degree B. Then, by combining Theorem 3.2.9 with
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the tricks described in Remark 3.2.11, we can compute the roots of a sieve polynomial f, )

forallp € F'" with p { a using at most
(2dega + 3)#F

finite field operations in a subfield of ¥ 5.
This gives a complexity bound of

(2dega + 3)#F B O ((m q)2>
bit operations.

Proof. Assume that the method of Remark 3.2.11 is used. Then the current polynomial a
differs from a previously used 4’ only by one prime factor, while all others will be reused.

Let g be this new prime factor which replaces the prime factor ¢’. Then, for all prime

1 1

=q 'q'(d)"" (mod p). Therefore,

we can compute 2~ in 3 finite field operations in F,[x]/pF,[x], which is of size at most ¢”.

elements p € F' such that p{a and p t a’ we have a~

To compute b (mod p), we can first compute the unreduced b by using the Chinese
remainder theorem and reduce the result (mod p). By treating the residue of x (mod p)
as an element of I, [x]/pF,[x], the reduction has a cost of degh < dega — 1 finite field
operations.

The initialization concludes with the subtraction and multiplication steps from Theorem
3.2.9. These final operations incur a cost of O <32 (In q)z) bit operations, provided that

standard quadratic arithmetic is employed. This completes the proof. O

We see that the most operations for initializing are spent reducing & for each factor base
element. Because we use only split prime polynomials for the factor base, we know that
for each involved root, its conjugates are also forming factor base divisors. This property
can be leveraged to reduce computation costs by creating multiple sieve polynomials £, ;)
sharing the same a. This method is exactly the generalization of Theorem 3.1.3, which was

borrowed from Velichka, Jacobson, and Stein [62].
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Theorem 3.2.13. Consider a function field defined by f € Fy[x,y). Leta = H q: for factor
base elements (q;, t;) with pairwise distinct prime polynomaals q;. Let b be the correspondmg
root such that f(b) = 0 (mod a). We assume that b is constructed from the selected t; using
the Chinese remainder theorem. Further, we assume that for a specific j, there is a second

root t;' of the function field defining polynomial. Define

(aqfl) ((“q]‘l)_ltf (mod q]')) , and
B": (ﬂqﬂ) ((ﬂq]-l)_lt/ (mod qj)) :

Let b' be the root of the function field defining polynomial (mod a) that differs from b only

B]- :

because t was replaced by t' in the build-up process.
Then b’ = b—i— (B] - le).

Proof. The composition of any & from the roots of the function field defining polynomial
is unique (mod ) by the Chinese remainder theorem. Therefore, we only have to prove
that the created 4’ has all the desired properties. Consider ¢; with i # j. Then b = ¢

(mod g;), and since ¢; | aqj-’l, we conclude
b =b+ (B]'—B//) =b+ (O —O) =b=1 (mod q;)

Conversely, we know that aq]fl is invertible (mod ¢;) and get

b'=b+ (B~ B') =14+ ((“%‘1) (<“qf1>l i > - («g) (<“qf'_1>1 tjl))

=4+ (' —4) =4 (modg).

Therefore, the constructed element satisfies all the desired properties. O

The theorem allows us to switch between multiple roots of a prime dividing 4 and thus

to re-initialize the sieve quickly if 2 remains unchanged.
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Theorem 3.2.14. Given the setting of Remark 3.2.11. Assume that we use only factor base
elements for building a sieve polynomial that are completely split, i.e., for each q; there are
n roots of the function field defining polynomial (mod q;) with n = [F,(x,y) : F,(x)].
Further assume that k factor base divisors are required to build a sieve polynomaal.

Then for each set qu, . . ., qp, of pairwise disjoint factor base norms that satisfy the above
condition, there are at least n*~" independent sieve polynomials sharing the same a = ﬁ g

=1
As a result, we can initialize all these sieves by using

HF - (K +nk) - O ((Blnq)2> Y H4F # (k4 1) O(Blng).

bit operations.

Proof. First, we note that we get #2°~! independent sieve polynomials by fixing one of the
roots of g throughout the entire process. This is to avoid the situation where all conju-
gates of the divisor (g1, #1) are present in the relations generated by the sieve polynomials.
Otherwise, we introduce double rows that reduce the matrix rank in the linear algebra step.

Assume that the ¢! (mod p) forallp € F'\ {qi,...,q} are already precomputed, as
described in Remark 3.2.11. Then the k elements (ag; ') - (mod g;) can be computed by
k — 1 modular multiplications and one further modular inversion. Therefore, we compute
all possibilities for (ag; ') ~'¢ (mod g;) using #* + nk finite field operations in an extension
field of I, of degree at most B.

Moreover, we can compute <aqj_1) (mod p) foranyjandany p € F\{qi,...,q¢} inat
most k finite field operations in an extension field of IF, of degree at most B. Consequently
all possible combinations can be built in (#£F — k) k? operations.

To build all B, (mod p) as described in Theorem 3.2.13 for any p € F\ {q1,...,q}, we

require an additional & - 7 operations in the field F,[x]/pF,[x] and the reduction of

<(“‘];1)71 (mod %‘)) (mod p).

Since the latter elements are of degree at most B, this reduction requires at most B— deg p

operations of cost O ((Ing)?) bit operations. For those primes in 7’ of lower degree, the
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cost for the degree B elements serves as an upper bound. In total, by estimating that all other
operations modulo p are of cost BO ((Ing)?), we already cover the costs for the reduction,
and thus can leave it out for the sake of simplicity.

In total, the pre-computation costs aggregate to less than #F (k? + nk) finite field op-
erations in an extension field of I, of degree at most B. By following the arguments of

Theorem 3.2.13 we can initialize each of the 7*~!

sieves by at most & + 1 additions for each
factor base element.

Therefore, the total initialization cost for all 7*~! sieves is bounded by
4T (K +nk) - O <(Blnq)2) Y H4F 7 (k1) O(Blng).

]

The result can be improved further by reducing the factor of 7*~'(k + 1) in the right
sum of the initialization cost term. This is achieved by ordering the 7*~! sieve polynomials
in a way that switching between two polynomials becomes cheaper than recombining all

roots.

Corollary 3.2.15. By using a gray code scheme for the order of sieve polynomials, we can

even achieve a total complexity of
#F (K +nk) - O <(Blnq)2) +#F 2071 O(Blng) + #F - (k+1)- O(Blng)

bit operations.

The idea is to select the next polynomial such that we only replace one of the t; with exactly
one t;. Then by Theorem 3.1.3 we require only two addition operations for each factor base
element to initialize the sieve. The exact details of how the desired order can be established will

be described in appendix A.5.

Besides the mentioned complexity improvements, using self-initialization has further
advantages. It is immediate that we can save the inversion operation for 4 by computing

inverses of the self initialization polynomials beforehand. Since only a small set of these
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polynomials is necessary for setting up all sieve polynomials, this will further reduce the
practical effort for initializing the sieve. Unfortunately, there is no additional gain in the
asymptotic complexity, because the multiplication of the small degree polynomials and the
omitted modular inversion belong to the same asymptotic complexity class.

In the next section we will investigate how stepping through the sieve array can be done
efficiently. Together with the last two results, this will allow a precise statement regarding
the average costs for constructing and decomposing a divisor over the factor base by using

sieving.

3.2.3. Alinear Time Sieve Iteration Algorithm

A central challenge in polynomial sieving is efficiently iterating through the sieve array.
Specifically, computing the index function v for all k-p+b with k € F,[x], deg(k)+deg(p) <
M, and v as defined in Algorithm 1.2.54, is a performance-critical task. As noted in [21]
and [62], the main difficulty arises from the non-linearity of all common choices for v.
Consequently, knowing v(k;-p+b) provides little advantage when calculating v (k; 1 -p+b)
for a given ordering k; of all factors required to populate the sieve array. In this section,
we develop a scheme to compute the target values efficiently, minimizing the necessary
arithmetic operations.

This section is organized into two parts. First, we present an approach for iterating
through the sieve array with nearly constant time per step, specifically how to compute
kii1 - p + b from previous steps independently of the degree of &, 1. The second part
introduces ideas to address the non-linearity issues of v.

For even ¢, both algorithms can be combined into a quasi-linear stepping routine that we
implemented for our experiments. Details on combining these strategies in characteristic
two are discussed later in Section 4.1.1.2.

For the iteration, we use a straightforward ordering of elements in F,[x|, defined as fol-

lows:

Definition 3.2.16. Let w € F, be a generating element of the field extension F, C
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F, =F,(w) and let ¢ = p’ for a prime p € N. Consider themap p: [0,...,g— 1] = F,,

-1 /

—1
dap e Y auw
0

i=0 i=
Then, we can map every » € N into F,[x] using its g-adic representation:

[loggn]—1 [loggn]—1

n= Z aiq Z p(a;)t € F,[1.

=0 1=0

We will denote this map by ®. Furthermore, for the rest of this section, we will define

ki to be the image ®(7) € F,[x] for i € N.

Remark 3.2.17. A natural choice for the function v in Algorithm 1.2.54 is the inverse function
&L Let f € F,[x]. Then we can treat f as a bivariate polynomial with variables w and x over
F,. If we further identify a € ¥, with the smallest positive integer reducing to a then v equals

the evaluation of w to p and x to q.

In the following lemma, we discuss several immediate yet essential properties of the

natural ordering and our construction of v.

Lemma 3.2.18. Leti € Nwithi < ¢l andlet p, b’ € F,[x] with degh’ < degp. Further-
more, let ki = (i) and kij be the jth coefficient of k;. Then
a) viki-p+b") < gtdsr holds.

b) kij =0 forallj <s, wheresis defined as the least positive integer such that kij = k;_;
forallj > s.

¢) 3t < isuchthatk, =k; — kix’ with s defined as in statement b).

Proof.

a) Since v(k;) =1 < ql we conclude that the degree of k; is at most / — 1. Therefore,
deg(k; - p+b') <[+ deg(p) — 1 and due to the g-adic evaluation of the polynomials
vk - p+b') < gt
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b) We know that k;_i; = kj for allj > s, and that s is minimal with this property. We
conclude k;_1; + 1 = kj; due to the construction of the ordering of ;. This gives
ki_1j = q — 1for all j < s so the addition of 1 is overflowing all coefficients up to the
sth and thus gives k;j = O for all j < s.

¢) Due to the construction of s and statement b), k; is the least significant term con-
tributing a value to the evaluation of k;. More precisely, we see that

v (ki) v (ki)

vk, — kix’) = =v(k,), fort:= .
( )quJqs (k)fflqsﬁ

This completes the proof.
[]

Statement a) of Lemma 3.2.18 ensures that the memory addresses of polynomials gener-
ated during the iteration is bounded. In fact, the bound is sharp in terms of powers of g,
i.e., when the set of all pk; + 5’ contains all polynomials of this form up to degree M, the
sieve array has an overall bound of g"*!.

Statement b) is merely a formalization that when counting up, there is a highest coef-
ficient that changes. Letting this index be s, it follows that all coefficients with an index
strictly less than s are equal to 0.

We can also restate the proof of statement b) in a constructive way. By some direct cal-

i

culations we see that ¢ is given by L7 +]¢""!. Note that a,j = a; forall i < < i+ g’ and

] >s. So, by storing k; - p + b at a memory address determined by s, we can compute suc-
ceeding iterations by adding only a shifted scalar multiple of p. This leads to the following

algorithm.

Algorithm 3.2.19.

Input:  Polynomials p, b’ with degb < degp over IF, and a sieve-radius
M > degp — 1. Let p be given as an array P[] of integer representations
of its coefficients

Output: An array R]| containing all polynomials & - p + &' of degree at most M
for k € F,[x].
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Set [ +— gM—desr 1,
Set §[j] = b’ forall 0 <j < M — degp + 1.
Seti=0and K[j] =0 forall 0 <; < M — degp.
R[0] « &'
5: while (i < /) do
1 1+1
s+ 0
while K[s] =g — 1 do
Kfs| + 0
10: s<s+1
end while
K[s| + K[s] + 1
R[] = S[s] + p(K[s]) - p -
while s > 1 do
15: s<s—1
S[s] + R]i]
end while

end while

The concept behind Algorithm 3.2.19 is as follows.

We construct two arrays, K and S, where K tracks the polynomial coefficients of £ when
computing k; - p + b’, and § stores intermediate computed polynomials to optimize later
calculations.

The invariant of our approach is that §[j] always holds the most recent polynomial k-p+5’
where the coefficients at position j and below are zero. We begin with ky = 0. Therefore,
the array S is initialized with the polynomial 4’ in each entry.

In the loop from line 8 to 11, we identify the most significant coefficient s of k; that
changed compared to the previous step k;_;. We know that all coefficients of k; of degree
less than s are zero, and all coefficients with degree higher than s are equal to a kj computed
earlier during the process. Thus, the assignment R[i] < S[s|] + p(K[s]) - p in line 13 correctly

computes the current value of R[z].
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Finally, in lines 14 to 17, we restore the invariant for § by copying the recently computed
polynomial into the entries of § with indices lower than s.

Similar to the construction of R]z], we also can ensure only about degp operations are
required to evaluate the resulting polynomial to a memory address: We know that for
those coefficients of k& - p + b’ with index less than s, only the coefficients of b’ are set.
Therefore, it is sufficient to create a list L of precomputed partial evaluations of 4’ to cover
the low-degree terms of k- p + b'.

On the other hand, we know that the coefficients associated with the degree above s +
degp are identical to those of a previously calculated polynomial &, - p + 5’. The idea
behind the following algorithm is to maintain a list H that contains partial evaluations
using a Horner scheme, thereby working from the most to the least significant coefficients.
When computing v(k; - p + b'), we look up the computation of v(k, - p) that covered the
unchanged, most significant coefficients in order to recompute only the central degp + 1
ones. Note that the creation of this second list does not need to involve any coefficients of
b', because deg b’ < degp — 1, meaning these coefficients are never among the unchanged,

most significant coefficients.

deg(p)—1 )
Algorithm 3.2.20. Let b’ = Y byx'and L € N with L, = 0 and

1=0

k—1
L,:=v (me‘) forO< k<M.
i=0

Furthermore, let k;p + b’ and s be as we described in Lemma 3.2.18 and create a
second list H € N”*2 initialized with zeros.

M 4
Now, for each step 7, let kip + b’ = " a;;'%/, perform the following two actions:
j=0

1. For k ranging from k = s + deg(p) down to s, update H by the Horner Scheme

H,:=Hp -q+v(ayg).
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2. Return the memory address

vikp+b')=H'q +L,.

The algorithm is correct because, by Lemma 3.2.18, we know 4;; = a(;_1), for all j >
s+ degp, so we can reuse the partially top-to-bottom evaluated v (k;,_1p + b') to compute
v (kp + b') by updating only the degp + 1 changed coefficients plus adding the missing
low degree partial computation of v(5’).

Combining the two algorithms and summing their complexity over all potential prime

polynomials and roots involved gives us a tight estimate of the overall sieving complexity.

Theorem 3.2.21. Let C be a C, 4 curve with exact field of constants F,. Let F be a factor

base containing all split divisors of C of degree less than or equal to B. Further, assume the

sieve 1s already initialized with the methods described in Section 3.2.2 and let M > B — 1.
Then, testing q"' divisors in the search space to be F-smooth by the combination of

Algorithm 3.2.19 and Algorithm 3.2.20 takes on average less than
24" (B+2InB+2)

integer operations with integers ranging up to ¢"*' and
g (B+3InB+3)

fanate field operations over F,.

Proof- We sum over the different types of operations and progress from the inside of the
inner loop to the outer loops. Let degp = .

We start with lines 12 and 13 of Algorithm 3.2.19. Updating the s’th coefficient of & takes
only a single addition in IF,. Subsequently, computing the coefficient array R[] of k- p + &/
takes exactly / multiplications and additions in F,, because p is monic and the operation
consists of multiplying p by v(K[s]) € I, and adding it to a stored polynomial at the right

powers of x.
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Evaluating R[7] to a memory address with Step 1 of Algorithm 3.2.20 now consists of /+1
additions and multiplications in N by using a Horner scheme, where the starting point is
the incomplete Horner evaluation H;; of the coefficients k;; for j > s + [. Finally, the
result is multiplied by ¢’ and added to B;. The size of all integer numbers involved is less
than g¥. Additionally, all ¢’ can be cheaply pre-computed, so the powering of g can be

saved at this point.

While completing the Horner scheme for & - p in Step 1 of Algorithm 3.2.20, restoring

H,,; 1 down to H, can be done on the fly, adding /+ 1 storing operations to the complexity.

Additional memory operations as well as simple adding operations arise from the loop
between Lines 8 and 11 of Algorithm 3.2.19. Because the loop is determining s, it takes a

different number of operations with each new i. The average value 5 of s is bound above

by
M—i q— 1 M—i l
+1 — : : i
1=0 q+ =1 9

Therefore, we add fewer than two additional memory accesses, additions, and comparisons

in F,, to our overall complexity.

For the overall runtime, we now need to multiply by the total number of iterations
done per polynomial. For degp = /, the maximum value of 7 is g ~"*'. Naturally, prime
polynomials of smaller degree require significantly more sieving steps compared to larger-
degree primes in F'. For a total complexity, we will sum over all split prime divisors of a
fixed degree. By [55, Corollary 5.2.10], one can estimate the number of prime divisors of
degree [ to be approximately 44’ by subtracting an upper bound of all ramified and inert
primes from the range in the corollary. Note that the absolute number of different prime
polynomials p will be significantly fewer than the estimate, but primes having multiple

roots & of the function field defining polynomial will compensate for the difference.

Therefore, the total number of finite field operations required to test all ¢! divisors in
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the search range is bounded above by

B

1 3
Z%q(M—Z+1 (I+3) = ZqM-H ZL

=1 =

<g"" (B+3InB+3)

additions and multiplications carried out over FF,,.
By a similar calculation, we get the additional cost for the integer and storing operations

claimed in the theorem. O

The most important consequence of Theorem 3.2.21 is that the average time to test
a single divisor for smoothness depends only on the degree of the factor base elements
and not on the sieve radius M itself. This gives a certain flexibility for the choice of M,
since it allows us to adjust M to the machine-given optimum without negative algorithmic

consequences.

Remark 3.2.22. At the time of writing, the recommended security level for asymmetric cryp-
tosystems in commercial and government security systems is at least 128 bits [20], [46]. This s
reflected in the choice of recommended elliptic curves, e.g., NIST P-256, Curve25519 and brain-
poolP256r1 with 256-bit key sizes, assuming only generic solution algorithms are available.
Translating the key size that equals the size of the Jacobian of 256 bits to a hyperelliptic curve
or, more generally, any C, ; curve with genus at least 4, all integer operations mentioned in
Theorem 3.2.21 are then within one single 64-bit machine word, which is common in today’s
computer architecture. Furthermore, for very small field sizes, the finite field operations can be
replaced by lookup table accesses. As a result, for small q, the sieving step is computationally

cheap compared to the number of divisors tested.

A potential theoretical bottleneck of this method arises when the cost of scanning the
sieve array outweighs the sieving step itself. Although checking an individual entry is
computationally cheap, the cumulative effort can become significant, particularly for low-
degree curves. In the extreme case where the factor base bound B is 1 and M = 0, the sieve

process degenerates into simply comparing the degree-zero roots of the sieve polynomial.
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Here, checking ¢ candidates for smoothness without the benefit of iterative sieving is un-
necessarily expensive. To address this, we discuss two strategies for implementing the sieve

efficiently under these specific conditions.

Lemma 3.2.23. Let F be a factor base containing about q" prime divisors with 0 < r <
1. Further, assume that for a specific sieve polynomial the q" roots modulo the factor base
elements have already been calculated. Then, we can perform the smoothness testing of q

divisor representations using either

1. O(q") arithmetic and storage operations and O(q) memory cells or

2. O(q'rlog, q) arithmetic and storing operations and O(q") memory cells.
Both methods are also suitable for obtaining relations that include a single-large-prime
directly. If more large-prime relations are required, we can gain a small candidate list with

both approaches.

Proof. The first method follows the direct approach of setting up a sieve array using ¢
memory cells. For each of the about ¢ roots we have to increase one entry of the sieve
array. For any sieve array entry exceeding the threshold limits, the sieve array entry is
stored into a corresponding list. Note that, unlike before, we do not search the entire sieve
array for values exceeding the threshold limit. Instead, on each of the 4" additions, we check
whether the newly increased value is high enough. Therefore, we can bound the number
of arithmetic and storing operations by O(g").

The second approach uses the Quicksort algorithm and thus takes O(¢'rlog, g) oper-
ations to sort the list of all roots. It then takes only an additional O(q") operations to
search the list for all entries occurring sufficiently often. This approach uses slightly more

operations while being more memory-efficient. O

The surprising consequence of this approach is that the average cost for testing one divi-
sor representation for smoothness is O(g' "), which decreases for low » < 1 and g — oc.
We will discuss this benefit and its consequence to parameter selection later in Section 3.3.2.

For the general case, we state an aggregated theorem on the complexity of testing a fixed

number of divisors for smoothness in Theorem 3.2.24 of Section 3.2.4.
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3.2.4. Discussion of Results

When evaluating the total cost of a DLP computation using an index calculus approach,
the cost of testing a divisor for smoothness scales quadratically with the size of the factor
base, since the number of required tests and the factor base size itself are balanced. This
makes it crucial to keep the cost of smoothness testing as low as possible. We will first
examine the scenario where the degree of the curve is relatively high compared to the size
of the field of constants, i.e., where the calculations for the optimal factor base size follow
the arguments in Section 2.4. Based on the results of the previous two subsections, we
can establish the following asymptotic cost for testing a divisor for smoothness over an
optimally sized factor base.

Theorem 3.2.24. Given a C, 4 curve of genus g = —(n—1)2(d—1)

over F, and a dense factor
base F as defined in 2.4.1 of optimal size with respect to the degree of sieving elements
n = [2Xd] + M for a constant M.

Then, the expected duration of the test for F-smoothness of each constructed divisor by using

the proposed sieving methods is in the complexity class

O (g(Ing)’)

bit operations.

Proof- By the proof of Theorem 2.4.7, the optimal factor base size is ¢” withm € O <\/”%71d> .
This also implies B € O (,/g). We will use this estimate to compute the complexity of the
different algorithm phases.

We start by calculating the roots of the sieve polynomial over the elements of the factor
base. We can distinguish two cases. If the sieve polynomial is generated by a single factor
base element, then the possibility of using the self-initialization methods from Section 3.2.2
is precluded.

In this case, we can use the formula from Theorem 3.2.9. Because, in this context, « is

the norm of a factor base element, it is already reduced for all other factor base elements
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or can be reduced with a few operations. This reduction, as well as the further operations
for calculating a=!(b — b'), is then in O(B*(In g)?) for each factor base element.
Otherwise, for dega > B, we get & > 2 in the context of Theorem 3.2.14 and thus &% +
nk € O (n*~1). Because we can generate 7*~! independent different sieve polynomials from
our methods, we again get an estimated cost of #F B> O <(1n q)2> per sieve polynomial.
By the result of Theorem 3.2.21, the sieving process requires O (Bg""™) finite field oper-
ations in [F,.
Therefore, the average complexity for testing one divisor of the ¢! elements sized

search space is bounded by

B#HF #F B
O((lnq)z-max{—q;f_éH ,%,5}) .

Since #F < g% < gM"!, this reduces to B> O <(1n q)2> per tested divisor. This proves

the theorem. O

Remark 3.2.25. If we restrict our attention to a family of hyperelliptic curves with increasing
genus instead of arbitrary C, 4 curves, we get an even sharper result, because the optimal choice
fordegaisg — Mand soc € O(,/g). Becaunse n = 2 is fixed and the optimal B is in O (\/g),
the left summand of the complexity estimate of Theorem 3.2.14 is O (g*), while the number
of initialized sieves is O (28) and, therefore, the right summand of the formula will become
dominant.

Therefore, the power of B in the equation proving Theorem 3.2.24 reduces by one, and we

get an overall complexity estimate of O(,/g (Inq)?) per tested divisor.

For non-hyperelliptic C, ; curves, the sieve method offers a significant advantage: for
computing the general relations, the group law does not need to be performed, allowing us
to rely solely on polynomial arithmetic. Asa result, Theorem 3.2.24 not only demonstrates
a computational improvement by a factor of g, but also eliminates the 7® term associated
with the complexity of the curve’s group law, as presented in Theorem 1.2.49.

It is worth noting that for certain curves, such as superelliptic curves, the impact of

n on the complexity of group arithmetic is less pronounced. Harasawa and Suzuki [26]
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have shown that for these cases, the influence of # can be reduced to #*. However, it
remains an open question whether a broader subfamily of non-hyperelliptic C, 4 curves
exists where relation generation by composing randomized divisors with the group law
and trial division could outperform the sieve method, especially considering the relatively
small constants involved in the sieve method.

In addition to the low computational cost of the smoothness test for the generated sieve
array elements, the sieving method also has the advantage of generating elements of rela-
tively small degree if the sieve is initialized optimally. Combining this theorem with the

statements about smoothness probabilities from Section 2.4 yields the following theorem.

Theorem 3.2.26. Given a C, 4 curve of genus g over Fy, such that in the sense of Theorem

2.4.7 we have
max {0.5m, 1} > log 2+ 4g + 4d

for a solution of the system of equations

[n—1 ~ Inlnlngn

1—a
Furthermore, let o € [0, 1] such that n = g* - <1n1ilnqqg> :

Then there is a factor base F of size g™ over the curve such that we can generate #JF

relations over the curve in expected complexity of

0 (5(ing)’) L, Ba \/E] |

Conversely, for every a € [3,1] there are infinitely many C, 4 curves with the given

value of a.

Proof. The choice of 7 in the theorem is compatible with Theorem 3.2.6. Therefore, we
know that for C, ; curves of this choice we can generate divisors for setting up sieve arrays
with sieve bound M = B — 1 = [m] — 1. Note that the definition of 7 and 7 is inherently

recursive. Nevertheless, because 7 only grows with the square root of 17 and 1 grows with
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m, we see that there is a solution for the given equation. In particular since 7 is required to
be an integer, not every slight adjustment to 7 will have an effect on it.

For max {0.5m,1} > log, 2 + 4g + 4d, we are in the situation of Theorem 2.4.7 that
ensures the existence of the factor base and which states that the value chosen for m is
optimal with respect to 7. In this situation, the theorem gives that the duration for finding
sufficiently many relations for the factor base is [%, V2 + 0(1)} :

The construction of a is equivalent to ¢" = Ly [, 1]. Therefore, applying Lemma A.1.4
gives the claimed complexity result.

As for the infiniteness of the family of curves, we must ensure that there are enough

choices for g and g that satisfy the conditions. For a fixed o and 2 > d > 7 as well as

(59

This condition is trivially satisfied for & > 0.5 and large enough g. As a result, there are

d? > 2g, we get the condition

N |09

no additional limitations on the curves with respect to ¢, and g, and the conditions of the
theorem are satisfied once g is large enough for satisfying the max {0.5m, 1} > log, 2+4g+
4d condition. This inequality holds for infinitely many pairs of g and g.

Conversely, for ae < 0.5, we require that Inln g8 > Inq. This is satisfied for only finitely
Inlng8
Ing
many pairs of gand g. Forafixed o < 0.5, we conclude that the number of curves satistying

many g when fixing the genus. Furthermore, log, is greater than zero only for finitely

all conditions of the theorem must be finite. O

It is important to note that this theorem only considers the generation of a general set of
relations and not the complete resolution of a DLP, because for this, the group generator
and the element from which the DLP is to be generated must also be factored over the
factor base. For very small factor bases, this can be more expensive than generating the
remaining relations. We will address this topic later in Section 3.4.2.

Before that, however, we examine curves for which the size of the factor base is expo-

nential in relation to the size of the Jacobian.
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3.3. A Large Prime Graph Scheme for Low Degree Curves

In the following, we propose an algorithm that can be used as an alternative to Algorithm
3.1.10 to collect relations over the factor base more quickly by allowing partial relations
with up to two factors outside the factor base. This class of algorithms is particularly
suitable when the size of the factor base is exponential in relation to ¢%, i.e., a further
increase would offer significant disadvantages for the overall performance.

After presenting this new approach in the next subsection, we will also balance the al-
gorithm parameters and discuss the impact of sieving as smooth divisor search algorithm
when dealing with small degree curves. Throughout this chapter, we assume the notation

and definitions of Section 3.1.4 to be given.

3.3.1. Construction of a Large Prime Graph

The algorithm we propose is a variant of Algorithm 3.1.10 with the following modification.
Instead of using only one single-large-prime relation, we search until we find a parametrized
number of single-large-prime relations while also storing the double-large-prime relations
found during this process. Afterwards, we build a kind of large-prime graph immediately,
without searching for further relations, using the found single-large-prime relations as seeds

to add the stored double-large-prime relations once connected to the graph.

Algorithm 3.3.1.
Input: A factor base F such that F contains ¢" < ¢ of the prime divisors of
degree one. Furthermore, a parameter ¢ € R to be optimized later.

Output: A list containing #F relations over F

1: Search for relations and store all occurring double-large-prime relations until ¢ - ¢”

pairwise distinct single-large-prime relations are found.

2: Consider a graph with the nodes identified by a subset of the allowed large-prime
factors and edges given by double-large-prime relations. We initialize the graph
with all large-prime factors appearing in the single-large-prime relations found.

For each node store a weight that equals the number of factor base elements for
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representing the large-prime-factor over the factor base. Similarly, for each node,
store a boolean that indicates if a node was touched initialized to false.

3: Initialize £ with the number of found full relations and those relations that can be

directly created by combining single-large-prime relations found during Step 1.

4: while k < ¢" do

5. From the set of untouched nodes select one node N among those with lowest
weight and set N as touched.

6:  Select all double-large-prime relations that have N as one of the two large-prime
factors. Let N’ be the second large-prime factor. If N’ is not a connected node
of the large-prime graph, add N’ to the large-prime graph with the
corresponding node of weight equal to the weight of N plus the number of
factor base elements in the corresponding double-large-prime relation
connecting N and N'.

7. If, instead, N’ is a graph element in the previous step, we have found two
representations of N’ over the factor base. Combine these representations to a
full relation and increase k.

8: end while

The relations generated in Algorithm 3.3.1 are full relations by construction. The only
thing we need to prove is that the loop in lines 4 to 8 terminates. To prove this assertion, we
need only assume that the large primes within the discovered double-large-prime relations
are uniformly distributed across the set of allowed large-prime factors. By this assumption

we can find an upper bound to the weight of the full relations generated by the algorithm.

Theorem 3.3.2 (Graph Depth and Relation Weight in 3.3.1). Given the setting of Al-
gorithm 3.3.1 and assume that the double-large-prime relations found in step 1 have drawn
their large-prime factors from a uniform distribution over the set of all potential large-prime
factors. Further let 1) be the number of prime factors in each full relation found during step
1.

c(n=1)
2

Then, on average, in each iteration there are about — 1 new elements added to the

large-prime graph.



120 3. Explicit Methods for Computing Discrete Logarithms over C, ; Curves

Furthermore, the relations gained in step 7 have an average weight bound by

(1—7) lnq.

n=1
Inc >

2=+ n—-2)-

Proof- Let g denote the cardinality of the set of potential large-prime factors. Then, the

expected number of tested divisors to find one large-prime relation is

by following the arguments of Theorem 2.3.1. By the same arguments, the average number

of tested divisors to find a double-large-prime relation is approximately
(n — 2)!q(l—r)(n—z)zyq(l—r’)%

Therefore, upon finding cg” single-large-prime relations, we expect that we have also found

(=0 qg7 - 1)¢q  (n—1)
q 2 ql—r/ =4 2 ? = 2 qu

double-large-prime relations during the process.

Therefore, for each large-prime factor in the set of all potential large-prime factors, there
are on average @ double-large-prime relations connected to the corresponding large-
prime factor. In the first iterations — where the selected large-prime factors correspond to
single-large-prime relations — all these double-large-prime relations can be used to extend
the graph. In later iterations, it will be one fewer, because we have to subtract the incoming

relation to the node in the graph. This proves the first assertion.

. . . o .
For the second assertion, we first note that we expect to require ¢ 2 elements in the

large-prime graph until we find ¢” relations by the arguments of Theorem A.2.2. Hereby
we ignore the full relations as well as the relations gained by combining single-large-prime
relations in the initial phase of the algorithm. We build the large-prime graph in a way that
lower weight elements are included first. Therefore, we can expect that there are at least

®q">* nodes in the graph that are connected to a single-large-prime relation with at most
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n
one double-large-prime relation edge in between. In the same way, there are !¢ ( (";1))

q

nodes in the graph that are connected to one of the initial graph nodes with at most »

double-large-prime relations.

We can conclude that we require a graph depth of about

/
’ r r

qﬁTr In 4 Cz 7/2_’ Ing — In(c) rr Ing
7 g In ™5

n=1 n=1
Inc 5 Inc 5

to construct sufficiently many graph elements that combine into full relations.

Therefore, the final average weight of graph elements is bounded by

Y —r

(n—1)+(n-2) 21

' n—1
Inc >

and thus the algorithm produces relations of weight bound by

(¥ —7)lng (1—7)lng
2(n -1 ). L TURT 5 a1 ) PR e §
m=1)+0n-2) I ci! <2m—-1)+(n-2) I ci!

]

The additional routines required to build the new large-prime graph do not significantly

increase the algorithm complexity over those of the relation search.

Theorem 3.3.3. Let C be the expected costs of creating a randomized divisor and testing it

or smoothness over the factor base. Then Algorithm 3.3.1 has a complexity o
8 p Y
C(n— 1)leg’q" 0= + 470 (log, q) -

Proof- The first phase of Algorithm 3.3.1 is dominant with regard to the run time. Follow-

ing the arguments of Thériault as described in Theorem 3.1.9, the probability for finding

a single-large-prime relation is given by

1
(i — 17

(n=1)(—1).



122 3. Explicit Methods for Computing Discrete Logarithms over C, ; Curves

As a result, we can assume that we expect to test

(1 — 1)leggr 0"
randomly picked divisors until the first phase of the algorithm finishes. This gives the first
summand of the estimated complexity.

By following Theorem A.2.2 we expect that our tree built in the loop from lines 4 to 8
has a total size of 'z elements. The computational cost of building the tree is negligible,
because the double-large-prime relations involved can be organized into hashtables indexed
by the large-prime factors involved. In order to do so, each double-large-prime relation will
be stored twice in this list, and the lists can be indexed by a number in F,. Therefore, the
lookup cost for these lists, and thus the cost of extending a newly found leaf, is O (log, q).

Since the remaining operations are only additions in F, for combining the partial rela-

tions to full ones, this completes the proof. O

The efficiency of the double-large-prime algorithm depends on the availability of suffi-
ciently many large primes. An edge case for Algorithm 3.3.1 occurs as » — 1, i.e., when
the 7 is large enough that the optimal value of 7 is close to one. Then it may happen that
the search for ¢ single-large-prime relations is nearly as, or even more, complex than the
search for full relations over the factor base. We modify the algorithm to better fit curves

for which an O(g) sized factor base is optimal.

Algorithm 3.3.4. Instead of forcing both regular and large prime factors to be of degree
one, we allow the use of all primes of degree one as factor base elements and the single-
large-prime relations to have one large-prime factor of degree 2 and the double-large-
prime factors to have two such large-prime factors.

Then the complexity for computing enough double-large-prime relations to ensure
the graph is fully connected is given by (g — 4)!4?, which may be below glg+(1=(~1)

for any » < 1 when g! > 4.

Besides the extension towards larger-degree factor base elements, we also can extend the

algorithm to the use of large-prime relations with more than two large-prime factors.
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Theorem 3.3.5. Given the settings of Algorithm 3.3.1, fix an integer k < 0. Assume that
we create cq’ single-large-prime relations in step one of the algorithm. During this process,

we can expect to find approximately

relations that incorporate k prime divisors of degree one beside those of F.

Therefore, we can expect that for each single-large-prime relation, there are at least

k(!?n—_llil) ! q(k—l)(l—r) s
large-prime relations with k large primes that share the single-large-prime factor of the rela-
tion. These large-prime relations can then be reduced to relations with k — 1 large-prime
factors. Repetition and the assumption that the large-prime factors are equally distributed
can be used to generate more double-large-prime relations for Algorithm 3.3.1 from many

large-prime relations.

Theorem 3.3.5 allows us to generate a significant number of double-large-prime relations
from multiple-factor large-prime relations. The new double-large-prime relations are of
higher weight. On the other hand, a smaller graph depth is required in order to increase
the graph size sufficiently. We therefore expect that this approach does not increase the
average row weight in the relation matrix.

We will not investigate these variants of the algorithm in detail, because the advantages
over the simple approach are rather small. Instead, we will comprehensively analyze the

overall complexity of the large-prime graph method when combined with sieving.

3.3.2. Parameter Balancing for Complete DLP Computations over Low Degree

Curves

Balancing the parameters for Algorithm 3.3.1 is performed similarly to the algorithms for

high degree curves, i.e., we have to balance the total cost for building the relations over the
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factor base against the cost of the linear algebra phase. We will first summarize the cost of
relations sieving as introduced in Sections 3.2.1 to 3.2.3. Then, we will investigate the cost

of the linear algebra phase when using relations as created in Algorithm 3.3.1.

Lemma 3.3.6. Let C be a C, 4 curve over F, and let F be a factor base consisting of degree-

one divisors of C with a total size of " with r < 1. Further, let

. #7
nT #{ D | D divisor of degree 1}

Then there is an algorithm that generates the required cq” single-large-prime relations over

F in expected time

3(n— Dlkegqd" P70 ((Ing)?) .

Proof. We assume the use of self-initialization as described in Theorem 3.2.13 for initializing
the sieves. All divisors in the factor base are of degree one. Therefore, we have to set the
parameter k of Theorem 3.2.13 to dega. Due to the relatively large g, we can select M = 0
and thus &£ = dega = 7 is the ideal choice for the self-initialization parameter by applying
Theorem 3.2.6.

Following the argument of Theorem 3.2.13, we thus can initialize #"~! sieves by using

g (7 +nm) O ((Ing)?) + 4" (n+1) O((Ing))

bit operations, where the O terms represent the costs for multiplying and adding in F,.
Sieving over 7! sieve polynomials results in a total number of gn"~! tested divisors.

Therefore, the average initialization costs for each divisor are

o1 (77 + )
T e

O ((Ing)*) +4 ' (n+1)O((Ing))
<q'40 ((lnq)z) +4 ' (m+1)O0((Ing)), sincen > nandn > 2
<q7'50((Ing)?) sincen < Ing.

By Lemma 3.2.23, the expected time to sieve each sieve array is ¢’O (In ¢). Because each

iteration tests g divisors for smoothness, we conclude that the total average cost for testing
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a single divisor is bound by
g~ O((Ing)?).

Note that this time we included the constants into the O-term.
By inserting the result of Theorem 3.3.3, we can estimate the overall complexity for the

relation search to be less than or equal to

3(n—Dlkeg'qd" P00 ((Ing)?).

Note that we can also include the additional factor of 3 into the O()-term. O

We will now compare the cost of the relation collection computed in Lemma 3.3.6
against the cost of the linear algebra phase to balance the parameter r between the two
phases. Note that up to this point, we have not chosen an exact value for the parameter ¢
in Algorithm 3.3.1 yet. We note that ¢ > 2 is required to ensure the growth of the large
prime graph and thus ensure termination of the algorithm. Besides this lower bound, we

use the freedom to choose ¢ to simplify the arising terms.

Theorem 3.3.7. Given the notation and definitions of Lemma 3.3.6, assumelog, (n—1) <
22
ﬁ and gl < g~ 1.
Then there is an algorithm for solving the discrete logarithm problem on the curve that

requires an expected time of

2

O (427% (lng)* 7 - (n - 2)? -g27ﬁ>

(n—1)(d—1
2

where g = ) is the genus of the curve.

Proof. For the algorithm we use the sieve setup of the previous sections. As this does not
give a complete solution of the DLP yet, we first take care of the missing decomposition
of the group generator and of the group element of interest. Let one of those two elements
be represented by (a, ) with dega < g. Then the elements s - a + (b — ) are of degree at
most g for s € F,. Therefore, we expect to require g! factorizations of those elements until

we find one that breaks down into linear factors.
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Each factorization can be done in time O(g*(In ¢)?) by using the Berlekamp algorithm.
With the assumption on g! we get an expected runtime of less than the proposed term for
this step of the algorithm. After both factorizations are given, we can just include the

resulting prime divisors of degree 1 into our factor base.

For the remaining relations we use Algorithm 3.3.1. The found relations have an average

weight of
A1)+ (n—2)

by Theorem 3.3.2.

We choose ¢ = 2eto simplify the terms. The arithmetic operations carried out during the
linear algebra phase are in a field of size ¢8. Therefore, we estimate the entire complexity
of the linear algebra phase to be

In q 2r 2\ 2r 2
Gm—m+0r4wufwﬁiiﬁ;)qf@@m@)—4mmq§oamm).
The simplified estimate on the right-hand side is valid for » = Z—j +o(l)andn—1 < Ing.

By this simplification, we avoid the appearance of the parameter r in the exponent as well

as a factor, and we are able to state an explicit formula for the balanced 7.

With this choice of ¢, the runtime of the relation search equals

(n—1)lgg" 270 ((Ing)?)

by Lemma 3.3.6. Balancing the two sides omits one factor of 4" on both sides as well as
the O ((Ing)?) term which is a placeholder for the cost of multiplying elements of length
O (Ing). For the relation search, this is the multiplication of elements in F, multiplied by
a small hidden constant of 6ex for small enough «. For the linear algebra phase, it is instead
the cost for the multiplication of integers close to g. To ease the analysis, we stay with
the estimate of a quadratic multiplication algorithm although for both applications more
advanced techniques like the Karatsuba multiplication or the Schonhage-Strassen algorithm

are available.
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Taking the logarithm to base ¢ of the remaining terms then gives the equality

In(n —1)! N Inlng N 2lng

(77_2)(1_7)+ lnq =7r lﬂq lﬂq’
which is solved by
- n=2 In(p-1)!  2lng  Inlng
n=1"(m=1lg (n-1)lng (n-1)lng
<1 1 +ln(n—1) 2Ing Inlng

n—1" Ing  (p—1)lng (n—1)ng

Note that the chosen upper bound for r also ensures that k € O(1), because we assumed
log, (n—1) < ﬁ Inserting the upper bound for r into the estimate for the linear algebra

runtime gives an overall runtime estimate of

2

O(q 777 (lng - (=27 7).

which completes the proof. O

3.3.3. Discussion of Results

Compared with previous results for small degree curves, the new algorithms presented in
this thesis reduce the logarithmic terms in the complexity for solving the discrete logarithm
problem. The two changes — the sieving algorithm and the new large-prime graph algo-
rithm — have different contributions to the improvements. Similar to large-degree curves,
the sieving process helps us to reduce the influence of the genus on the runtime. The most
crucial point is that the increased efficiency of sieving over random divisor decomposition is
large enough to compensate for the worse smoothness probability for small degree curves.

On the other hand, the new large-prime scheme allows a straightforward implementa-
tion, as we will present later in Section 4.1.2. Additionally, it helps us to save a factor of
gln g in the relation collection phase of the algorithms. Due to the sensitivity of the phase
to the factor base size this result is only partially visible, because the extra factor of log g is

still present for the linear algebra phase.
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For hyperelliptic curves of low genus, the complexity estimates finally reduce to the
following corollary. DLPs on these curves are generally considered more difficult to solve
than DLPs on other types of curves.

Corollary 3.3.8. Let C be an imaginary model hyperelliptic curve of genus g and let g <

Ing
Inlngs*

Then there is an algorithm that solves any instance of the discrete logarithm problem

on C in expected time.

O(q Hg—17¢ i (ing) 1) <4 g'0((ng)’) .

Proof. The proof is given by inserting 7 = g + 1 in the formulas of Theorem 3.3.7. Fur-
thermore, we assume that x > 0.5 due to the bound on g and therefore the assumptions

for the theorem are satisfied. O

We see that for larger g, at least a factor of g is saved over existing approaches as described
in Theorem 3.1.12. On the other hand, for the considered curves, the genus is bound by the
logarithm of g. More concretely, for 2!%° < g8 < 2*® — which is the size of the Jacobian
of current cryptographic interest — g is less than or equal to 6 due to g < lnliquqg. Therefore,
the saved cost is in the range ¢ (In c])%.

However, also for non-hyperelliptic curves, there are certain advantages of the relation

search via sieving over the established methods. This is particularly important for the

curves of genus three.

Lemma 3.3.9. Let C be a non-hyperelliptic curve of genus 3 over F, with at least a single
fully ramified point on C. Then any instance of the discrete logarithm problem can be solved

in expected time

O (q(Ing)?) .

Proof- By Theorem 1.2.31 the fully ramified point guarantees the curve can be birationally
transformed into a C, 4 curve. All non-hyperelliptic C, 4 curves of genus 3 are Cs 4 curves.

Therefore, for M = 0, one can compute that the divisors associated with the possible sieve

=[] 5] []=

array have degree
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Applying this to Theorem 3.3.7 gives the desired result. O

We see that for non-hyperelliptic curves of genus 3 we can solve the discrete logarithm
problem in quasi-linear time with respect to g. This is an algorithm with cubic-root com-
plexity with respect to the size of the entire Jacobian. Similar assertions are true for the
non-hyperelliptic genus 4 curves. Table 3.1 summarizes the average complexity for certain

small degree curves. We can derive all values from the result of Theorem 3.3.7.

n d | Genus n Complexity Remark

2 5 2 3 O (9(Ing)?) On par with generic algorithms
2 7 3 4 O (qg (Ing) §> Hyperelliptic

2 9 4 5 O (q% (Ing)? ) Hyperelliptic

2| 2g+1| g>4 | g+1 O (qugg%g (In q)afg) Hyperelliptic

3 4 3 3 O (¢(Ing)?) All non-hyperelliptic of genus 3
3 5 4 4 O (qg (In q)§> 3rd root time algorithm
3|/3n+1| 3n |2n+1 o) <q2*%g4*% (Ing) _%>

3132+2|3n+1|2n+2 O(qz’ﬁﬂg4’%+l (lnq)kzﬂzﬁ)

4 5 6 4 O (q% (In q)§> 4th root time algorithm

Table 3.1.: Achieved complexity classes for selected C, 4 curves of low degree

In addition to explicit results, the new algorithms also prove a conjecture of Diem and

Kochinke [15] when restricting it to C, ; curves.

Conjecture 3.3.10 (Short Formulation of [15]). For nearly all non-hyperelliptic curves

of a fixed genus g at least 5, the discrete logarithm problem can be solved in an expected time

of

Here the authors use the O notation to hide logarithmic terms. In particular, due to
the fixed g, every power of g is treated as a constant and the terms in logq are hidden due
to the O notation. For the set of all non-hyperelliptic C,.q curves we can prove that the
conjecture is true. One key is that the assumption of a fixed genus also ensures that (n—1)!

is a constant and is absorbed by the O notation.
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Theorem 3.3.11. For every non-hyperelliptic C, ; curve C of a fixed genus g at least 5 such
that #{D € Div(C) | degD = 1} > 0.5¢, the discrete logarithm problem can be solved in

an expected time of

Proof. The assertion is a direct consequence of Theorem 3.3.7. The extra condition in the
corollary ensures that there are enough elements of degree one to build a factor base. To
follow the desired complexity, we are left to prove that 7 is always less than or equal to
g — 1 for the curves of interest. We distinguish two cases.

First, assume that » = 3. Then the genus of a C; ; curve is g = (”_1)2& =d—1by
Lemma 1.2.30. With Theorem 3.2.6 we see that = [%-1d| = [3d] for M = 0. When d is
at least 6, the genus of the curve is 5, and we see that n <d —2 =g — 1.

In case n > 4, we have g > d but y < d — 1. Therefore, for all of these curves the
assertion holds.

Note that the assumption of a fixed genus g ensures that the factorial terms in the com-
plexity estimates are constants. Therefore, the assertion also holds for curves where we
usually would switch to larger factor base methods. However, the constants involved are
high in this setting and the application of a solver with a subexponential factor base size

will yield a better performance in practice. O

By the results of Theorem 3.3.7 we can improve the corollary further, because for curves
with higher 7 the ratio between 1 and g will further improve. Moreover, we see that
hyperelliptic curves from genus three onwards have a reduced DLP complexity due to the
new algorithms.

However, it is yet unclear if the new algorithmic improvements are valuable for hyper-
elliptic curves of genus 2. From the complexity analysis point of view the sieving based
algorithm is on par with generic algorithms like Pollard’s Rho Algorithm 1.1.7. Due to
the large constants in the O-notation in the cost estimates of divisor operations in the Jaco-
bian, it is possible that sieving based methods outperform the generic algorithms for g = 2

curves when enough memory is available to hold the sieve array. A detailed analysis of this
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application domain is left as a subject for future research.

3.4. Auxiliary Routines for DLP Computations

In this section, we will complete the investigation of algorithms that are required for a
complete DLP computation. Specifically, this involves generating the factor base and the
two special relations in order to execute Algorithm 1.1.13.

These two algorithms have in common that they only need to be executed once during
the entire solution process. Nevertheless, their complexity can be dominant in the entire

process, making a closer examination of these steps necessary.

3.4.1. Building the Factor Base

For certain types of curves, generating the factor base can be a computational bottleneck
when solving discrete logarithms. In fact, as demonstrated in [16], the complexity of gener-
ating the factor base can dominate the entire algorithm. Therefore, it is critical to ensure
that factor base construction does not become a bottleneck and can match advancements
in relation-finding algorithms to maintain efficient overall complexity.

We begin by outlining an approach to finding all monic prime polynomials up to a given
degree. This method is based on the classical sieve of Eratosthenes, adapted for polynomials.
To optimize performance, we incorporate the sieve stepping technique that we described

in the previous section to ensure efficient complexity for the sieving process.

Lemma 3.4.1. Let F, be a finite field and let 1 < B € Z. Then we can find the set of all
monic prime polynomials up to degree B by using O ([£14®) finite field operations in F,

via a sieving based approach.

Proof- We will use a sieving setup with a sieve array up to degree B. Then, we start sieving
the array using the prime polynomials of degree one and & = 0 as the root. By using Algo-
rithms 3.2.19 and 3.2.20 the total sieving time is O (¢®) operations following the analysis
in Theorem 3.2.21. Note that in this special situation, the unmarked elements in the sieve

array are those of interest.
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After this process we know the prime polynomials of degree two. Applying the process
iteratively until we used all primes up to degree [2] completes the process because each
composite polynomial of degree less than or equal to B has at least one prime factor of

degree less than [£].

NSy

14°)

operations in F,. This completes the proof. O

Following the arguments of Theorem 3.2.21, this entire procedure requires O ([

Let f be the bivariate polynomial defining the function field. Then computing a dense
factor base is equivalent to filtering out all those prime candidates p such that f has a linear

factor (mod p). This gives rise to the following algorithm for computing a factor base.

Algorithm 3.4.2.
Input: A smooth curve defined by a bivariate polynomial f over F, and a bound
BeN.
Output: A list of all (p, £'), such that p is a prime polynomial of degree at most B and
t is a root of f modulo p.
1: Compute a list L of prime polynomials up to degree B by the approach of Lemma
3.4.1.
2: forp e Ldo
3:  Reduce /' =f (mod p) and s = y7 — y (mod p) with f*,s € (F,[x]/p) [y]-
4. Compute " = gcd (s,f")
5. Use the Cantor-Zassenhaus algorithm [9], which is also described in appendix
A, Algorithm A.3.2, for factoring f”. Each found factor is a factor of the form
(y — b’) and gives rise to a factor base element represented by p and b’.

6: end for

All sub-algorithms of Algorithm 3.4.2 are of well-known complexity. Therefore, we can

estimate the entire complexity for generating the factor base.

Theorem 3.4.3. Let f be a bivariate smooth polynomial in variables x and y. Then we can

compute all pairs p, b’ € F,[x], degh’ < degp < B such that b’ is a root of f (mod p)
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with a time complexity of

O <B (log2 deg, F) 4" (log q)3> :

Proof. Step 1 of Algorithm 3.4.2 requires no time for the sieve initialization because, for
the search of prime polynomials, we will initialize the sieve with zero as the root modulo
all inserted primes.

Following the analysis of Theorem 3.2.21, the cost for this first phase is less than Bg?~!
finite field operations in F, since M = B — 1 for this particular case.

By the same assumptions that we used in Theorem 2.2.2, we can estimate that L contains
approximately +¢* prime polynomials of degree k forall 1 < k < B.

The reduction of fand y7 — y is cheap because we do not need to reduce any coefficients
of y7 — y. Furthermore, the degree of coefficients of fin x is bounded above by the genus
of the curve. In contrast, the ged computation in step 4 has a complexity of O (g) due to
the high degree of 7 — y. To mitigate this high complexity, we compute y7 — y (mod f”)
by a square and add approach. This is of cost O (log2 gdeg f' ) finite field operations in

2
(F,[x]/p). Subsequently, the complexity of the ged computation reduces to O ((degy f) )
finite field operations in (F,[x]/p).

The Cantor-Zassenhaus algorithm in step 5 finds the roots of f” in expected time of
O (log2 q <log2 deg, /" ) deg /" ) finite field operations in (FF,[x]/p). Note that deg f" <
deg fand that the sum of all deg /" must be less than 234" due to the estimates done in
Theorem 2.2.2.

Therefore, we can assume that steps 2 to 6 of Algorithm 3.4.2 have a maximum complex-
ity of

2
O <logz (q) -log, (deg, ) - - qB)

finite field operations in finite fields of size at most g%. Multiplying with the cost of finite

field operations in a field of size g® completes the proof. O

Assume that the desired size of the factor base is balanced with the effort for finding
enough smooth candidates, as described in Lemma 1.1.16. Then Algorithm 3.4.2 for build-

ing the factor base is of lower complexity than the relation search, because the estimated
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size of the factor base is 54°. Nevertheless, the factor base computation can take a signifi-

cant amount of time when not implemented properly.

3.4.2. Special Divisor Decomposition

One challenge in performing Algorithms 1.1.13 and 1.1.15 is finding the two special de-
compositions of a and 7 over the factor base. In this context, o represents an element of
the Jacobian in the cyclic subgroup generated by the element ~.

The complexity of this operation depends heavily on the curve parameters. For those
curves with relatively large ¢ and thus a factor base of size ¢" with r < 1 an efficient
method is to trial-factor randomized combinations of « and ~ into elements of degree 1
without restricting to factor base elements. Afterwards, the primes involved in a successful
decomposition can be used to either get part of the factor base or to initialize a sieve — and
so get resolved via the relations found in the sieve iteration.

For curves of higher degree, expanding the factor base to include the decomposition is
not always an efficient way of creating the decompositions. Still, for curves with high
enough d and small 7, such as hyperelliptic curves, this problem is relatively minor, as the
degrees of « and 7y are similar to those of the functions we typically decompose for general
relations, i.e., elements of the sieve array. In such cases, we can initiate a random sequence
starting from either « or v by incrementally adding factor base elements and reducing the
resulting divisor. Once reduced, we can trial factor the divisor; if unsuccesstul, we continue
by adding more random factor base elements.

Given the potential cost of the group law, alternatives that leverage the ideal decomposi-
tion property are also useful. For example, in [62] as well as in [18], an approach was used

that is similar to sieving, but without the benefits of self-initialization.

Lemma 3.4.4. Let (a, b) represent an ideal on a C, 4 curve with a,b € Fylx], dega < g

and a is irreducible in ¥, [x]. Let M be a search bound.
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Then, forall o = s - a + (y — b) with s € F,x],degs < M, we have

a|N (a) € Fylx| and
N (a)

a

deg <max{d,n- (M+dega)} — dega.

Proof. The lemma is a direct consequence of Theorem 3.2.4 and the same calculations as

carried out in the proof of 3.2.6 and, therefore, does not require a detailed proof. O

The strategy for decomposing an ideal associated with (a, b) involves searching for non-
trivial values of o and attempting to factorize the norm’s fraction into lower-degree prime
polynomials. In the case of hyperelliptic curves, where » = 2 and the resulting degree is suf-
ficiently close to the values in Theorem 3.2.6, it is feasible to sieve for such decompositions
using the original factor base, although without the benefit of the efficient initialization
scheme. Since the degree of a is slightly higher than optimal, the degree of the resulting
norms of « is also slightly elevated. However, because the degree change is minimal and
this step is performed only once for v and 7, it does not impact the overall complexity of
the algorithm.

For curves with higher 7, the algorithm can be executed iteratively. If A@ factors into
prime polynomials of degree less than or equal to dega — 1, the process can be repeated
starting with these primes. It is not necessary to continue the process down to the factor
base bound B. Instead, it can be halted upon reaching ~ ¢ — M, which is the optimal size for
initializing a sieve for smooth divisors over the factor base. Hence, there are two potential
stopping points, depending on which is reached first. We note that for 4 of an already small
degree, the minimal degree of « is limited by d. This is identical to the lower bound for
the degree that occurs in the sieving process. If this occurs, 4 can also be used to initialize
a sieving process as described in Section 3.2.1.

The iterative process succeeds with the same time complexity as the search for general
relations, provided that the smoothness probability is sufficiently high to make the first step
of the iteration efficient. Subsequent iterations will start with a lower-degree 4, resulting
in a lower degree to factor. Since dega decreases by a factor of » — 1 each time dega is

reduced by one, this creates a condition that 7 is required to be small enough.



136 3. Explicit Methods for Computing Discrete Logarithms over C, ; Curves

In [18], the authors suggest that for » ~ g5 and d ~ g3, this condition is satisfied because
deg ov &~ g5 in the first step. Asaresult, the degree ratio between /\% and g—1is comparable

to that of an unconditioned relation search, where elements of approximately d are factored

1

over a factor base of size roughly Lq% . [3-O(1)]. The resulting algorithm is the one we

already cited in Algorithm 3.1.5.

One problem with this argument is that it loses its validity for 7 > g5 because the degree
of the polynomials generated is too high. In particular, if 7 &~ d, we have degar ~ g2 in
the first iteration and the discrepancy between this degree and dega — 1 is too large to hold
the desired smoothness probability. We want to contribute an approach that reduces the

degree of the elements in x at the expense of a higher degree in y to cover these cases.

Lemma 3.4.5. Let (a,b) represent an ideal with a,b, € F,[x], degb < dega. Consider
the F,,[x]-module of rank k < n generated by a, (y — b)' with0 < i < k. Then there is a
submodule basis Gy, . . . Gy,_y such that deg G; < [deg“-‘ forall0 <i<k

k+1

Proof. We provide a constructive proof.

We start by expanding (y — b)> = y? — 2yb + b*. By adding 25 - (y — b) two times, we
get a preliminary form y? — 5?. By subtracting « sufficiently often, we can further reduce
the last coefficient to & (mod ). By induction, we can apply this process to the entire
generating system. Therefore, we assume we start with a generating set of Gy = 4 and
G;:=y — (¥ (mod a)).

From now on, we will handle the generators as polynomials in y with coefficients from
IF,[x]. From the initial reduced elements G; we can proceed by lowering the degree of the
constant term. We know that Gy has a constant term of degree dega and all other G; of
degree at most dega — 1. Assume that the degree of the constant term of G; equals dega — 1.

By multiplying G; by an appropriate constant from I, and subtracting the result from
the G, for 7 > 1, we achieve that the constant term degree of all G,z > 1 is below dega — 2.
The degrees of all other higher-order coefficients will still not exceed degree zero since we
picked the constant from the subfield IF,. By proceeding in the same way with the other

G;, we will produce a new generating set G satistying deg G < dega — 1.
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Now we can generate even lower degree elements with respect to x by the following
procedure. Assume that the G; are sorted by deg_G; descending. Then, by multiplying
G by a polynomial p of degree deg Go — deg Gy, we can achieve that Gy — pG; has degree
less than deg G, in the constant coefficient. All higher order coefficients of Gy — pG; have
degree bounded by the sum of deg p and the degree of G; in these higher-order coefficients.
If the degree of the constant term of Gy — pG; matches the degree of any further G;, we
can further reduce the degree of the constant term of the element. Note that this time the
maxima of the higher order coefficients degree are not increasing in degree, because the
maximum of Go — pG; is already increased by degp over the coefficient of G;.

In total, we are able to reduce the degree of the constant term of Gy by at least &£+ degp.
Simultaneously, the degree of all other coefficients increases by at most degp as long as the
gap to Gy is at most one with regards to this property. The usual case will be degp = 1.
We then proceed by doing the same to the next elements decreasing the constant term by
at least k£ while increasing all other coefficients only by one in their degree in x. The only
exception is for the last element, where the degree increases by two, since the degrees of all
later elements have already been increased, and p adds one more factor of degree one.

We will proceed with this step-down technique until deg_G; is no longer decreasing.

Assume that for the first element we started with — Gy = a4 — a total of ¢ < k iterations
are performed. Then, we lowered the degree of its constant term to dega — kc, while

the degree of all higher-order coefficients equal c. We reach the stopping condition once

dega
k41

dega — kc < ¢, and therefore ¢ = { W . Note that in the same iteration — or in the ones

dega
k41

before — the other generators also gained deg_ G; = { W . This completes the proof and

determines the stop condition for the other generators. O

The lemma proves that we can trade the degree of the ideal generators in x by increasing

their degree of y. We will now provide an algorithm that will leverage this trade.

Algorithm 3.4.6.
Input: A F,[g]-module of rank 7 generated by a, (y — b)' for 0 < i <n

and two parameters B’, M’ € N. Further, let & = min {n, {\ /4 degaJ }

Output: If it exists, an element z selected from the ¢*¥" elements of the module with
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lowest degree in x that decomposes into factors of degree less than B’'.

1: Reduce the first k ideal generators to degree ieff . Name the new generators
Go, ce Gk_1
k—1
2: for a =3 ¢;G; with ¢; € F[x], dege; <M’ do
i=0

Na)

3:  Compute z := =

4. Attempt to decompose z over
{p € F,[x] | pisaprime polynomial, degp < B’}

5. if z1s B’ smooth then

6: Compute divisors corresponding to the factors of z of degree at most B’
7: Return the decomposition of z

8: endif

9: end for

In the following lemma, we provide an estimate of the degree of the elements generated

by the algorithm.

Lemma 3.4.7. Assume that the input divisor is a reduced divisor on a C, 4 curve. Then z

in line 3 of Algorithm 3.4.6 has a degree bounded by

M'n+2y/dega-n-d— dega.

Proof. Following Lemma 3.4.5, the reduced generators of the sub-ideal have degree & — 1

in y and degree de% in x. Therefore, o has degree M’ +

?ﬁ’f in x and the norm of o is a

polynomial of degree

, dega
(M +k+1>n+(k—1)d

. . _ \/degantd
by applying Theorem 3.1.4. The terms influenced by k are balanced when & = ¥———.

We will first assume this choice of & is less than 7.
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Inserting the optimal & results in a degree of

M’n—|—2<” degjc;ln—i_d—l)d:M’n%—Z(\/c_l\/dega-n—%d—d)
SM'n+2(\/dega-n-d).

Note that we ignored the fact that & is not an integer with this choice. This is compensated

by the inequality since the additional ;d factor from rounding k is small enough. This
completes the proof for de%-md <n
Conversely, when 7 < —”de\%ﬁl we can select k to be at most 7. Then, we have a degree

of at most

(M’+ deg“) n+ (k—1)d < Mn+dega+ (n—1)d

k+1
<M'n+dega+ ( ' dega-n+d_1>d

Vd

<M'n+dega+ y/dega-n-d
<M'n+2\/dega-n-d,

because dega < gandn-d > 2g.
In both situations, we only have to subtract dega - that is the degree of the denominator

of z - to achieve the claimed result. O

Since the product 7-d is 2g+0(1) for g — oo and the degree of  also equals approximately
g in the beginning of the reduction, we produce elements of degree only slightly larger than
g during the first stage of the iterative process. This is a significantly lower degree compared
to the above approach. However, the benefit of this method will decrease for lower degrees

of a, because the scaling is limited by the square root.

Theorem 3.4.8. Let an ideal be generated by a and b — 'y in the function field F(x,y) of

(n—1)(d—1)

55—, Furthermore, let dega = g* > 1 for some 0 < o < 1,

a C, 4 curve of genus g =

and assume %’é_l < 1. Then, Algorithm 3.4.6 decomposes the ideal into ideals of degree
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less than or equal to dega — 1 in expected time of

11—«

L, G,\/ﬂ 0(1)) forn=%— .8 Inlng-

Ing

Proof- We start by computing the approximate degree of z generated in line 3 of the algo-

rithm. By the assumption of %‘H < 1and Lemma 3.4.7, we get

I d—2 i
degz—Mn<2 ga-n-d§2\/ga2g(1+n % g)<4 g1+a_ga:4g1+7.

The complexity of the decomposition of elements of this degree is mostly based on the

smoothness probability, and so on the difference in degree between the factor base elements

. -« .
and the elements to be factored. We see that gzzj isabout 4¢ 2 = u. From the calculations

performed in the proof of Theorem 2.4.7 we see that we have a subexponential smoothness
probability of L,» (%, —g) if 7) satisfies # = /21;711;1;177 . We use the upper bound Inln¢" <

In In g8 to be able to solve the equation for n and get the claimed value in the theorem. Note

that because g* > 1, we know g* — 1 > 1 and the requirements of Theorem 2.4.7 are thus
met. Finally, we take into account that the actual decomposition into ideals of degree at
most g* — 1 can have twice as many factors if g* = 2. This is compensated for by squaring

the smoothness probability. O

A consequence of Theorem 3.4.8 is that for rather small values of g and d > g we can
expect the entire DLP solving algorithm to be dominated by the search for general relations
using the sieving setup that will create elements of size approximately d. On the other hand,
when g3 < 7 < d < g5, we still require a factor base of an approximate size of Lﬁ (3, ‘/75]

in order to be able to resolve the two special divisors in a reasonable time.

However, for curves of low degree and large ¢, where the optimal factor base size with
respect to the general relation search is ¢” for » < 1and so 7! is small enough not to dominate
the complexity, we can perform the descent down to degree one by allowing all primes of
degree one in the decomposition of our two special elements. In that case, we then can

select the factor base to include these primes without expanding its optimal size.
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3.5. Summary

In this chapter, we demonstrated that sieving methods are generally superior to traditional
techniques, such as generating randomized divisors and trial dividing them, when searching
for unrestricted relations on a C, ; curve. This is evident not only in theory, due to the
reduced complexity per tested divisor, but also in practice, owing to the small constant
factors hidden in the O-notation.

4=1 the sieve method requires the factorization

For hyperelliptic curves, where g =
of elements of slightly higher degree compared to pseudo-randomly generated divisors of
degree g and a simple trial division. However, we have shown that for curves of higher
genus, this difference in degree has a negligible impact on the optimal factor base size. In
the case of lower-genus hyperelliptic curves, the improved efficiency of the sieving process
compensates for any disadvantage in smoothness probability.

For non-hyperelliptic C, ; curves, the divisors generated by the sieve array are of degree
approximately d. This lower degree allows for a smaller factor base compared to what
would be required for divisors of degree g when using Algorithm 1.2.50. This advantage is
especially pronounced for curves of small degree, such as C; 4 curves, which are the simplest
non-hyperelliptic cases. We have shown that, with an appropriately chosen double-large-
prime strategy, the difficulty of solving the DLP for these curves scales with O(g), which
corresponds to O(3/g?).

On the other hand, when the field F, is fixed and the curve parameters are increased
such that the optimal factor base size becomes subexponential, we demonstrated that the
complexity of the DLP decreases as the difference between the curve invariants 7 and d
diminishes. Specifically, for the curves discussed in [18], we showed that sieving methods
yield similar complexities. In addition, we have complemented our methods with an ap-
proach that takes into account the reduced factor base size when generating the two special
relations, expanding the set of curves with a proven DLP complexity of L, [1, O(1)].

Overall, we have developed a comprehensive and efficient toolkit for solving DLPs on

C,4 curves.






Implementation and Numerical Results

In this chapter, we detail our implementations of the algorithms presented in this thesis, as

well as the results of practical experiments.

We first present an adaptation of the sieving algorithm for hyperelliptic curves over
extension fields of characteristic 2, building on the work of [62]. Subsequently, we intro-
duce an implementation of the general relation-finding process and the large-prime graph
method from Section 3.3 for curves over finite fields with an odd prime order. A no-
table feature of this second implementation is its design utilizing the computational power

of graphics processing units, offering a significant speed-up compared to traditional CPU-

based methods.

After presenting the implementations, we discuss experiments conducted with each, in-
cluding the resolution of specific discrete logarithm problems (DLPs) and performance

evaluations using test curves of varying genus.

143
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4.1. Description of Implementations

4.1.1. Implementation for Large Genus Hyperelliptic Curves over Even

Characteristic Fields
4.1.1.1. Overview and Experiments Setup

The initial implementation used in our experiments is an evolution of the framework de-
veloped by Velichka et al. [62]. It is written in C+ + and uses Shoup’s NTL library [54] to
handle polynomials over a characteristic two finite field.

The factor base computation and the special divisor decomposition are processed serially
using a single CPU core. We used the OpenMPI library to distribute the general relation
search and the distributed sieve initialization to multiple CPU cores on a computer cluster.

The implementation uses the efficient sieve iteration described in Section 3.2.3, as well
as the sieve initialization described in Theorem 3.2.9 that reuses the roots of the defining
polynomial modulo the factor base elements.

Finally, for the linear algebra step, we used two implementations. For the curves of Sec-
tion 4.2.1, we used a slight variant of the original implementation of Jacobson, Stein and
Velichka. This is a minor variation of the Wiedemann algorithm (see Algorithm A.4.11).
The exact adjustments we made for our implementation will be described in the next sub-
section.

We performed all experiments with this implementation on the TOP 500 [56] high-
performance cluster (HPC) named "CARL?, located at the University of Oldenburg (Ger-
many) and funded by the DFG through its Major Research Instrumentation Programme
(INST 184/157-1 FUGG) and the Ministry of Science and Culture (MWK) of the Lower
Saxony State. The computing nodes used for the experiments featured two Intel Xeon E5-
2650 v4 Processors with 12 CPU cores each. Each node is equipped with 128 gigabytes
of DDR4 memory. The nodes are interconnected with a 54.54 Gbit/s Infiniband intercon-
nect for the jobs exceeding the capacity of a node. For the experiments of Section 4.2.4, the
implementation utilizes an NVIDIA Tesla P100 graphics card in the testing nodes equipped
with 3840 compute cores and 16 gigabytes of HBM2 memory.
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4.1.1.2. Implementation Details
Specialized Arithmetic in Characteristic 2

Since this implementation uses fields of characteristic 2 only, we decided to use the special
arithmetic of those fields to speed up our sieve code.

In the case where g is even, there exist hardware-supported operations on N U {0}, al-
lowing Algorithm 3.2.20 to be implemented more efficiently and better embedded into
Algorithm 3.2.19. This operation is the exclusive-or operation, which we defined in Ap-
pendix A.5.2.

We will leverage the fact that @ is a hardware-supported operation, as fast as standard
integer addition, to accelerate the computation of the v function. In this context, v is the
function mapping polynomials to sieve array entries.

As shown in Appendix A.5.2, @ defines a group law on NU {0} with 0 being the neutral

element. In fact, the following lemma proves (F,[x], +) = (No,®) = (F,[x], +) with the

latter isomorphism given by v.

Lemma 4.1.1. Let g be even and let f, g € F,[x]. Further, let m, n be two natural numbers
in their 2-adic representation as in Definition A.5.2. Then the following assertions hold.

a) If a; # 0 implies b; = 0 for all i < min (|log, 7|, |log, m]) + 1, thenm + n =
m D n.

b) v(f+g) =vif) @ v(g)

Remark 4.1.2. The operation & allows us to combine the lists H and L from Algorithm 3.2.20
and merge the algorithm with the sieve iteration Algorithm 3.2.19. This is because, if the list
S from Algorithm 3.2.19 already holds evaluated values, the only term we must add in order
to get the next value is v(a;p)q'. We can do this by using @, because the addition of vectors
translates to using © with the evaluated integers.

Note that multiplying by ¢ is just an integer shift in this setting. Furthermore, we can cal-
culate v(a;p) by using deg(p) + 1 multiplications in ¥, plus deg(p) @ operations, which corre-

sponds to addition over our field.
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This yields the following algorithm, which is exactly Algorithm 3.2.20 with the proposed

change as in the above remark.

Algorithm 4.1.3 (Optimized Sieving in Characteristic 2).

Input: Polynomials p, r € F,[t] with deg(p) = » and a sieve radius M.

p is given as an array P[] of integer representations of its coefficients.

Output: Modifies the sieve-array R]] such that 7 := deg(p) is added to all

5:

10:

15:

20:

Rlv(k-p+r)] withdeg(k-p+7) <M.
Set S[i] =v(r)forall0< i <M—n+2.
Setk =0and K[i] =0forall 0 <i<M—n+1.
R[S[0]] < R[S[0]] + »
while (¥ < g"*1) do
Kk +1
[+ 0

while K[/] = ¢ — 1do
K[+ 0
[« 1+1

end while

K[« K[l +1

S[ « S[I+ 1]

temp < 0
fori=n;i>0;i=:1—1do
temp < (temp << n)
temp < temp & FieldMultg, (K], P[z])
end for
temp < temp << (I - n)
S|l < S[l] @ temp
RIS[]] <= R[S +»
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while / > 0 do
25: [« 1-1
S| < S[I+ 1]
end while

end while

We see that the main loop of the algorithm consists of three blocks. The first, starting at
line 8, finds the most significant coefficient of k£ changing in the current step. The second
block from lines 15 to 22 adds K[/| P to S[/| by iterating through the coefficients of P. Finally,
the last block starting in line 24 updates the lower indexed values of the array § to ensure
our loop invariants.

We implemented this pseudo-code almost directly. This gave us a very compact sieve
implementation.

The same arithmetical tricks can also be used for root computations. Since v is additively
homomorphic with respect to @, it is also possible to store v(£B;) from Theorem 3.2.13
and process the necessary operations for computing new roots on the memory addresses
directly. We used this benefit throughout the implementation in a way that the polynomial
representation of elements — both for the factor base elements and their roots and for the

field arithmetic itself — is barely used during the sieve setup phase.

Precomputations

The implementation makes significant use of precomputations to lower the arithmetic over-
head, in particular of the field multiplication. We use the precomputations whenever B > 1
and M > 1, i.e., the factor base contains primes of degrees higher than one, and the sieve ar-
ray contains more than just the constant value used. Such a setup is optimal once g exceeds
a value of approximately 10 for the parameter range of our experiment.

In this setting, an array of ¢ elements is stored containing the memory addresses v/(a - b)
forall 4, b € F,. We use the array for performing the constant multiplication as needed in

line 20 of Algorithm 4.1.3.
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Note that due to the @ operation replacing the addition directly, it does not require any

pre-computation.

Linear Algebra

The linear algebra phase of the implementation in [62] — that is the variant of the Wiede-
mann algorithm using Theorem A.4.12 — works by solving an under-constrained linear
system, i.e., with more columns than rows. While a solution is likely in this setting, ap-
plying a Wiedemann-based approach presents technical challenges for this task, because
the algorithm requires square matrices to find a divisor of the minimal polynomial of this
matrix. Therefore, the non-square matrix is transformed into a square matrix by taking
multiple random combinations of the previous rows as additional rows.

For this pattern, the implementation must insert enough extra coefficients for the artifi-
cial rows. Otherwise, overly trivial linear combinations decrease the probability of obtain-
ing a sequence generating polynomial with non-zero constant coefficient that we need to
find a solution to the non-homogeneous system. On the other hand, using too complex lin-
ear combinations compromises the sparseness of the linear system - in particular, because
there are some single rows with high density due to the self-initialization.

We chose a probabilistic approach for our implementation that gives a better average run-
time. First, we remove all found relations that contain a prime factor that is unique among
all relations. Furthermore, we remove this prime factor from the factor base. Therefore,
we cancel out the same amount of rows and columns. We further reduce the number of
rows by removing all primes that did not appear in any factorization found. This way, we
are left with more columns than rows.

Next, we start by taking the square submatrix containing all rows but only the first
columns. If the Wiedemann algorithm succeeds in finding a solution to our system, we
have already solved the discrete logarithm problem. Otherwise, the algorithm likely found
a divisor of the matrix’s minimal polynomial with trivial constant coefficient and thus gives
avector in the matrix’s kernel. We use this vector as a guiding information regarding which
matrix column — equivalent to one relation — we replace by one of the previously discarded

relations. We then repeat the process.
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It is immediate that this approach will succeed if and only if the initial linear system also
has a solution. Thus, we have the advantage of a square linear system with the probability
to require multiple iterations to find a solution. As for the runtime, we observed that
among all our experiments we had only one curve that required to run more than one

iteration. Still, the benefit was large enough to compensate for the extra iteration.

4.1.2. Implementation for Small Genus Hyperelliptic Curves over Odd

Characteristic Fields on Graphics Cards

The second implementation for our experiments complements the first one. While the first
was optimized for high-genus curves over extension fields of IF,, the second is an implemen-
tation of Algorithm 3.3.1 designed for low-genus curves over prime fields F,, where p > 5.
Unlike the first implementation, this one does not use MPI for parallelizing the relation
search across multiple compute nodes. Instead, we focused on optimizing the implementa-
tion to leverage heterogeneous computing, accelerating the relation search.

Heterogeneous computing is a recent trend in computational number theory that takes
advantage of the ability to use various computational devices within a single system to
handle intensive tasks. Although this idea is not new — dating back to floating-point co-
processors and acceleration boards in the early days of home computing — the recent avail-
ability of affordable computational power, particularly through graphics processing units
(GPUy), has revitalized interest in heterogeneous computing.

The core idea is to utilize specialized hardware that delivers exceptional performance
for specific applications. In our case, we use this hardware to handle the most computa-
tionally expensive parts, while the coordination, result aggregation, and other algorithmic
components remain on a standard CPU.

GPUg, in particular, stand out for their numerous arithmetic logic units (ALUs), which
can execute simple arithmetic operations efficiently but lack many of the complex functions
found in a traditional CPU. Additionally, their control flow is simplified, often because
they are built as SIMD units. SIMD, which stands for single instruction, multiple data,

means that large blocks of arithmetic units execute the same instruction simultaneously,
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each working with a different data stream.

This makes such processors especially well-suited for algorithms that are highly paralleliz-
able and involve minimal branching instructions. This is crucial because each branching
point can stall the units that are on a different branch. Thus, deeply nested branches and
loops with variable depths can cause significant performance issues on these devices. In [61],
we discuss techniques for implementing arithmetic in prime fields of odd characteristic for
SIMD devices with minimal branching.

To fully exploit the capabilities of modern GPUs, we implemented the sieve initializa-
tion and the sieving process in a highly parallel manner. As a demonstrator, we employed
the algorithms presented in Section 3.3.1 to solve the discrete logarithm problem for small-
genus curves in our host program. This choice was made because solving the discrete log-
arithm problem for small-genus curves demands more computational power compared to
higher-genus cases.

The remainder of this section is structured as follows: First, we provide a brief introduc-
tion to OpenCL, an open standard and programming model for heterogeneous hardware
platforms. Next, we detail our implementation. Finally, we present computational results

and timings observed with our implementation.

4.1.2.1. An Introduction to OpenCL

In this section, we will give a short introduction to OpenCL to explain the constraints
on our implementation. First, we will give insight into how work is partitioned and dis-

tributed in the OpenCL programming model.

The OpenCL Work Model

The smallest unit of work in OpenCL is a task. Each task is the work that is executed on
a stream-core and is similar to an ordinary single-threaded program. The programming of
the kernel is done at the task level such that the co-processor executes the OpenCL code
similarly to ordinary programming code.

The next relevant level of execution hierarchy is a warp (in NVIDIA terminology) or

a wavefront (in AMD terminology), which are equivalent concepts. A warp represents
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the smallest unit of tasks that a co-processor can execute as a group. All tasks within
a warp must be executed using the exact same instruction set and must follow the same
branches, even if they operate on different data. If a code branch depends on data values,
both branches are executed, and only the relevant result is retained for each task. Similarly,
if loops within a warp have different lengths, all cores processing the warp must continue
until the longest loop completes. If the total number of tasks is less than the warp size,
the device will still consume the same time and resources as it would for a full warp. On
NVIDIA GPUs as well as newer AMD GPUs, a warp or wavefront contains exactly 32
tasks, while on earlier AMD GPUs each wavefront has 64 tasks.

In the OpenCL programming model, the next execution unit is a work-group. Like a
warp, a work-group comprises tasks that follow the same execution path. However, tasks
within a work-group can be executed serially, while those in a warp execute simultaneously.
A work-group is the largest unit in OpenCL that can be synchronized within the code via
synchronization barriers. These barriers ensure that all memory operations within a work-
group are completed before the code proceeds, allowing tasks to synchronize at specific
points. For optimal performance, the work-group size should be a multiple of the warp
size. Most modern frameworks impose limits on the number of tasks per work-group, as
most implementations cannot synchronize an arbitrary number of tasks.

The global work represents the highest level of task aggregation on an OpenCL-compatible
device, as defined in the OpenCL standard. It is at this level that the host code operates,
handling data transfers between the host program and the OpenCL co-processor. All tasks
within the global work level run the same code, though not necessarily at the same time.
Synchronization across all tasks at the global work level is only possible when the co-
processor code finishes and control returns to the host program. The global work consists

of one or more work-groups, all of equal size.

The OpenCL Hardware Model

Similar to the task level, the OpenCL standard defines multiple hardware levels. Each
OpenCL device is composed of one or more compute units, which are independent units

with respect to control flow. Each compute unit is responsible for managing the synchro-
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nization of work-groups, and each work-group is assigned to exactly one compute unit.
Compute units are truly independent in terms of control flow, so two compute units can
execute different programs if shared resources permit. The exact number of compute units
varies depending on the device and its manufacturer. As a result, the total workload can be
executed serially on a few compute units or in parallel across multiple compute units, with
any mixed mode in between.

Each compute unit, in turn, consists of one or more stream cores, each of which can
perform task operations. While each stream core has its own register memory, it shares
control flow with other stream cores within the same device. The total number of stream

cores per compute unit is designed to be a divisor of the number of tasks within each warp.

The OpenCL Memory Model

Multiple different memory locations are present on an OpenCL device. The memory loca-
tion offering the highest bandwidth is the register memory. Register memory is located at
the stream core level and OpenCL programs use it for private variables, temporary values
and small local arrays in each task. Compared with the register memory in an ordinary
CPU, a graphics card offers a large amount of register space. This allows the program to
perform large computations using this memory location only.

In addition to register memory, there is a certain portion of local memory that is placed at
the compute unit level. Local memory is visible exclusively at the work-group level and the
program can use it for synchronization and collaboration within a work-group. Reading
and writing to local memory are more time-consuming than the same operations on register
memory but the access is cheaper than for the further memory regions. Modern graphics
processing units (GPUs) allow reading and writing one or two words (32 to 64 bit) per task
per clock cycle from and to local memory. For sharing data between threads, the program
must synchronize the local memory access explicitly by using barriers if the corresponding
work-group exceeds the size of one warp or wave-front. When using a CPU as an OpenCL
device, the local memory is emulated using the system RAM or cache.

The largest portion of available memory is global memory, which an OpenCL program

uses for communication with the host program and thus as the place to get inputs and store
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results from and to each task. Access to global memory is slower than for the previously
mentioned regions. Furthermore, it takes multiple clock cycles as a latency. Within a work-
group, it is possible to synchronize reads and writes from and to global memory. Outside
the boundary of a work-group, this option does not exist. While the OpenCL global mem-
ory space resides in system RAM when using a CPU, it is hosted on the GPU’s dedicated
hardware for textures and frame buffers. Therefore, the host-to-client communication be-
fore and after the computations on the device is limited by the available bandwidth of the

PCle bus system.

4.1.2.2. Implementation Details

Our implementation uses the new large-prime graph scheme presented in Algorithm 3.3.1
for small genus hyperelliptic curves over prime fields of odd characteristic. The factor base
storage, graph storage, and large-prime factor elimination are handled by the host program
on a CPU. In contrast, the factor base generation, (self-)initialization, and sieving are exe-
cuted on the GPU. For these operations, we employ branch-free arithmetic as detailed in
[61]. We assume that the base field fits within the word size of the GPU, allowing us to
handle prime fields up to 32 bits in size. This is sufficient for our tests since most degree-0
polynomials will be elements of the factor base; for larger field sizes, the factor base size
might exceed practical RAM capacities. However, a 64-bit arithmetic variant, which could
manage larger fields, is feasible at a modest additional cost.

To ensure branch-free algorithms, we use modular inversion based on Fermat’s Little
Theorem, i.e., if a is invertible modulo a prime p, then a™! = &% (mod p). This en-
ables a branch-free implementation, requiring O (logp) finite field operations, avoiding
the Euclidean algorithm, which, though faster on single cores, does not scale well in SIMD
contexts. To minimize the number of inversions, we use a standard technique: we mul-
tiply elements that require inversion together, compute one inversion, and then obtain
individual results through modular multiplication.

For the factor base generation, we use the Tonelli-Shanks algorithm (see Algorithm
A.3.7) to find roots of the function field-defining polynomial. We apply this process to

all degree-1 prime polynomials whose constant term is below a predefined bound. Approx-
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imately half of these polynomials have no root, as these primes are inert in the function
field. If no root is found, a distinguished value is returned to the host, and the correspond-
ing prime polynomial is excluded from the factor base.

For the sieve initialization, we do not fully apply self-initialization, since storing 28 finite
field elements for each factor base element in device memory would exceed the available
memory capacity, particularly on GPUs. Therefore, we compute only the necessary in-
verses a~ ! as specified in Theorem 3.2.13. When sieve polynomials share the same 4 during
self-initialization, @' is common to all, saving instructions by precomputing and storing
this single value per factor base element.

The code fragment that computes a™! first reduces 2 mod p for the degree-one prime
polynomial p € F. This is done by evaluating a at the constant term of the monic p.
We then invert 2 mod p using the procedure described above. Each computational core
processes four different values of p concurrently, replacing the individual inversions with
three modular multiplications, reducing the need for multiple modular inversions. The
implementation of the initialization follows directly from Theorem 3.2.9.

For the sieving process, we utilize OpenCL atomic operations, which allow simple arith-
metic on local or global memory without further synchronization. Atomic operations
serialize multiple simultaneous memory access requests to the same address, ensuring or-
derly operations by queuing instructions. For example, if two cores attempt to add a value
to the same array entry simultaneously, the hardware scheduler assigns an execution order.

Due to limited local memory space, we store the sieve array in global device memory.
To reduce PCle bus communication, we retain most intermediate results in device mem-
ory. Parameters for initialization are the only data sent to the GPU; relations with at most
two missing large-prime factors are transferred back to the host. We divide the sieving
process into two stages, with the first stage directly attached to the initialization to ensure
synchronization across work-groups, as OpenCL lacks a direct inter-group synchroniza-
tion method. The algorithm below describes the process applied to each sieve polynomial

root.
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Algorithm 4.1.4.

1: Given a root s of the sieve polynomial modulo a norm a.
2: atomicAdd(sieveArrayls|, 257)
3: Global synchronization by termination of OpenCL code. The following code
fragment is part of a second OpenCL program.

4: t := atomicSubtract(sieveArray[s], 1)
5: Lett =u-256+ v
6: if u > g then

7. r = atomicAdd(globalResultNumber, 1)
8:  Storesand a at the address 7.
9: end if

10: if v = 1 then

11:  sieveArray[s] < 0

12: end if

The implemented sieve works in two phases, separated by a synchronization step. In the
first pass, we loop over all roots and add entries to the sieving array, while in the second
pass we read back the results. If sufficiently many roots match, we write them out to a
storage space for found relations.

To implement this scheme efficiently, we use an encoding that adds the number 257 =
256 + 1 into each memory cell accessed. This ensures that after the first phase, we have two
copies of the counter with one byte of distance in memory. We use these two copies in the
second phase: one remains constant to indicate the total count, while the second decreases
with every access.

By doing so, each thread accessing a specific memory address in the second phase knows
if the value written in the first phase was high enough to constitute a relation. Therefore,
each thread can individually and independently decide if the handled prime and root are
worth storing. At the same time, the decreasing copy of the counter allows us to track

if other threads still need to access this specific memory address. If not, it is safe for the
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current thread to reset the content of the address to zero, cleaning up the sieve array for
the next sieve polynomial.

This is only the brief version of the implemented scheme. For example, the sieve array
entry at s = O usually satisfies # > g, but the relation corresponding to this position is
trivial.

Algorithm 3.3.1 requires us to find O(g) double-large-prime relations. For double-large-
prime sieving, we have to recall that a sieve array entry of g — 1 can also correspond to a
relation with one large-prime factor of degree two. Therefore, we must distinguish between
a single-large-prime relation with a prime factor of degree two and the desired one with
two large-prime factors of degree one. Additionally, for the desired situation, we must
reconstruct the two missing divisors at low cost. Finally, for the single-large-prime relations
found, we need to recover the missing large-prime factor.

Theorem 3.2.13 allows us to initialize the sieve without computing the full sieve polyno-
mial. Therefore, we investigated a way of computing the missing factors without comput-
ing the entire sieve polynomial. We will derive an explicit form of the sieve polynomials
as constructed in Algorithm 3.2.3 for hyperelliptic curves. This will later allow computing

the required coefficients without calculating the entire sieve polynomial.

Lemma 4.1.5. Let C be a hyperelliptic curve defined by v* = f(x) over F, for odd q.
Further, let a,b € F x| with a | b* — f represent an ideal generated by (a, b — y) on the
curve. Then the sieve polynomial f, , corresponding to the ideal (a, b — ) as constructed by

Algorithm 3.2.3 equals

?-f

fon(s) =a-s + 2bs + —=.
a

Proof. Let @« = a - s+ (y — b) as in Algorithm 3.2.3 and Theorem 3.2.2. Then the norm
of a is equal to multiplying « by its conjugate, since the function field of C is a quadratic

extension of F,(x). Since ¢ is odd, &@ = a - s + (—y — b). Consequently

N@)=aa=(a-s+@y—>0)(a-s+(—y—b))
=a’s’ +as(=2b) — (y* — b*) = &S — 2asb + (V" — )
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Since the sieve polynomial should exclude the known prime divisors dividing 4, the final

sieve polynomial is given by

fan(s) :N(a-s—l—(y—b)) = as’ — 2sb + bz_f.

a a

]

For this implementation, we restrict to sieve arrays of size g. Therefore, s is only a
constant polynomial and thus in F,. Furthermore, we can always choose 4 such that it is
of optimal degree g and that it is a product of monic linear factors. Also, we can assume

that fis monic.

Lemma 4.1.6. Given the setting of Lemma 4.1.5. Let p; denote the i-th coefficient of a

polynomial p. Then the following assertions regarding the sieve polynomial f, , hold.

f‘;zvbg—i-l =-1
fa,bg = —f + <+ dg—1

fz‘z,bgfl = _ﬁg—l + ﬂg_z — ﬂg_z(—ﬁg + ﬂg—l) — 2Sbg_1 + dg_152

Proof. The formulas arise from the formula in Lemma 4.1.5. We start with the fraction
@{ . First of all, the degree of & is less than or equal to g — 1. Since degf = 2g + 1, we see
that the highest three coefficients of 5 — fare identical to —f. By a polynomial division we

obtain

v _f: _xg+1

p + (—fog + ag1)x8 + (—fogo1 + ag-2 — ag_o(—frg + ag—1)) ¥~ + 7(x),

where 7 is a polynomial of degree g — 2 in x.
The middle term 2sb has no term of degree g, because s € F, and degb < g — 1. The
highest degree term is 2sb,_;. With the same arguments, the highest degree terms of the

2

first term as? are s*x8 and ag_1szxg’1. O

Given the three highest degree coefficients of £, ;, we can reconstruct the missing factors

of single and double-large-prime-relations.
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Corollary 4.1.7. Let s € F, such that s represents a single-large-prime relation in the sieve
array corresponding to the sieve polynomial f, . Let c1, -, ¢, denote the constant coefficients of
the known linear factors dividing f, ), (s).

Then the norm of the single-large-prime factor has constant coefficient

8

Gp = fung () = D= P+ (F + Dag 1 — Y e

=1 =1

If s represents a double-large-prime relation instead, the unknown factor of the prime de-
composition of fop, (s) is quadratic. Let | be the missing linear term and c be the constant term

of the unknown quadratic polynomial. Then

[= fb ch— —frg + )ag,l—Zci
fbg1 Z—chc]

7]

Both assertions in the corollary are consequences of a direct polynomial division. We use
both formulas to reconstruct the missing large-prime factors from the almost smooth sieve
array entries we have found. This can be done without computing and factoring the entire
sieve polynomial. For the double-large-prime relations, we factor the quadratic polynomial
by completing the square. To do so, we used O (¢) precomputations to compute the squares

and their square roots in I,

4.2. Experimental Results

4.2.1. A Family of Curves from Weil Descent

We test our sieve implementation described in Section 4.1.1 on four imaginary hyperellip-
tic curves of genus 31 defined over different fields of characteristic 2. These curves and
their corresponding discrete logarithm problems were constructed using the Weil descent

technique (Section 1.2.6). The Jacobians of all these curves have order 2-p, where p is prime,
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making them challenging to solve using only generic algorithms.

Based on the base-2 logarithm of the size of their Jacobians, we designated the curves as
C62, C93, C124, and CI155. The precise equations for each curve and the points used for
the discrete logarithm problems are provided in Appendix C.1.

For our experiment, we utilized three different implementations. The first is based on
Algorithm 1.2.50, using a randomized sequence of divisors and trial factoring. This imple-
mentation follows the work of Jacobson, Menezes, and Stein [32]. The second implemen-
tation used is the original sieve by Jacobson, Stein, and Velichka [62]. Lastly, we tested our
own modified sieve implementation, as previously described. All three implementations
incorporated a single-large-prime method similar to the one outlined in Section 3.1.4. In
our variant, we allowed large-prime factors to have degrees up to a certain bound, which
served as an additional parameter in the implementations.

To determine optimal parameters for factor base sizes and sieve bounds, we conducted
tests by finding at least 5% of the necessary relations under different configurations, select-
ing those that offered the shortest estimated times for the complete search. In this process,
we factored in the initialization times for the sieves and extrapolated them for the entire
relation search. We also accounted for the increasing number of relations found through
our single-large-prime algorithm. The parameters we chose are summarized in Table 4.1.

We structured the parameter table as follows. First, we begin with the chosen factor base
bound B = m and the size of the factor bases #F. Next are the large-prime bound for the
large-prime method and the sieve array bound M.

The parameter Po,. equals the parameter k in Theorem 3.2.14, i.e., it determines the
number of prime divisors of the factor base involved in creating the sieve polynomials.
This comes with the twist that in the implementation of [62], as well as in our modification
of it, all these factors were required to have the same degree. As a result, depending on the
prime factors of g — M, it was not always possible to initialize the sieve with optimal degree
inputs.

Finally, the parameter T determines the tolerance value for the sieving algorithm as de-
scribed in Definition 1.2.55.

Note that for the random-divisors-based implementation, the required CPU time was
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prohibitively long for the two larger Jacobians. Therefore, we compared this implementa-
tion only with the two smaller Jacobians. Furthermore, we use the hyperelliptic involution
to halve the number of relations that we require for solving the discrete logarithm problem

over our factor bases.

C62 C93 C124 C155
Implementation | Random Walk | Both Sieves | Random Walk | Both Sieves | Both Sieves | Both Sieves
B 7 6 5 5 4 4
#HF 3,288 948 7,744 7,744 17,744 273,056
Large-Prime Bound 8 7 6 6 5 5
M 8 4 4 4
Poyee 8 9 9 9
T 30 30 30 30 30 30

Table 4.1.: Parameters for DLP Solving on the Example Curves

Note that in [62] some experiments were done using small prime sieving. Small prime
sieving is a technique where the sieve is run only with smaller degree primes and a consid-
erably lower threshold bound 7. Then all sieve array entries exceeding 7 were trial divided
to ensure full smoothness. We refined the implementation and fixed some minor issues in
Velichka’s sieve. Thereby, we found out that it was more beneficial to use the entire factor
base, exactly as with our new implementation.

To ensure all approaches work with almost equal factor base sizes, we decided to choose
B = m € N, where B is the maximum degree of the factor base elements and ¢ is the
approximate size of the factor base. This may lead to a non-optimal factor base size but
makes the results less sensitive to the implementation and randomness. In Section 4.2.3 we
will provide the results of other experiments that suggest that m = B is in fact ideal for
many curves.

We structure each result table as follows. For all three methods we list two kinds of
times. If no additional indicator is given, the time is the actual time that passed during
the corresponding segment of our experiments. In contrast, we also provide the core times,
i.e., the runtimes the routines would require if run sequentially on a single compute core.
To compute these values, we multiplied the real timings by the number of CPU cores
involved for better comparability and to account for parallelism. We provide these two
types of timings for the sieve setup and the general relation search. We ran the linear

algebra computation as well as the search for the two special relations on a single CPU
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Random Walk [32] | Sieving [62] | Our Implementation

Setup Time 1.32s 0.40s 0.41s

Relation Time 45.81s 25.35s 0.40s

Setup Core Time 31.68s 9.60s 9.84s
Relation Core Time 18m 19.44s 10m 8.4s 9.60s
Special Relations Time 5.42s 0.57s
Linear Algebra Time 1.39s 4.14s 0.94s
Total Time 48.52s 35.31s 2.32s

Total Core Time 18m 52.52s | 10m 27.56s 20.95s

Table 4.2.: Timings of DLP Solving on the 62 bit Jacobian of C62

core only. Therefore, the two timings are equal for this phase.

Random Walk [32] | Sieving [62] | Our Implementation

Setup Time 3.47s 2.09s 2.08s

Relation Time 1h 33m 14.87s | 6m 34.62s 11.73s

Setup Core Time 1m 23.28s 50.16s 49.92s
Relation Core Time 1d 13h 18m | 2h 37m 51s 4m 41.52s
Special Relations Time 2m 19.4s 2m 2.82s
Linear Algebra Time 9.98s | 7m 56.76s 58.15s
Total Time 1h 33m 29s | 16m 52.87s 8m 32.41s

Total Core Time 1d 14h 53m | 2h 48m 58s 4m 4.70s

Table 4.3.: Timings of DLP Solving on the 93 bit Jacobian of C93

Finally, we give the timings for the linear algebra calculations and aggregate the total
CPU-Core time as well as the real used time. Note that the linear algebra matrices used
for both sieving algorithms were equal. On the other hand, the matrices produced by
the random walk implementation of [32] were more sparse. This holds because matrices
generated from the randomly created divisors process lack the extra entries caused by the
self-initialization process.

The two smallest examples are completed within a few minutes by the two sieving-based
algorithms. For the random-divisors-based implementation, the curve C93 is already more
challenging. Overall, we see that the sieving based implementations have large timing ad-
vantages over the random-divisors-based approach, although the linear algebra phase con-
sumes more time.

The C124 test curve benefits more from the new algorithms than the other curves. This

is primarily because, with the chosen parameters, the factor base and sieve arrays are rela-
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Sieving [62] | Our Implementation

Setup Time 4.45s 4.47s

Relation Time | 18h 33m 38s 8m 12.25s

Setup Core Time 1m 46.8s 1m 47.28s
Relation Core Time | 18d 13h 28m 3h 16m 54s
Special Relations Time 1h Om 6s 21m 35.55s
Linear Algebra Time 1h Om 1s 7m 51.16s
Total Time | 20h 33m 50s 38m 43.43s

Total Core Time | 18d 15h 29m 3h 48m 8s

Table 4.4.: Timings of DLP Solving on the 124 bit Jacobian of C124

Sieving [62] | Our Implementation

Setup Time 1m 19.13s 1m 20.22s

Relation Time 15d 9h 31m 3h 57m 19s

Setup Core Time 31m 39.21s 32m 5.29s
Relation Core Time 369d 9h 3d 22h 56m
Special Relations Time 2h 38m 21s 27m 49.47s
Linear Algebra Time 20d 2h Om 2d 14h 56m
Total Time | 35d 13h 40m 2d 18h 55m

Total Core Time | 389d 14h 10m 6d 14h 25m

Table 4.5.: Timings of DLP Solving on the 155 bit Jacobian of C155

tively small compared to the entire group size. As a result, the implementations need to
run a larger number of sieves to find each individual relation, requiring frequent reinitializa-
tions. Thus, C124 gains significantly from the new, more efficient initialization routines.
However, this routine is not yet implemented for initializing the sieve used to find the two
special relations, making this step a runtime bottleneck. Based on a limited set of gener-
ated relations and results from other experiments, we estimate that the total core time for
the random walk implementation on curve C124 would be slightly more than one year.
Consequently, we opted not to run the random walk-based algorithm for the two larger
Jacobians.

Also, we conclude that the sieving-based algorithms make the 155-bit example feasible on
general-purpose hardware within a week. In particular, our new implementation suggests
that a desktop computer is also capable of running a solver for this problem range in decent
time. For larger experiments, we will need to drop the original implementation from [62]
due to timing restrictions on our computer cluster.

In the next section, we provide a test result of the new implementation with an even



4.2. Experimental Results 163

more complex discrete logarithm problem. To do this, we will also switch to using multiple

computing nodes.

4.2.2. 184 Bit Hyperelliptic DLP from a Trapdoor Curve

In[59], Teske describes a scheme for creating elliptic curve discrete logarithm problems that
include a trapdoor, i.e., that allow the creator of the underlying curve to solve the discrete
logarithm problem without knowledge of the used private key with feasible effort. The
author mentioned key escrow applications as one beneficiary of such discrete logarithm
problems.

The technique behind this system involves constructing an elliptic curve that is suscepti-
ble to the Weil descent attack (see Section 1.2.6) over the field Fii. Through Weil descent,
discrete logarithm problems on these curves can be translated into discrete logarithm prob-
lems on hyperelliptic curves of genus 7 or 8 over F,s. Using suitable algorithms, such
as the Enge-Gaudry algorithm (see Algorithm 1.1.12), the resulting problem is considered
challenging but feasible. Specifically, based on the results of Jacobson, Menezes, and Stein
[32], Teske estimated that solving a discrete logarithm problem in the genus 8 case could
take up to 200,000 CPU days on a Pentium III workstation. This estimate aligns with the
predicted runtime for the C155 curve we examined in the previous section.

Once the elliptic curve and the descent map are constructed, a second elliptic curve is
created, isomorphic to the first via a randomly generated isogeny. A discrete logarithm
problem on this new curve can be resolved by the curve’s creator using the known isogeny
and the Weil descent. However, for external attackers, discovering the inverse isogeny —
and thus identifying the vulnerable curve — presents significant challenges, making it diffi-
cult to break the discrete logarithm problem without resorting to a generic attack. As of
2017, discrete logarithm problems on non-vulnerable curves with a Jacobian of size 2'%! are
considered unbreakable within practical time limits using generic algorithms like Pollard’s
Rho algorithm (see 1.1.7).

For sieving-based methods, we assume that breaking a discrete logarithm problem on a
genus 8 curve over Fy» would require more time than solving the genus 31 problem over Fs,.

This is because the size of the Jacobian for the genus 8 curve is 282 = 2184 approximately
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Factor Base Size | 3,700,000 (B = 1)
Sieve Array Size | 8,388,607 (M = 0)
Total Relations 1,850, 005
Relations from Large-Prime Factors | 1,754,816 (86%)
Sieve Polynomials Used 268,872,823
Smoothness Probability 1.512-1071°
Large-Prime Smoothness Probability 1.519 - 1077
Setup Time 3m 53s
Relation Time 6h 17m 11s
Setup Core Time 4d 3h 25m
Relation Core Time 402d 1h 16m
Large-Prime Combining Core Time 1d 15h 13m
Special Relations Core Time 14h 59m 55s
Linear Algebra "krylov” Time 17h 40m 39s
Linear Algebra "plingen pz” Time 6h 58m 5s
Linear Algebra "mksol” Time 2h 17m 16s
Misc Linear Algebra Time 7m 12s
Total Linear Algebra Core Time 393d 18h 37m

| Total Core Time | 795d 20h 2m |

Table 4.6.: Timings of DLP Solving on the 184 bit Jacobian of C184

536, 870,912 times larger. For random-walk-based algorithms, this factor is less significant,
as it is possible to operate solely within a subgroup of size 2'¢! generated by the image of

the elliptic curve’s Jacobian.

To validate the efficiency of the algorithms proposed in this thesis, we created a random
discrete logarithm problem on the first example curve outlined in the appendix of [59].
We then mapped this problem to the Jacobian of a genus 8 hyperelliptic curve over Fys.
To solve the hyperelliptic curve discrete logarithm problem, we employed the modified

Velichka implementation described in Section 4.1.1.

For our experiments, we utilized a subset of the compute nodes from the Top 500 cluster
”Carl” at the University of Oldenburg, as detailed in Section 4.1.1.1. To collect the general
relations, we deployed 64 compute nodes, leveraging a total of 1,536 processor cores for

the sieving process.

During the computation of general relations, it became apparent that the original large-
prime combination algorithm from [62] was not optimized for the large factor base sizes

used in this example. As a result, the large-prime combination step consumed nearly three-
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quarters of the total runtime, while utilizing only a single CPU core. Although this ap-
proach saved overall CPU time, reducing the number of potential large-prime factors might

have shortened the actual relation collection time.

Finding the special relations was relatively straightforward because our implementation
successfully identified the two required relations after 153 and 284 sieve setups. Although
this is roughly twice and three times the theoretically expected number of trials, it still falls

within the anticipated range.

For the linear algebra phase, we transitioned from the matrix representation outlined in
Algorithm 1.1.13—employed in the [62] implementation—to the format specified in Algo-
rithm 1.1.15. Using this updated representation, we utilized the tools from CADO-NFS
2.3[57], an efficient implementation of the number field sieve that includes a state-of-the-art
solver for homogeneous linear systems over finite fields. This software employs a multi-
phase variant of Coppersmith’s block Wiedemann algorithm [13], which is more easily
parallelized than the original Algorithm A.4.12. The "krylov” and "mksol” phases were ex-
ecuted on a 4x4 MPI and 6x4 local grid setup, engaging 384 CPU cores in total. Due to the
algorithm’s requirements, the intermediate "plingen_pz” phase ran on the same 16 cluster
nodes with pure MPI parallelization in a 16x16 grid, utilizing 256 CPU cores. The overall
linear algebra phase required a total wall-clock time equivalent to 393 days, 18 hours, and
37 minutes of single-core CPU time. This indicates that the chosen factor base size was

well-balanced in terms of single-core computational efficiency.

By applying the algorithms proposed in Chapter 3 to the [62] implementation, we were
able to solve the problem in under 800 single-core CPU days. Its worth noting that our test
machine was equipped with an Intel XEON E5-2650 v4 processor, which has a higher clock
rate than the 1 GHz Intel Pentium III workstation used in [32]. Additionally, the newer
processor benefits from architectural improvements that increase instructions per clock cy-
cle. However, because our algorithms do not exploit modern techniques like SSE or AVX
and instead rely on basic arithmetic, a single core of a recent 2.2 GHz processor is estimated
to be about four times faster than the older Pentium III cores. Taking these factors into
account, we estimate that the algorithmic enhancements led to a tenfold improvement in

runtime, without considering the added complexity from the larger Jacobian.
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4.2.3. Investigation of the Smoothness Probability and Algorithm Runtime for

Varying Genus

The scope of our third series of experiments is to verify the outcomes of the smoothness
probability analysis of Chapter 2, as well as the theoretical complexity analysis of the siev-
ing algorithm as presented in Section 3.2. In order to do so, we constructed hyperelliptic
curves of different genera over characteristic 2 fields such that the overall size of the Jaco-
bian was approximately 2'%.

We constructed the factor base with a fixed size of 20, 000 elements. Therefore the max-
imum degree B of factor base elements is the least integer satisfying z4° > 20,000. The
value of 20,000 is slightly lower than the theoretically optimal factor base size for a Ja-
cobian of size 2'?, but the experiments in the previous two sections suggest that for our
current implementation the timings are more balanced with a smaller factor base.

The lowest genus tested was g = 8. For a genus 8 curve and g = 2 we have #F <
g, but the factor base size is still above the optimal factor base size for the single-large-
prime algorithm 3.1.8. Therefore, this example curve represents the edge case between
the presumed exponential time complexity for low-genus curves and the subexponential

complexity for high-genus curves.

The following table gives an overview of the fixed parameters we chose for this series of

experiments.
q 21 22 23 24 25 26 28 210 212 215
g 120 60 40 30 24 20 15 12 10 8
HF 20,000
logq (B-#JF) | 18.45 | 8.72 | 5.62 | 4.15 | 3.25 | 2.65 | 1.91 | 1.52 | 1.27 | 0.95
B 20 10 6 5 4 3 2 2 2 1

Table 4.7.: Overview of genus and finite field sizes for experiments of Section 4.2.3

For all curves we tested multiple combinations of the sieve array size M and the number

of primes for initializing the sieve array Po,.. Due to the implementation of the sieve
. . 1M - .

polynomial generation, we had to ensure that gJ]ZO—+ is an integer lower than the factor

base bound B. In those cases where this was not possible and the fraction was not an



4.2. Experimental Results 167

integer, the elements associated with the sieve array were of slightly higher than optimal
degree and thus worsened the smoothness probability.

The exact curve equations and the results for all experiments conducted can be found in
Appendix C.2. For the analysis, we extract some of the data to support our analysis of the

data series.

Influence of the Algorithm Parameters regarding the Smoothness Probability

By Theorem 2.5.1 the expectation is that for factor bases of identical size and constant ¢”
the smoothness probability does not alter significantly. If 7 is increased, we expect a lower
smoothness probability, because the divisors associated with the sieve array are of higher
degree.

In our experiments we verified the latter assumption by modifying the sieve bound M as
well as Po,.. A larger sieve bound will generally increase the number of divisors tested for
smoothness, but also increases the best achievable value of 7, because 7,,, = g+ 1+ M by
Theorem 3.2.6. We note that not all elements associated with the sieve array will always
have the same degree. To denote that, the appendix tables designate the 7 value associated
with the largest degrees of array elements by 7,

The high-genus curves — C60 and C120 — offered multiple configurations for M and
Ponee, resulting in different element sizes 1),,,. for the sieve array. Since the initialization
system uses divisors of a single degree, we could isolate variables: we tested fixed M with
Varying N by changing Poy,., and vice versa. We observed that increasing 7,,,. consis-
tently reduced the smoothness probability as expected, whereas the size of the sieve array
itself M had minimal impact.

Notably, when running sieves of varying sizes with fixed Po,. and identical 7,,,, the
smoothness probabilities remained within a very tight range. It is important to note, how-
ever, that this implies some of these sieves were not initialized optimally with respect to
achieving the ideal 7,4,

In contrast, comparing different values of 7,4, but either the same M or the same Po,,
we saw that an increased value of 7),,,, always gave the expected reduction in smoothness

probability.
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An interesting observation occurred when varying Po,. while keeping the sieve array

size and 7)., constant. Doing so has only a minor influence on the factor base, unless Po,c

n
P Once

becomes very large. For almost all curves, we observed that if <, the smoothness
probability decreases dramatically. This was particularly evident for the genus 40, 60, and
120 curves. For curves of lower degree, the parameter constraints often precluded testing
this scenario. Unfortunately, we did not find a definitive explanation for this behavior. We
hypothesize that prime divisors of degree less than £ are scarce. Consequently, relations
containing many such small factors are rare, yet the initialization strategy forces their in-
clusion. The exact reasons for the observation may be worth an investigation in a future
work.

Our experiments confirm that the smoothness probability is independent of the specific
sieve polynomial used, provided the polynomial is constructed from prime divisors of suf-
ficiently large degree. This is a crucial finding, as it supports the general assumption that
divisors in the search range behave like random divisors of the same degree with respect to
smoothness. The precise discrepancy between this assumption and the actual smoothness

probability — along with potential strategies to achieve *better-than-expected’ outcomes —

are topics worthy of further investigation, though they lie beyond the scope of this thesis.

Influence of the Curve regarding the Smoothness Probability

Up to this point, we only investigated changes in the smoothness probability when chang-
ing the algorithm parameters for the same curve. However, for curves of generally high
enough degree, Theorem 2.5.1 also implied that the smoothness probability should not
change significantly for factor bases of identical size and constant ¢”, but different curves
with different base field sizes and curve genera.

Table 4.8 summarizes the least possible theoretic values 7, for the curves in our exper-
iments. Alongside the theoretically optimal values of 7,,,, we also give the actual values
Tmax that differ from the optimum due to the limitation of the initialization system to use
divisors of one degree only.

The last row of table 4.8 gives the measured smoothness probability for the given pa-

rameters. We observe that the correlation between the smoothness probability and g™ is
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weaker than expected. This is particularly true for the lower genus curves. For example,
the measured smoothness probability was worst for the genus 12 curve, although the ratio

between ¢" and the factor base size was best among the curves.

q 2! 22 23 2 25

g 120 60 40 30 24

B 18 9 6 5 4
Topt 138 69 46 35 28
Tact 139 70 46 36 28
log, g™ 138 138 138 140 140
log, g™ 139 138 138 144 140

P (Naer, F) | 1.32-107% | 1.02-10% | 5.37-10° | 1.06-107% | 1.24- 10~

q 26 28 210 212 215

g 20 15 12 10 8

B 3 2 2 2 1

Topt 23 17 13 12 9

Tact 23 17 13 12 9
log, g 138 136 130 144 135
log, g™ 138 136 130 144 135

P (Naet, F) | 6.76-1071° | 1.50- 1078 | 1.10- 10~ | 1.31-107° | 5.11 - 10~°

Table 4.8.: Measured smoothness probability for M = B — 1 and chosen parameters

The proof of Theorem 2.4.7 suggests that the smoothness probability is particularly good
when as many elements of degree B as possible are included in the factor basis. In this case,
there are particularly many genuinely different ways to generate smooth divisors over the
factor basis that contain few prime factors of high degree. In the asymptotically written
smoothness probability estimates, this effect is hidden in the o(1) term.

To confirm our conjecture, we added an additional series of experiments. For this series,
we chose the genus 24 curve over Fys, because this curve has a high smoothness probability,

as well as a short compute time for testing one divisor for smoothness. For all the extra tests
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we chose the sieve bound M to be three. Therefore, the sieve array had 1,048, 576 elements.
By using Po,.. = 7 and so prime divisors of degree three for the sieve initialization, we
optimize the divisor degree 7),,,, associated with the sieve array.

The extra test series runs over factor bases of different size. Since all factor bases with
a size below 600 elements contain only prime divisors of degree two or less, we chose
700 elements as a minimum to ensure there are enough degree three prime divisors for
initialization. Starting with 1,000 elements we increased the number of factor base elements
by 500. From a size of 20,000 elements onwards, we increased the step size in steps of 2,000
elements.

Overall, we chose the range for #F to span from 700 to 274,000 elements. This range
covers all possibilities for building factor bases with elements up to degree four. Increasing
the factor base size to the next step of 276,000 elements already includes prime divisors of
degree five. All experiments were run until at least £ smooth elements were found.

We included all results of this series of experiments in Table C.19 in the appendix of
the thesis. Figure 4.1 contains a visualization of the number of required sieve polynomials
(light gray) and the required time to complete the simulation (dark gray). The figure does
not include the results for #F < 9,000 as including them would have caused a bad scaling
for the larger factor base sizes.

As expected, the smoothness probability increases monotonically with a growing factor
base size. Interestingly, we observed that for the first degree-four elements added to the
factor base, the smoothness probability grows more slowly than the rate of increase in fac-
tor base size. Thus, between 11,544 and approximately 24,000 factor base elements, the
number of divisors tested to complete the set of relations increases, as the higher smooth-
ness probability does not sufficiently offset the increased demand for relations caused by
the expanded factor base.

With further increases in factor base size, this effect diminishes as the growth rate of
the smoothness probability surpasses that of the factor base size. Starting at around 42,000
factor base elements, the required number of tested divisors is actually lower than it was
with 11,544 factor base elements.

We conclude that the asymptotic o(1) term of our smoothness probability formulas
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Figure 4.1.: Required Sieve Polynomials and Timings for Varying Factor Base Sizes

masks a practical reality: when the factor base size is only marginally larger than z54%7,
the increase in smoothness probability fails to offset the computational overhead of pro-
cessing the expanded factor base.

Therefore, we anticipate that the ratio between factor base elements and smoothness
probability is optimal when log, (B - #7F) is close to an integer, which is either B or B — 1.
We have added this number into the list of all test curves for the original element.

While not a formal proof, the data correlates strongly with the observed smoothness
probabilities. When the factor base size is close to 3¢* or slightly above 7=, we observe
a high smoothness probability relative to the factor base size. Conversely, the worst-case
scenario occurs when [log, (B #F) — B| ~ 0.5 for large . For smaller g, this effect
is mitigated because the absolute ratio between the actual factor base size and the nearest
factor base size that would use all divisors of degree B, is bound by ¢.

The assumptions of Theorem 2.4.7 require that /7/Inlng > % holds. We
ng
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q 2 22 pE 2 2
g 120 60 40 30 24
B 18 9 6 5 4
P (u, F) | 132-10°° | 1.02-10° | 537107 | 1.06-10° | 1.24-10°°
log, (B-#F) | 1845 8.72 5.62 415 3.26
q 26 28 210 212 215
g 20 15 12 10
B 3 2 2 2 1
P Nty F) | 6.76-10719 | 150-107% | 1.10- 1071 | 1.31-1071° | 5.11- 1077
logq (B-#F) 2.65 1.91 1.52 1.27 0.95

Table 4.9.: Complemented Version of Table 4.8

observe that as the genus increases, the left-hand side of this inequality grows faster than
the right-hand side. Overall, this requirement imposes a lower bound on 7, which in turn
implies a lower bound on g for any C, 4 curve. Therefore, for increasing ¢, the genus must
also increase for the theorem to hold; consequently, as g8 — oo, the observed deviation in

smoothness probability is o(1).

Influence of Curve and Algorithm Parameters regarding the Sieving Algorithm Performance

To evaluate the performance, we measure the throughput in terms of tested divisors per
second. Equivalently, one can analyze the average time required to test a single divisor
for smoothness. Like the smoothness probability itself, this performance metric depends
on multiple factors. The supplementary tests in the previous section used the sieve array
sizes and Po, values listed in Table C.19 in the appendix. These tests demonstrate that
the smoothness probability significantly impacts the average test time per divisor. This
occurs because a higher smoothness probability requires more frequent post-processing of
relations, specifically the verification of relations and checks for duplicates. Consequently,
the performance penalty exceeds the expected cost of a larger factor base, resulting in longer
initialization and sieving times than anticipated.

Isolating the influence of the parameter Po,, is challenging because the value I%Z must
remain an integer between £ and B to avoid drastically worsening the smoothness proba-
bility, as described in the previous section. These conditions were satisfied only for tests

on curves of genus 20, 24, 60, and 120. In additional evaluations where the sieve array size
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was held constant while the associated degree varied with Po,., we observed that perfor-
mance generally improves with larger Po,,. This is due to the more efficient utilization
of the algorithm described in Theorem 3.2.13. We therefore recommend maximizing Poyc.
as much as possible, provided the smoothness probability remains unaffected. Ultimately,
the impact of the smoothness probability on overall performance dominates the sensitivity

to POnce-

The second critical parameter is the sieve array size, which must also be balanced against
the smoothness probability to optimize performance. When analyzing the sieve array size
in isolation, the algorithm performs optimally for sizes between 2% and 2. For smaller
sizes, detailed computational logs reveal that the initialization phase dominates the total
runtime. Conversely, for larger arrays, the sieving phase becomes the bottleneck, and the
computation speed slows down as the array grows. This slowdown cannot be explained

by general complexity theory regarding the test time per divisor.

Instead, we attribute this behavior to hardware-specific constraints rather than algorith-
mic complexity. As the sieve is implemented as a byte array, arrays up to 2%? elements fit
entirely within the CPU’s L3 cache of our test CPU. However, when accounting for aux-
iliary data like the factor base elements and their roots, the effective cache limit is approx-
imately 2% sieve array elements. Beyond this point, cache lines must be spilled to main
RAM, causing the process to become memory-bandwidth bound. This hardware bottle-
neck outweighs the theoretical reduction in relation testing complexity offered by larger
arrays. From approximately 2%* elements upwards, the cache controller can no longer com-

pensate for this latency.

This must be considered for larger Jacobians, since in this situation one will often deal
with larger sieve arrays in the machine RAM. Aside from this, the specific genus of the
curve does not appear to inherently impact the relation smoothness testing speed. Since the
smoothness probability also stabilizes for sufficiently large genus, the overall performance
becomes highly predictable, provided the sieve array size and Po, are tuned correctly. This
underscores the necessity of initializing the sieve with a configurable number of factor base
divisors of varying degrees to ensure optimal performance. This flexibility is particularly

vital for production-grade implementations intended to solve discrete logarithm problems
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over algebraic curves efficiently.

4.2.4. GPU Experiments with Small Genus

In our final series of experiments, we use the implementation described in Section 4.1.2
for generating the general-purpose relations on hyperelliptic curves of small genus over
prime fields of odd characteristic. To compare the results with those of Section 4.2.3, most
experiments handle curves with a 120-bit Jacobian of genus between 4 and 8. Additionally,
we tested a curve of genus 8 with a 182-bit Jacobian. For this curve, the Jacobian is of

similar size to the one presented in Section 4.2.2.

Besides the experiments with Algorithm 3.3.1, we also compared the result to the or-
dinary large-prime collecting algorithm. The only difference of the two implementations
is the different tolerance limit and the way the implementation processes large-prime rela-

21 2logg(g=1)!logg 8)

tions. For both implementations and all curves, we used factor base sizes of g%+ 21

- which is the approximate optimum for single-large-prime algorithms - and q%

+log, g _
which is the theoretic optimal for Algorithm 3.3.1. We provide the curve equations and
more detailed results in Appendix C.3. For the timings, we calculated exactly Z” relations.

This is a complete set of relations due to the hyperelliptic involution.
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q = #F, Genus #F Sieve Full Single-Large- | Computation
Polynomials | Relations | Prime Relations Time
32,771 8 20,992 1,562,112 2,675 7,821 (75 %) 3m 6s
32,771 8 11,776 84,763,264 742 5,011 (87%) 2h 47m 21s
144,439 7 50,142 4,768,832 3,626 21,634 (85 %) 9m 51s
144,439 7 26,684 245,313,216 1,237 12,084 (90 %) 8h 13m 29s
1,048,627 6 196,820 | 5936,800 | 10,170 | 88,340 (89 %) 17m 49s
1,048,627 6 82,376 652,891,008 2,503 38,514 (93 %) 1d 1h 59m
16,777,289 5 1,084,416 20,356,000 34,336 507,623 (93 %) 9h 49m 45s
16,777,289 5 340,192 | 3,566,849,856 5,757 164,456 (96 %) 25d 22h 44s
1,073,741,651 4 11,565,568 | 147,736,344 191,873 | 5,590,880 (96 %) | 33d 2h 47m

Table 4.10.: Graphics Card Implementation Results for the Single-Large-Prime Algorithm

For the genus 8 curve, we observe that the GPU implementation requires about 3 min-
utes and 6 seconds for computing all necessary relations with the single-large-prime method
for a factor base size of about 20, 000 elements. This is 73.75 times faster than the relation
computation of a similar-sized curve with same factor base size using the CPU implemen-
tation of the single-large-prime algorithm as given in table C.8. It should be noted that the
relation collection in the CPU example used only a single core. Using an entire node, the
speedup is only a factor of 3.07.

Overall, the genus seven and eight curves are not well-suited to GPU hardware because
the factor base and sieve array sizes are relatively small compared to the number of com-
putational cores on the GPU. This makes it difficult to hide memory latency effectively.
Consequently, we observe only a slight performance drop from the genus eight to the
genus six curve. For the lower genera, there is an increase in problem complexity that
aligns with theoretical predictions on reduced smoothness probabilities. For the smaller
factor base sizes that are theoretically ideal for Algorithm 3.3.1, we observe a larger decrease
in smoothness probability, resulting in a significant increase in runtime. Due to this and
limitations in computing time on our test cluster, we had to omit experiments with smaller
factor base sizes for the genus four curve.

For the new prime graph algorithm, we had to experiment with the factor ¢ of Algorithm
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3.3.1. This determines the exact number of single- and double-large-prime relations created
before the relation combination algorithm starts. In theory, there are ¢ — F divisors with
-7 different norms that can be large-prime divisors. Due to the hyperelliptic involution,
we can build the graph from the norms, since the two divisors of the same norm are only
inverses in the Jacobian.

In our first experiments, we tested g — #F as well as exactly g double-large-prime rela-
tions as targets for the search phase. Note that for the lower genus curves, the factor base
is only a small fraction of all degree one divisors, and therefore both values are close. For
the genus eight curve, these choices did not fit well to the problem. With the first setting,
we collected insufficiently many double-large-prime relations to generate enough relations
from the collected elements afterwards, although the graph was fully connected. When
up to g double-large-prime relations were collected instead, the algorithm did not even en-
ter the combination phase, because the single-large-prime relations were already enough to

create all required relations.

q=#F, | Genus #F Sieve Full Single-Large- | Relations from | Computation
Polynomials | Relations | Prime Relations LP Graph Time
32,771 8 20,992 796,160 1,280 | 2693(25%) | 6,523 (62 %) 1m 525
32,771 8 11,506 22,981,760 201 525 (8 %) 5,162 (87 %) 47m 39s
144,439 7 50,521 1,395,136 1,032 2,367 (9 %) 21,672 (86 %) 3m 17s
144,439 7 26,642 46,912,512 234 554 (4 %) 12,554(94 %) 1h 42m 9s
1,048,627 6 197,020 1,316,128 2,222 5,236 (5 %) 90,952 (92 %) 4m 49s
1,048,627 6 82,035 88,501,088 328 800 (1 %) 40,060 (97 %) 3h 43m 39s
16,777,289 5 | 1,083,918 | 2,955,744 5,032 12,039 2 %) | 525,137 (96 %) | 1h27m 51s
16,777,289 5 340,192 289,140,032 448 1,289 (0.76 %) 168,503 (98 %) 2d 3h 50m
1,073,741,651 | 4 | 11,565,506 | 9,685,328 | 12,674 | 25,812 (0.45%) | 5,744,298 99 %) | 2d 6h 13m
1,073,741,651 4 2,173,682 | 1,448,143,728 451 1,625 (0.15 %) | 1,084,900 (99 %) | 63d 20h 45m

Table 4.11.: Graphics Card Computing Results for Algorithm 3.3.1

Finally, it turned out that averaging the two values to ¢ — %~ was a suitable choice for
all our testing curves. Therefore, we adjusted ¢ of Algorithm 3.3.1 so that the algorithms
collect exactly ¢ — £2 double-large-prime relations during the search phase. Since the

smoothness probability does not change during the relation search, this parametrization
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made the overall runtime predictable once we found a small percentage of all double-large-

prime relations.

The new algorithm has similar scaling properties as the single-large-prime algorithm. Be-
tween the genus 8 and the genus 6 curve, the timing barely increases with respect to the
theoretic algorithmic complexity. Starting with the genus 5 curve, the timing then follows
the theoretic estimates. For the problems with reduced factor base size, the new algorithm

has better scaling properties compared to the single-large-prime algorithm. In theory, the

#F) Large

#meH>g for the single-large-prime algorithm

decrease of smoothness probability shall be (

and (ig;’f;)g_l for the large-prime graph algorithm. These estimates are well confirmed
by our experiments. Note that a smaller factor base allows us to initialize and sieve more
quickly. Therefore, on both implementations, a factor of % is saved with respect to
the timing.

Overall, we see that the new algorithm has more headroom for balancing the runtime
with the linear algebra phase since the penalty for decreased factor base sizes — which is
beneficial for the linear algebra phase — is reduced. Also, we see that the scaling towards
theoretically harder discrete logarithm problems improves compared to the large-prime

graph algorithm. Also, by evaluating table 4.12, we see that for the harder problems, the

new algorithm is scaling better.

Genus 4 5 6 7 8

Factor Base Size | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt
Single LP Alg. 1,465.9 % na. 6713 % | 1,201.7 % | 369.9% | 697.1% | 300.0% | 483.1% | 166.7 % | 351.2%
LP Graph Alg. 100 % 100 % 100 % 100 % 100 % 100 % 100 % 100 % 100 % 100 %

Table 4.12.: Relative Computation Duration normed to Large-Prime Graph Algorithm

The large-prime graph algorithm generates relations with more divisors involved compared
to the single-large-prime variant. Therefore, we provide the average weight for each matrix

column in Table 4.13.
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Genus 4 5 6 7 8

Factor Base Size | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt | SLP Opt | LPG Opt
Single LP Alg. 15.60 na. 18.66 18.92 20.97 21.86 22.95 24.03 23.82 25.87
LP Graph Alg. 44.34 63.28 44.29 60.43 49.56 62.35 54.33 61.32 64.47 85.01

Table 4.13.: Column Weights of tested Large-Prime Algorithms

We observe that the single-large-prime algorithm has a low sensitivity to the actual size of
the factor base as well as to the genus of the curve with regard to the average row weight.
One reason is that for a lower factor base size, the created relations have exactly the same
structure with the only change being that the proportion of relations arising from large-
prime relations increases. Especially for the lower genera, the proportion is already large
for the larger factor base size. Therefore, the weight of the created relations has a low
sensitivity. We also see that the weight of the created relations is almost constant between
genus six and eight. The primary reason, again, is the number of full relations involved. For
genus eight, the factor base size almost equals the size of the potential large-prime divisors.
Therefore, the proportion of relations combined from single-large-prime relations is lower,
and the weight remains almost constant, although the weight of a single relation scales
linearly with g.

In contrast for the large-prime graph algorithm, there is a noticeable difference between
the larger and the smaller factor bases in terms of the relation weight, although the number
of relations generated from the graph barely differs. This is because, for the smaller factor
bases, fewer single-large-prime relations are found. Therefore, the depth of the graph be-
comes larger until enough relations are found. For lower genera, we see that the number
of divisors per relation is often significantly fewer than the number of factor base elements
corresponding to isolated large-prime relations. This is because, even for the genus four
curve, the self-initialization step utilizes only the first 200 divisors of the factor base. Con-
sequently, the final generated relations often contain these divisors with multiplicities, es-
pecially for lower genera, where more double-large-prime relations are used to create one
full relation.

In addition to experiments with a constant Jacobian magnitude, we generated a genus

eight curve over Fgsgg73, where 8388673 is the smallest prime greater than 2. We tested
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relation generation for this curve with two different factor base sizes. As before, the smaller
factor base was optimized for the large-prime graph algorithm, while the larger base, set to
3,700,000, allowed us to compare timings with the CPU implementation tested in Section

4.2.2.

#F Sieve Full Single-Large- | Relations from | Computation
Polynomials | Relations | Prime Relations LP Graph Time
3,696,584 | 6,513,664 | 94,404 | 212,400 (11 %) | 1,541,488 (83 %) | 8h 41m 10s
1,442,046 | 2,852,628,352 | 8,752 19963 2 %) | 692,308 (96 %) 66d 21h

Table 4.14.: Graphics Card Computing Results for a Curve of Genus 8 over Fgigg673

We provide the timings and further details in Table 4.14. We see that the combination
of the graphics card and the large-prime graph algorithm managed to compute all required
general-purpose relations about 1.126 times faster than the CPU implementation running
on a single CPU core. Unfortunately, we cannot measure the effect of different implemen-
tations precisely, because the arithmetic of extension fields of IF,, as on the CPU, and the
arithmetic of odd characteristic prime fields as on the GPU, differ by nature.

By using the single-large-prime algorithm instead of the large-prime graph algorithm, we
would have to compute about three times more relations. Therefore, the adjusted advantage
of the graphics card over a single CPU core is rather 375 times the CPU performance. Also,
the CPU has multiple cores, and therefore, we can conclude that for the given setting, a
single graphics card offers approximately the same performance as 15 full cluster nodes with
24 CPU cores each. Our GPU implementation does not rely on special features of the Tesla
P100 graphics card. Thus, we expect a similar performance on high-end customer cards.
Our results indicate that for further attempts to solve hard discrete logarithm problems
over algebraic curves, a graphics-card-optimized implementation should be considered with
respect to cost efficiency.

As discussed in Section 4.2.2, the factor base size and the duration of solving the linear
algebra problem are serious issues. With a size of about 39% of the larger example, the

second test reduces the space and timing requirements by a factor of 6.5. Due to the large
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genus, the theoretic computational effort for creating enough double-large-prime relations

increases by a factor of 2.5¢ ~ 244.

4.3. Discussion of Results

Having analyzed the individual experimental results in the preceding section, we now turn
our focus to the broader implications of our findings for large-scale discrete logarithm prob-
lems (DLPs) over algebraic curves.

Feasibility studies for the discrete logarithm problem are frequently framed within a
context of limited resources. A standard benchmark in the literature assumes a fixed
timeframe—typically one year—and a budget of $1,000,000. Based on the architecture and
costs of the computer cluster utilized in our experiments, this budget translates to a cluster
of approximately 60 computing nodes, each equipped with a graphics card of the specifi-
cations detailed in Section 4.1.1.1. In this calculation, we allocate half of the total budget
to hardware procurement, with the remainder reserved for operational costs, primarily
electricity.

We begin by examining the feasibility of solving DLPs on imaginary model hyperelliptic
curves. As established in Theorem 2.5.1 and verified by the scaling experiments in Section
4.2.3, these problems exhibit uniform complexity once the condition \/% V/InIngett >
1 is met. If the genus is smaller, the complexity class of the algorithm is less than or equal
to O (¢%), depending on the chosen large-prime method. In the latter setting, the memory
requirement is O (g) for the matrix in the linear algebra phase, as well as for the large-prime
graph of Algorithm 3.3.1.

For the linear algebra phase, we utilized the high-performance implementation inte-
grated into CADO-NFS [57]. As demonstrated in Section 4.2.2 for a genus 8 curve with
a Jacobian of approximately 2#% = 2'3* elements, this implementation processed a factor
base of 3,700,000 elements—with an average relation weight of 23.8 non-zero coefficients—
in approximately 16.46 node-days.

The most efficient relation collection was achieved using our GPU-based implementa-

tion, also evaluated in Section 4.2.4 for a genus 8 curve with 2'84 elements in its Jacobian.
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For a factor base of 3,696,584 elements, the large-prime graph algorithm required 8 hours
and 41 minutes. By contrast, a smaller factor base of 1,442,046 elements required over 67
days, illustrating the critical nature of factor base optimization.

Balancing for a genus 8 curve, an extrapolation will give us predictions for low- and
higher-genus curves. On the one hand, we can solve the DLP with our low-genus imple-
mentation. On the other hand, for 21° < #]ac(C) < 2°%, we see that the above condition

\/ ngglqw Inlng8 > 1 is satisfied from genus eight onwards. Therefore, the balancing gives

the feasible sizes as well.

From our experiments, we can calculate that for our implementations and for our hard-
ware, the optimal factor base size would be about 1,900,000 elements. Then the two phases
are fully balanced and require about 12.5 days. Note that we had to consider the higher
relation weight of the large-prime graph algorithm, as we detailed in Table 4.13.

Based on the assumptions regarding available time and resources, we can estimate that
we are able to handle problems that are about 935 times harder than the ones in our ex-
periments. Due to the quadratic increase of the algorithm complexity with rising g, we
can calculate that the maximal ¢ we can handle for a genus 8 curve within our self-given
constraints is approximately 2%. Since the complexity for larger genera remains constant,
based on the experiments in Section 4.2.3, we conclude that any hyperelliptic curve discrete

2224

logarithm problem with genus g > 8 and #JacC < is feasible within our restrictions.

For hyperelliptic curves of lower genus, we can use larger values of ¢, but the size of the
Jacobian will decrease due to the exponential complexity for low-genus curves. Overall,

7
— 228-2-§

we will balance ng% for our estimates. Table 4.15 provides our full feasibility

estimates for hyperelliptic curves.

Genus 2 3 4 5 6 7 > 8

Maximal q ~ 249 ~ 236.75 ~ 232.67 ~ 230.63 ~ 229.4 ~ 228.58 S 228

Size Of ]acobian ~ 298 ~ 2110.25 ~ 2130.66 ~ 2153.13 ~ 2176.4 ~ 2200.08 ~ 2224

Table 4.15.: Prediction of the Feasibility of Hyperelliptic Discrete Logarithm Problems

For non-hyperelliptic curves, the feasibility depends on the degree 1 of elements that are

associated with the sieve arrays and the complexity of the descent of the special elements
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described in Section 3.4.2. As described in the discussion of Theorem 3.4.8, for general
curves, we cannot assume that achieving a complexity of L, [1, O(1)] is possible.
The genus eight hyperelliptic example corresponds to a value of n = 9 that is feasible

with our methods and restrictions for g < 2%%. The same 7 can be reached on Cs ;; curves

(n—1)(d—1)

5 = 20 without falling into the descent restriction. These curves

with genus g =
have a Jacobian of size 2°%.

We can conclude that any discrete logarithm problem for C, ; curves with Jac(C) < 2°%°
and n > g% > 5 is feasible with the methods described in this work. Higher values of »
might lead to lower values of 7 in the relation search, but curves with higher 7 have the
same complexity for the descent method as the Cs j; curve. For lower degrees of n, the

feasibility will scale between this value and those of hyperelliptic curves. We describe this

scaling in Table 4.15.



Outlook

In this thesis, we demonstrate the capacities of specialized algorithms and implementations.
Our focus was on the generation of relations in the Jacobian of a C, ; curve over a given
factor base. Some of these techniques can be adapted to other algorithms as well. In partic-
ular, the sieve-step algorithm may be useful for any polynomial-based sieve algorithm, such
as the function field sieve [2], or for structure computations in the class group of function
fields. However, naturally focusing on a specific part of the algorithm also leaves open
questions that may be worthy of future investigation.

One promising area of exploration is whether a specialization of linear algebra routines
could similarly improve overall complexity. For instance, in our experiments, we observed
that even with the large-prime graph algorithm (Algorithm 3.3.1), all matrix coefficients
had absolute values less than or equal to 4. This observation suggests that in the Wiedemann
algorithm (Algorithm A.4.11), modular multiplication could potentially be replaced with
a small number of additions and subtractions, leading to a more efficient approach.

We assume that limiting combined relations — specifically those where multiplicity of
factor base divisors is bounded — does not significantly increase the search effort. Under
this assumption, the following conjecture arises. By adjusting the parameter r in Theorem

3.3.7, we can provide a straightforward proof, effectively balancing the overall complexity.

Conjecture 1. Let C be a a C, 4 curve over F, and let F be a factor base of degree one
divisors of C of size q with r < 1. Furthermore, assume log, (n — 2) < ﬁ
Then we conjecture that there is an algorithm for solving the discrete logarithm problem

on the curve with an expected time complexity of

O (77 - (ng)*- (- 27 -g7)

183
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(”—1)2& is the genus of the curve.

where g =
In particular, when the curve is an imaginary model hyperelliptic curve, the algorithm

has an expected runtime of
1

O(g 75 (ng’-g+).

Beyond theoretical advancements in the linear algebra phase, a new implementation that
provides a constant speedup could extend the boundaries of feasible discrete logarithm com-
putations within a fixed timeframe. Our results demonstrate that our algorithms benefit
significantly from highly parallel hardware, such as graphics cards. Consequently, a promis-
ing path for future research is the acceleration of large-scale linear algebra computations
using highly parallel GPU-based architectures.

A second aspect, which we only briefly addressed, concerns the creation of the two spe-
cial relations. By selecting elements with smaller norms from the ideals to be decomposed,
it seems feasible to maintain a low complexity, ensuring that generating these relations does
not become a bottleneck in the entire DLP algorithm. However, for the approach used in
this thesis we still can only prove a minimum complexity of L [1 + 0(1), O(1)] with the
methods provided in this thesis. As we have seen with recent advancements for discrete
logarithm problems in finite fields [31] and [3], using additional structures might improve
on our results and improve the bound.

As our methods already suggest that for n ~ d we can compute the general relations

sufficiently fast, we state the following conjecture:

Conjecture 2. Let g = pf for a prime p and k € N. There exists an infinite family of curves
over I, for which the discrete logarithm problem is solvable with an expected subexponential

complexity of Ly [ + o(1), O(1)] using a sieving-based algorithm.

From an application perspective, several challenges remain. As highlighted in Section
3.3.3, the effectiveness of the new methods for genus-two hyperelliptic curves is still uncer-
tain. One crucial aspect to investigate is the actual size of the factor base, as the duration
of the relation search appears to be mostly independent of the factor base size at such low

genus. Additionally, the previously mentioned potential improvements in linear algebra
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could contribute to creating an algorithm that surpasses the generic approach for these
curves.

Thanks to the flexibility in factor base sizing, we conjecture that the new methods could
give rise to an algorithm that offers near-perfect parallelism across multiple computing

systems.

Conjecture 3. Let C be a hyperelliptic curve of genus two or a non-hyperelliptic curve
of genus three. Then there is an algorithm that solves any given instance of the discrete

logarithm problem on C in expected time

1
— Ing-Inl
—~0(g-Ing-lnlng),
where m < q is the number of machines available for solving the problem.

Finally, we also hope that this work gives rise to new examples of elliptic curve discrete
logarithm computations. While the methods of this thesis are not directly applicable to
elliptic curves, they are applicable to low-degree non-hyperelliptic curves. Assume that d,
and dj of Theorem 1.2.61 are both greater than one. Then, the resulting curve of the Weil
descent attack will be non-hyperelliptic. However, there is no reason why these curves
must have a large genus. Therefore, we can expect to find elliptic curves that are vulnerable

to a non-hyperelliptic Weil descent attack.

Conjecture 4. There is a family of elliptic curves over ¥y with g = 2" and n composite,

such that

a) any instance of the discrete logarithm problem on these curves is solvable in expected
subexponential time complexity via a Weil descent attack.

b) the curves neither satisfy the conditions of Corollary 1.2.62 nor are they isogenous to
any curve that satisfies these conditions.






Complexity Theory and Examples

A.1. Subexponential Complexity Theory

Subexponential complexity is a common concept in computational number theory. Promi-
nent examples include the quadratic sieve and the number field sieve, both of which exhibit
subexponential runtime. The primary purpose of these complexity classes is to describe
smoothness probabilities, i.e., the probability of a random element factoring over a given

set of elements with a known size. We will follow the notation and theorems of [22].

Definition A.1.1 (L-Function). Let z € N, a € [0,1] and § > 0. Then the subexpo-

nential L-function is defined by

L, [, 8] = Hian? ainni =2

An algorithm with proven time-complexity of L, [«, 3] with «, 5 fixed and 0 < a <

1 will be said to have subexponential runtime.

187
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Lemma A.1.2. Let v € [0, 1] and 3, 3/ > 0. Then

L,[0, 8] = (Inn)”
Lu[1,8] = n”
Ly[a, B] + Ly, B'] = Ly[o, max{B, 5’} + o(1)]
L,[a, 8] - Lyla, B'] = Lye, B + J]
L,[0, 8] = L,|ev, o(1)]for any a > 0.

The listed properties are due to the properties of the exponential function and thus triv-
ial to prove. In the following example, we will see that the subexponential function can be
used to scale more freely between exponential and polynomial complexity classes. Note
that any exponential term with a fixed exponent will asymptotically exceed any subexpo-
nential expression, as long as & < 1. The same is valid for subexponential and polynomial
classification with o > 0.

We now consider how a change of basis affects the complexity analysis in the subexpo-
nential expression. If the reference is an exponential expression of some 7, we only change

the secondary argument of the L function.

Lemma A.1.3. Let x be exponential in some quantity n, i.e., x = n°. Then

Le[,0] = Ly [7,657 + o(1)],
where o(1) indicates a term converging to 0 for n — oo.

Proof- We can prove the lemma by a direct calculation:

Lx [’77 (5] = e5(1nx)7(1n[nx)1—7 — eé(lnnﬁ)WOnlnnﬂ)l_’Y

_ 65(6 In7z)?(In Blnn)' =7 _ 6(557 (Inn)Y (In S+1Inln ) =7

— B Fo(D)(Inn) T (Inlnn)' =7 _ L, [v,08" +o(1)].
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On the other hand, when the reference value itself is subexponential, we prove that both

arguments change.

Lemma A.1.4. Let x be subexponential in the quantity n, i.e., x = L, [o, 5]. Then
L[y, 0] = Ly o, 067 + o(1)]
where o(1) indicates a term converging to O for n — oc.

Proof. Again the assertion follows from a direct computation.

L.[v,6] = ea(lmc)v(lnlnx)“7
_ ea(lnLn[a,m)W(ln1nLn(a,5))1*W
_ ea(ﬂ(lnn)a(lnlnn)lfa)”(ln(ﬁ(lnn)a(lnlnn)lfa))“”

_ e&ﬁ'y(ln 7)*Y (Inln 7)1~ (In B+alnln n+(1—a) Inlnln n) =7

— (687 +0(1)(Inn)*7 (InIn )= (alnlnn)! =Y

— O @ lnlnn) ™ _ g s 5514 (1))

]

Finally, we will give some examples of the bit complexity of subexponential algorithms

with respect to a reference value of 7 ranging from 2% to 22,

Example A.1.5. The table lists L, (o, 8] for o € {1,1} and 8 € {1, V2, 2}, which are the
most common cases. For comparison we add linear and quadratic polynomaial bit-complexity

as well as square root exponential bit-complexity.

n | (o) | L [51] | Lo [3v2] | 4 (0.2) | 2 [30) | 20 [5V2] | La[4.2) | v

280 56 3136 213.9 219.6 227.7 221.5 230.4 243 240
2100 69 4761 215.5 222 231 224.7 234.9 249.5 250
2120 83 6889 217 224 233.9 227.6 239.1 255.3 260

2140 97 9409 218.2 225.8 236.5 230.3 243 2607 270
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n [lnn | (nm? | L [41] | L [5V2) | L [3,2) | L [51]) | Lo [3V2] | L [42) | v
2160 111 213.5 219.4 227.5 23849 232.9 246.6 265.9 280
2180 125 213.9 220.5 229.1 24142 235.4 250.1 270.8 290
2200 139 214.2 221.6 230.6 243.3 237.7 253.3 275.4 2100

Table A.1.: Bit Complexities for Important Complexity Classes

1
3

The complexity class L, |%,2] will yield a lower complexity than L, [}, 1] for large n,

220, This applies, for example, to integer factorization algo-

but performs worse for n <
rithms. Concretely, the general number field sieve [39] has complexity class L, [%, ’ 34} ~
L, [3,1.92], which is slower for small input sizes than the multi-polynomial quadratic sieve
with runtime L, |5, 1]. Therefore, the number field sieve is barely used for small and medinm-

sized inputs, where the quadratic sieve [50] and the elliptic curve factorization [40] are more
efficient.

The overall bit-complexity that is assumed to be a hard problem or to deliver a certain
measurement of security in cryptographic applications increases over time. Until 2017, a
bit-security of more than 80 bits could still be considered to be secure. For future approxi-

mations we refer to [6].

A.2. Results from Probability Theory

We use the following theorems for some of the estimations in the expected time computa-
tions. In particular, we deal with the question of how many random elements from a finite
set we have to draw until one can expect a collision. This is the basis for Pollard’s rho al-

gorithm 1.1.8 as well as for the runtime estimate for the presented large-prime algorithms.

Theorem A.2.1 (Extended Birthday Paradox). Given a finiteset S of sizen, letsy, ..., s
be randomly chosen elements from S. Then the probability P(n, [) that thereare 1 <i,j <

with 1 # ] such that s; = s; is approximately

(-1

Pnl)y~1—¢e 2 .
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Conwersely, the least number d to achieve a probability of at least p equals

[~ 1/2nln(1 11))

Proof. We investigate the complementary probability for a collision, i.e., that all s; are

different from the previously found ones. The probability P(d, ) is precisely given by

/ .
~ i
Pn.) = [1- 1)
i=1
l .
< He‘i, since (1 —x) <e™*
i=1

(-1
:e_ 2n

Using P(n,1) = 1 — P(n,[) and the properties of the exponential function completes the

proof. O

We see that the probability of a collision is already pretty high if the number of randomly
chosen elements is in O(v/]). Conversely, we can estimate the number of collisions in a

larger list of randomly selected elements.

Theorem A.2.2 (Number of Expected Collisions). Given a finite set S of size n, let
st, ..., § berandomly chosen elements from S. Then the expected number of duplicates in
the list S is about é Conversely, we have to draw at least | = \/r - n to ensure an expected

number of v duplicates.

Proof. Denote the list sy, ..., ssby L and let a € L. Then for each b € L the probability
1

thata # bis (1 — 1). Therefore, the probability that no other element of the list § equals
a is given by (1 — %)1_1.

Consequently, the expected number of elements in § that are not equal to any other
element of Sis given by /- (1 — %)1_1. Also, the expected number of elements that are equal

to another element is /- (1 — (1 — %)l_l).
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This formula can be easily approximated by computing

. (1_ (1_%>11> B 1(1;1) _1(1—122(1_2) +o(%) %5

We conclude the remaining assertion by rearranging the equation r = % O

A.3. Polynomial Factoring and Root Finding

Assume F | K is a function field arising from a plane smooth algebraic curve given by
flx,y) = 0. As described in the previous sections, it is possible to represent the divisor
classes having at least one affine representative in Pic(F) by pairs of polynomials (4, 5),a, b €
K[x] such that b is a root of f modulo a. In this appendix we will investigate the opportuni-
ties to compute such pairs a and b. Besides the motivation for building divisors in general,
the algorithms we describe in this section are also utilized by the discrete logarithm solving

algorithms.

For a composite a, possible choices of & can be computed by using the Chinese remainder
theorem on the prime divisors of 4 and the corresponding roots. Therefore, it is sufficient
to restrict ourselves to the question of how to decompose polynomials into their prime
factors and how to compute the roots for prime divisors. Since solving these algorithmic

problems is more convenient over finite fields, we will restrict ourselves to this case.

We will start with a strategy to factor polynomials of arbitrary degree. Later, we will
then mention two more efficient algorithms that allow computing square roots of elements
in finite fields. This is of interest, since the root computation for quadratic polynomials
can be transformed into this kind of problem. Furthermore, solving quadratic equations

is the most common case when working with hyperelliptic Jacobians.

Note that for divisors we can make a base field change for computing the roots of a
divisor norm. Assume there is a divisor (a, ) with dega > 1. Then b is equal to the root
of the function field defining polynomial over the extension field F .. Therefore, for our

purpose, we can restrict ourselves to root-finding algorithms only.
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A.3.1. Computing Roots of Polynomials of Arbitrary Degree

Most factorization algorithms for polynomials over finite fields require additional condi-
tions regarding the degree of potential factors. The proposed algorithm requires ensuring
that all divisors of the polynomial to be factored are of degree one. In our case, it is simple

to separate the degree-one factors from prime factors of higher degree.

Lemma A.3.1. Let f € F,[y| be a monic polynomial. Then the polynomial ged(f, y1 — y)
is the product of all degree-one prime polynomials of ¥ ,[y] dividing f.

Proof. First of all, it is immediate that y7—y is the product of all degree-one polynomials due
to Fermat’s lemma. Therefore, any degree one polynomial dividing falso divides ged(f, 7 —
y), and ged(f, 7 — ) has no more factors up to signs, since F,[y] is a unique factorization

domain. O]

Now we find linear factors of a polynomial by using a simplified variant of the Cantor-
Zassenhaus algorithm [9]. We will state it for odd characteristic first. We will discuss a

generalization for 2 | g later in Algorithm A.3.16 at the end of Section A.3.3.

Algorithm A.3.2 (Cantor-Zassenhaus).

Input: A polynomial f € F,[y], ¢ odd prime power of degree greater than one with
all factors of fbeing of degree one.

Output: Three polynomials /1, fo, f1 satisfying f = ]l[ f; with at least two f;

1=—1
being nontrivial.

1: Select g € {h € F,] | h ¢ F,, deg(h) < deg(f)}
2 g g'T

3: Compute f; < ged(f,g+1) forall -1 < i< 1.

b A (11 £ )V (175 #f) then

5 return f_q,fo,fi

6: else

7. Goto 1.

8: end if
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Lemma A.3.3. Algorithm A.3.2 is correct.

Proof. Letp € F,[y] withp | f. Then the residue class field F, [y] / (p) is isomorphic to F,, and
thus for any g € F,[y]/(p), we know that g¢7~! = 1 or g7 = 0. Therefore, gg% e {-1,0,1}.

We can conclude that /- fofi = f because each factor will belong to one of the three
groups, and the algorithm stops as soon as g% does not have the same residue for all p | f.

Thus f~1fofi = fis a nontrivial decomposition. O

By using Algorithm A.3.2 iteratively we can obtain all roots of a given polynomial in
IF,[Y]. This is of particular importance for computing all divisors lying over the same
x—coordinate of the rational function field. For the special class of hyperelliptic curves and
equations of degree two, we will derive separate methods that work without continuously

trying different random polynomials and trial ged calculations.

A.3.2. Finding Roots of Quadratic Polynomials in Odd Characteristic

In odd characteristic, it is possible to compute the roots of every non-degenerate quadratic

polynomial by taking square roots in the finite field by the following lemma.

Lemma A.3.4. Let q be an odd prime power and f = y* + by +c € F,[y|. Then computing

the roots of f - if any exist - is equivalent to solving the equation

n’=—=— —coverF,.
4 q

Proof. By the coordinate substitution y’ := y — £ we see that

i <§—c) =y +by+c.

us, solving the equation 7n° = Z — ¢ 1s equivalent to the root computation using the
Th lving the equat 2 = & quivalent to th t putat g th

inverse coordinate transformation. The transformation is always possible, since 2 € F;.

]
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Due to this simplification we are able to compute square roots of elements in F, effi-

ciently.

Lemma A.3.5. Let q be an integer satisfying q = 3 (mod 4) and c € F}, c a square in ¥,

2 adl

Then the equation n* = ¢, n € I, has the only solutions n = ¢+ .

Proof. cis a square in F,. Therefore, we know that it is represented by an odd number in
IF>. Since ¢ — 1 = 2r with odd 7, we conclude that ord ¢ | ». Thus ¢'T =1, and it follows

that

which completes the proof. O

If g # 3 (mod 4), it follows that 4 { g+ 1 and therefore the construction of roots is more
difficult. We will state the following theorem that will help constructing the algorithm of

Tonelli and Shanks [53] for solving the equation in these cases.

Theorem A.3.6. Let x,c € F; withq — 1 = 12° such that x* = cz for an element z €
SybL(Fy) with ord(z) = 2k and k < s. Then there is another w € Syl, (F7) that satisfies
(wx)* = yz' with 2 € Syl (F}) and ord(Z') < ord(z).

Proof. Since I}, is cyclic, we know that Sy,(F) is also cyclic, and there exist elements of
order equal to each divisor of 2°. Therefore, we can select w € Sy/,(F}) such that ord(w) =
2k+1
With this choice, we see that
(wx)? = w’x* = cw’z = 7
with 7' := w?z. Since ord(w?) = 2* = ord(z) we can calculate

(w2 =—1--1=1

and thus ord(z') < 28~ which proves the theorem. O
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Algorithm A.3.7 (Tonelli-Shanks Algorithm for Finite Fields).
Input: A square element ¢ € F, with g odd prime power.

Output: An element x € F, satisfying x* = c.

1: Factorize ¢ — 1 = r2° with odd r.
2: Select w €g F, that is a non-square, i.e., thereisnon € F, : n* = w
3w — w.

4: x — CY-ZL]

5: z — ¢

6: while z # 1 do

7. Let 28 = ord(z)

8 b— wRl,

9:  x— bx

10: z— Pz

11: end while

12: return x

Lemma A.3.8. Algorithm A.3.7 is correct.

Proof. First of all, we see that the elements x, z from the initialization satisfy

so this choice of x and z satisfy the first condition of Theorem A.3.6. Furthermore, since ¢

25—1 _ Crzs—l

is a square, we conclude (¢") = n* = 1 for any square-root 7 of c. So, the order

of ¢ is a power of two with exponent £ < s. This completes the prerequisite conditions
for Theorem A.3.6.
The choice of w is a random non-square element. This ensures @' = w" has order 2¢, and
thus we can use @' to generate elements of an arbitrary power of 2 order in Syl (IF,).
With this element at hand, the algorithm uses Theorem A.3.6 iteratively, until the order

of the error term z drops to zero, i.e., z = 1. Since the condition for Algorithm A.3.6 holds,
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in each iteration the returned value is a root of ¢ in IF,,. O

A.3.3. Finding Roots of Quadratic Polynomials in Characteristic 2

In characteristic 2, we have to pay more attention to the quadratic equation to solve, because
the transformations presented in A.3.4 require two to be invertible. Thus, we replace the

normal form as given in Lemma A.3.4.

Lemma A.3.9. Let ¢ € F, with q a power of two. Then the equation n* = c has the unique

. q .
solution n = c2 in ¥,

The lemma is trivial to prove, since ¢ = ¢ for every element in F,, and squaring is an
isomorphism in characteristic 2. We see that the degenerate case without a linear term is

the special case in even characteristic.

Lemma A.3.10 (Normal Form in Characteristic 2). Let b,c € F,, b # 0. Then solving
the equation n* + bn + ¢ = 0 is equivalent to solving the equation n* + n' + d = 0 with

d:=c-b2
Proof. First of all, we multiply the initial equation by 572 = 0. This gives

0=b*+b'n+c-b?

=n?+n+c-b?

for n’ := n - b~'. This completes the proof. O

The equation introduced in Lemma A.3.10 is an Artin-Schreier equation. We will see that

the trace of d determines the solvability of the Artin-Schreier equation in F,,

Definition A.3.11 (Trace). Let d € F, with ¢ = 2. Then the trace of d is defined as

Trd) =d+d+ ... +& +d& "
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Lemma A.3.12 (Properties of the Trace). Let x,y € F,, g = 2%. Then the following
properties of the trace hold:
1. Tr(x) € {0, 1}.
2. Tr(x) = Tr(x?).
3. Tris an additive homomorphism from F, to Fy, v.e., Tr(x +y) = Tr(x) + Tr(y).
Proof. 1. By applying the formula x> = x in F , we see that Tr(x)? + Tr(x) = 0in I,
and thus T7(x)? = Tr(x). This implies directly Tr(x) € F,.

2. Follows directly from the considerations made for (1) since Tr(x?*) = Tr(x)? since we
work in characteristic 2.

3. Is immediate since the exponents are powers of two and continuous squaring is an
additive homomorphism in characteristic 2.

]

Theorem A.3.13 (10]). Let d € F,. Then the Artin-Schreier equation n* +n +d = 0 is
solvable over F, if and only if Tr(d) = 0.

Proof. Let n’ € F, be a solution of #n* + 7+ d = 0. Then
Tr(d) = Tr(n* + n') = Tr(n?) + Tr(n') = 2Tr(n') = 0

by using all properties from A.3.12.

Conversely, let 7' be a solution of the quadratic equation over a quadratic extension field

of F,, then

0=Trd)=d+d&+ ... +d& +d&
_ (7’1/2 + n/) + (nlz + n/)z + o+ (n/z + n/)zk*2 + (nIZ + n/)zk*1
_ (nIZ + 7’1,) + ' + 72 + o+ (n/Z’e*1 + n/2k72) + (nIZk + 72/2]671)

k
=n +n?.

Therefore, #' = n’?" holds, which implies 7’ € F,. O
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By using the trace we can compute solutions of #* + 7 + d = 0 in an analogous way to

the Tonelli-Shanks algorithm once we have ruled out the trivial cases.

Lemma A.3.14. Let d € F,, Tr(d) = 0 and q = 2* with odd k. Then the Artin-Schreier

equation n* + n + d = 0 has solutions x and x + 1 with

k=t
2
= E d*
i=0

Proof. A direct calculation gives

idZ4l+2d4l Zd” d)+d =d.

Therefore x is a solution of the equation, and due to the characteristic, x + 1 is as well. [

For even k, we will use the following theorem to calculate a solution directly. Analo-
gously to the Tonelli-Shanks algorithm, the formula utilizes a randomly selected element

with trace being equal to one.

Theorem A.3.15. Let d € F,, Tr(d) = 0 and q = 2* with odd k. Given a randomly
selected element r € ¥, satisfying Tr(r) = 1, the Artin-Schreier equation n* + n+d = 0

has solutions x and x + 1 with

i
I

xim %Zaﬂ’

~.
[
o
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Proof. As before we can calculate
2
=1 i =1 i
P x= 72126[2] + 72124{2/
i=0 j=0 i=0 j=0

>

1 k
=d-> P4 Y F=d- T+ Y &
1=0

=1 1=0

=d-Tr(r)+r-Tr(d)=d-1+7r-0=d.
As before, the second solution equals x + 1. O

With the properties of the trace at hand, we may now also state the universal root finding

algorithm that uses the same idea as of Algorithm A.3.2 but generalized to characteristic 2.

Algorithm A.3.16 (Cantor-Zassenhaus for Characteristic 2).
Input: A polynomial f € F,[Y], g even prime power of degree £ > 1 with

all factors of fbeing of degree one.
Output: Two polynomials 1 # fo, fi # fsatistying f = fofi.

1: Select g €x {h € F,[Y], h & F,, deg(h) < deg(f)}
k-1

2: g4 Z%gzk

3: Compute f; < ged(f,g + i) for i € {0, 1}.

4 if (1 # fo) A (1 # f1) then

5 return fo,f

6: else
7. Goto 1.

8: end if

The correctness of the algorithm is evident by the definition of the trace. For each prime

p dividing £, the trace of g in the field modulo p is either O or 1. Therefore, the probability
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is high for finding elements having different traces modulo different prime factors, which

delivers the factorization.

A.4. Solving Linear Systems

For the algorithms presented in Section 1.1.3, we are required to solve linear systems over
the ring Z,, with » being the order of a Jacobian. By the Chinese remainder theorem and
Hensel’s lemma, we can restrict to 7 being a prime. We denote by K the base field over
which the linear system is defined. Note that the context of this section does not require K
to be finite. Furthermore, we will denote the dimension of the row-space by 7 and denote
vector transposition by a superscript ¢.

A naive way to solve linear systems is to use the Gauss elimination algorithm that is
capable of solving linear systems in O(n2’) finite field operations. For our purposes the
structure of our matrix will be very sparse, and one can achieve a runtime of approximately

O(m?). For stating the algorithm, we will need the concept of minimal polynomials.
Definition A.4.1. Let A € K" be a square matrix. Then there is a unique non-zero

monic polynomial f4 x € K[t] satistying

f;qJ{ A ::f;LK(A) = O
The polynomial f4 x € K[t] is the minimal polynomial of A over K.
The existence of f4 x follows directly from the Cayley-Hamilton theorem that is stated in

Theorem A.4.2.

Theorem A.4.2 (Cayley-Hamilton). Let A be a square matrix over a field K and I the
identity matrix of same dimensions as A. Then A is annulled by its characteristic polynomial

that is

char(A) .= det(A —t - 1) € K[t].

Additionally, the polynomials annulling A form an ideal, and K]t] is a principal ideal do-
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main. Therefore, it follows that fu k | char(A).
We can use the minimal polynomial to find kernel vectors of a given matrix without

using the Gaussian elimination algorithm.

/

m .
Lemma A.4.3. Let A € K™ be a square matrix with minimal polynomial fy x = > a; t'.
i=0
If A is not invertible then there is a non-zero vector v such that

ml
E a; Al
i=1

is a non-zero element of the kernel of A.

Proof. Since A is not invertible, it follows that there is a vector ¢/ € K such that A7/ = 0.
Since fa x(A)w = 0 for all w € K™, this implies 4y = 0, because all higher powers of A

multiplied by ¢/ are already equal to zero.

m : . . . . . .
We know that >~ a; A*~! is not the zero matrix, because the opposite is a contradiction
i=1

m , . .
to the definition of f4 k. Let w be a non-zero row vector of Y 4; A""! with an entry at its
i=1
[-th column. Then for v being the /th unit vector we get

ZdiAi_l v 7§ 0
=1
AY @A =fix(A)v=0
=1

proving the lemma. O

For invertible matrices, we state a similar approach to solve an arbitrary linear system.

Theorem A.4.4. Let A € K™ be an invertible square matrix with minimal polynomial

fax = a;t. Then for any 0 # v € V the vector w given by

1=0

m/
wi=—ay' E a4, Ao
i=1
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satisfies Aw = .

Proof. For invertible matrices zero is no eigenvalue and thus the characteristic polynomial

is not divisible by ¢. This implies a5 # 0. Since fu r,(A) is the zero matrix we conclude

ZaiAifv = fax(M)v = 0.
i=0

Therefore /
apv = —A (ZaiAi_lfv> ,
i=1

which proves the theorem. O

Given the minimal polynomial it is possible to replace the Gaussian algorithm by using
matrix-vector multiplications only. The computation of the minimal polynomial itself is
usually not effective using the definition of the characteristic polynomial and determinant
calculation. Instead, we can use a probabilistic approach. This approach makes use of the

structure theorem.

Theorem A.4.5 (Theorem 7.5 of [38]). Let T be a finitely generated R-module with R

being a principal ideal domain. Then thereared, | ... | d,, € R such that
T=@R/(d)
i=1

We know that K™ is a finitely generated K[t]-module for any field K with the scalar
multiplication given by the insertion of A into a polynomial and its action onto a vector.
We see that the existence of the minimal polynomial is equivalent to the existence of 4, €

: : )
K{[t] since f4  is analogous to d, here.

Corollary A.4.6. Let T =< v >:=< v,Av, A*v, ... > with notation from Theorem A.4.4.
Then T is a finitely generated K|t| submodule of K™ and thus there is a unigue monic polyno-

m ;. .
mial f annulling the sequence of generators v, Av,A%v, .., i.e., for f= Y a;t' it is
i=0
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m/

Z (aiAiv) =0.

i=0
1| fax bolds, because T is a sub-module of K. Therefore, if ag # 0, the algorithm given by the
proof of Theorem A.4.4 can be done using f- This is also possible if A itself is not invertible.

The described method of treating a vector space as a K[t] module can be extended to K

by multiplication of a randomly generated vector.

Corollary A.4.7. Let r € K" be a randomly generated non-zero vector. Consider the map

v: T—K

v 7o

with T defined as in the previous corollary and the superscript t denoting vector transposition.

Then there is a unique monic polynomial b | fof minimal degree, Y, bit' = h € Kt] satisfying

1=0

0=>"br'A"v forallj > 0. Thus b is annibilating the entire sequence r'v, ' Av, *A%v, . . ..
i=0

We can hope that » = fholds. Then, we only need to compute the minimal polynomial
of a sequence of elements in K to find the minimal polynomial we need for solving a linear
system. If b # f, one would gain a divisor of /. It is possible to prove that the least common

multiple of all possible 4 is equal to f. We can find f by choosing different 7 iteratively.

Definition A.4.8. Let (4;) C K be a sequence. Assume there are coefficients 0 #

m
€0, - - - Cm—1, G such that forall 7 > 0: 0= 3" ¢ a4
k=0

Then we say (a;) is linearly generated by the polynomial 3 ¢ *. The minimal » for
k=0

which such a polynomial exists is the linear complexity of the sequence.

For finding a generating polynomial for a sequence of elements, we can use the Berlekamp-
Massey-Algorithm that is usually used in coding theory for examining the length and struc-
ture of linear feedback shift registers. Note that to find a polynomial for a sequence of

linear complexity 7 we need the first 2z terms of the sequence for fitting the coefficients.
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Algorithm A.4.9 (Berlekamp-Massey).

Input: The first 2s terms of a linearly generated sequence (4;),4; € K of linear
complexity m <'s

Output: A generating polynomial f of the sequence of minimal length and the

linear complexity 7’ of (;).

m <0
[+ —1
C::icktkel
Ge%o

5.d 1
for0<i<2mdo
d < a; — icka,-_g
if d + 0 then

T+ C

10: C+ C—4Gr!
if 2n < i then
m—i+1—m
G+T
[+ 1
15: d«d
end if
end if
end for

return C,m

Theorem A.4.10. Algorithm A.4.9 is correct.

Proof. The operating principle of Algorithm A.4.9 is to iterate over the elements of the

sequence and fix occurring errors in the linear combination by adjusting the polynomial
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iteratively. Therefore, there are the following invariants and variables used in each itera-

tion:

1. d is the error when computing 4; from its predecessors. If d = 0, no further action
takes place.

2. m is the current length of the defining polynomial C.

3. All variables indicated with a’-symbol are the last values of d and C when the length
had changed for the last time. The sequence index when the last length modification
appeared is stored in /.

4. We assume that C generates the subsequence (4;), # < i correctly and has its only
error at the current index i. The same applies to G, i.e., G generates the sequence up
to index / — 1 correctly and then had an error of 4’ at index /.

When d = 0, the polynomial is able to generate (4;), k& < i correctly and the algorithm

continues with the next possible z. If d # 0, there is an update to C given by

CUpdate =C— %Gti_l

Note that the high degree shift multiplied to G makes the new G term act further behind

in the sequence, since the low order coefficients act on the most recent sequence values.

Now we can calculate that for b < 7

m
ap = Z ¢ aj._j, by induction, and
=
m/
0= Z Gjap_iv1-;
=0

holds, since G was able to generate the sequence up to index /— 1 correctly and fork = 71— 1
wegethk—i+/—-1=1[1-1

Combining both assertions yields that the updated polynomial Cypgye also generates the
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sequence up to index 7 — 1. Moreover for index i we know that

a;, =d+ Z cjai—j, by definition of d, and
j=1

o "
d = Z Giai_iy1j = Z Gja;_; by the induction invariant.
j=0 j=0
By the construction of Cypgae, We see that the newly generated polynomial also generates
a;.

It is left to restore the loop invariant once the degree of C increases. This is done if
m < i, which implies that the current length of the sequence is more than twice as long
as the current generating polynomial. Thus, a polynomial of degree at most 7 cannot
compensate for an error at the current position.

The convenience of the correction to i + 1m and the minimality of the resulting degree

are difficult to prove. We refer to the corresponding theorems in [41]. O

By using the Berlekamp-Massey-Algorithm, Wiedemann found an algorithm that is able

to compute solutions to sparse linear systems over a finite field I, [65].

Algorithm A.4.11 (Wiedemann-Algorithm).
Input: A square matrix A € K”*” and a vector v € F}.
Output: A vector v/ € K” satistying Av' = v if any exists. Else ¢/ satisfies Av = 0
by high probability.

1: Choose random 0 # r € K™.

2 W

3. 5o+ v

4: for 1 <1< 2mdo

5 w<+ Mw

6:  a; +— rw

7: end for

’

8: Compute the sequence generating polynomial f= 3" ¢;t’ of the sequence (4;)
i=0
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9:

10:

11:

12:

13:

14

15:

16:

17:

18:

19:

20:

21:

22:

23:

using the Berlekamp-Massey-Algorithm A.4.9.

v < v
W4 v
for1 <:<m'—1do
w <+ Av
v v + v
end for
if co = O then
return ¢/
end if
v —%7)’
if Av = v then
return ¢/
else
Goto Step 1.
end if

The functionality of Algorithm A.4.11 follows directly from the previous theorems. If

the matrix is singular, it is possible that the sequence generating polynomial has a trivial

coefficient. Consequently, v/ is an element of the matrix kernel. Otherwise, the generating

polynomial will be a divisor of the minimal polynomial of the sequence v, Av, .. ., and in

case of equality, we will gain a solution of the linear system by Corollary A.4.6.

For our use in discrete logarithm solving algorithms, methods for non-square matrices

can also be useful.

Theorem A.4.12 (Kaltofen-Saunders). Let A € K"™*™ be a square matrix of rank r. Con-
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sider the matrices A = UAL with

1 uw ... #py u, 1
1w Um—1 L 1
U:= 1 Do | and L= | L 1
1y |
1 L, L, L1

with uy, ...ty byy .. Ly €r S C K randomly chosen. Then for the leading square sub-

matrix Zi of A of dimension 1 x 1, i < r holds
Prob(det(A;) £0) > 1— —.

The proof is obtained by restricting the proof of [34, Theorem 2] to only one of the matrices
A;. In the original paper, the anthors computed the probability that all sub-matrices of this

form are regular.

Note that for our purposes we will later have to solve linear systems over a finite field that
has an order of about the group size of our Jacobian. Thus, we can conclude #K ~ #§ >>
m > r. Therefore, the probability of obtaining a nonsingular matrix from multiplying with
the randomly chosen Toeplitz matrices is rather high.

The use of Toeplitz matrices has an advantage when computing the series of matrix vec-
tor multiplication. Multiplication of a Toeplitz matrix by a vector can be handled similarly
to polynomial evaluation by using a Horner scheme. Therefore, it is more efficient than
using arbitrary random square matrices.

The algorithm of Wiedemann A.4.11 is common for all discrete logarithm solvers that we
introduced in Section 1.1.3. Therefore, the exact complexity of the algorithm is significant
for all presented discrete logarithm problem solvers. We will start with the complexity of

the sub-algorithm by Berlekamp and Massey A.4.9.

Theorem A.4.13. Given the first 2m entries of a linear generated sequence over a finite

freld K of linear complexity at most m. Then, the Berlekamp-Massey algorithm will find the
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exact linear complexity m' and a sequence generating polynomial using at most 10mm’ +

3 log,(2m) finite field operations.

Proof. The central loop of Algorithm A.4.9 is performed exactly 2m times.

In each iteration, the calculation of d requires at most 272’ finite field operations, of which
half are multiplications and half are additions. If d # 0O, the current generating polynomial
will be updated by using one modular multiplication and one inversion for computing 4
plus at most 37’ operations for constant polynomial multiplication, the shift by #~ and
subtraction of the result from the old generating polynomial. This gives the necessary
10m'm < 10m? operations.

Restoring the loop invariants requires three arithmetic operations on each update. The

restoration occurs at most log,(2) times. O

In the algorithms used later we will especially use matrices having a low number of non-

zero entries in each row or column respectively.

Theorem A.4.14. Given a sparse, regular matrix A € K™ with an average density of
A entries per row and a vector v € K™. Then, the Wiedemann algorithm solves the linear
system Ax = v with high probability using at most (6A + 12)m* + 3 log,(2m) finite field

operations in K.

Proof. The creation of the sequence in the first stage of the algorithm, i.e., lines 3-7, requires
2m matrix vector products. The runtime for each product is dependent on the total number
of matrix entries that is Am. Furthermore, for each result we have to calculate the product
with the row vector r which takes 7 additions and # multiplications in K.

Therefore, the first stage of the algorithm requires (4A+2)m?* operations in total. Besides
the embedded Berlekamp-Massey algorithm that requires 10m? operations as proved in
Theorem A.4.13, we need m more matrix vector products that require 2Am operations for

combining and testing the result. This completes the proof. O

For a non-square matrix A € K" m < n we will use the approach of Kaltofen and
Saunders A.4.12. Since we assume that the matrix A has rank m, we can save the compu-

tation using the upper Toeplitz matrix U and restrict to L only. Also, we are going to use
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the initial 72 x m matrix. Then, it is sufficient to use the first 72 columns of L, so we use a

variant L' € K**™,

1
L 1
L 1
L= [y
by lny .. b 1
A R -

such that A := AL’ is a square 7 X m matrix.

Multiplying out AL’ for the Wiedemann algorithm is not an efficient solution, because
the multiplication will increase the density of the matrix and thus A rapidly. Instead, we
can add the multiplication of L’ to all computations where normally only one multiplica-

tion by A is required in the classical algorithm.

Algorithm A.4.15.
Input: The initial » x m Toeplitz matrix L' and a vector v = (vy, ..., vp)"
Output: The product w = Av with w = (wy, ..., w,)".
m—1 . m—1 .
Setf= > Lt €Kltjandg= > w1t € K[t].
i=0 =0

m—1 )
Compute h =f-g= > w;i ' (mod 7).
i=0

m

Compute wp = Y lp_,,vp forall n > k > m.
i=1

return (wq,...,w,)

We see that we can do the computation of the matrix-vector product by using a lower
half-size polynomial multiplication and by padding the remaining 7 — m entries manually.

Thus, it is more efficient than an ordinary matrix and vector product.
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Theorem A.4.16. Algorithm A.4.15 has a runtime of
O(mlogmloglogm) + 2(n — m)m

finite field operations using the Schénhage-Strassen algorithm for polynomial multiplication

or alternatively
O(m'°%3) + 2(n — m)m =~ O(m">*) 4+ 2(n — m)m
operations using the Karatsuba-Ofman algorithm.

Proof. The claimed complexity follows directly from the complexity assumptions on the
embedded polynomial multiplication algorithms. Note that for computing only the lower
m coefficients of the product, we only have to compute two of the three products in Karat-
suba’s method. Therefore, and due to its simple implementation, the Karatsuba method is

often preferred for computing the product. O

A.5. Gray Codes

For changing the roots for self-initialization efficiently, a technique called a Gray code can

be used to step through the list of options to select the next sieve polynomial.

Definition A.5.1. For n € N, an n-bit Gray code is a sequence v; of integers with binary
representation of at most 7 bits such that each o; is unique in the sequence, v; < 2”
for all 7 < 2” and for any i the hamming distance of v; and v, is exactly one, i.e., the

binary representation of the two integers differs in exactly one bit.

Essentially, an 7-bit Gray code is a reordering of all integers less than 2”. Two consecutive
sieve polynomials differ only by one exchange when this code is used to order the choices
between B and B'.

There exist multiple different Gray codes, but for our purpose, the most common one

will suffice. To define it, we first need two special operations on NU {0} that are common
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bit-wise operations used in computer science. The first is the exclusive-or operation that

also will play an important role for implementing the sieve iteration in characteristic 2.
Definition A.5.2. Let n,m € NU {0} be written in two-adic representations

llogy n|+1
¥

Llogz mJ +1

> b2,
=0

a;, b; € {O, 1}.

Then the exclusive or-operation @ on N U {0} is defined as

max(|logy n|,|loga m|)+1 '
modn: = Z 5(41', bi)Z’, with
1=0
0 a; — bl‘
(5(61,‘, b,) = .
1 a;#b

Note that for the definition to be complete we have to pad the shorter representation

with zeros.

Definition A.5.3. Let n,m € NU {0} with m <log, » + 1 and

|logy n|+1

Z aZl

a; € {O, 1}.
Then the binary right shift of n by m bits is defined as

|logy n]+1—m

n>m:= Z ai+m2i.
i=0

With these operators we can easily construct a simple-to-calculate Gray code. In our im-

plementations we use this code to generate an order of roots such that our implementation
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of the technique of Theorem 3.2.13 is optimal.

Theorem A.5.4. For n € N, the sequence
v, =1 (1> 1),
0 < i < 2" defines a n bit Gray code.

Proof- First of all, we will prove the bijectivity of the function. It is obvious that {x < 2"}
is an n-dimensional F, vector space with addition given by @. From this point of view, the
map

i i@ (> 1)

defines a F, vector space homomorphism with representative matrix of form

1 1 O 0
0 1

0

1 1

0 0 0 1

Since this matrix has determinant one, the map is surjective as well as injective.
The second property is equivalent to the expression v; @ v;;1 having only one bit set. To

prove this we will need
(adb)>1=@>1)@b>1)

for any a,b € N, which can be proven by a direct computation. Furthermore, we need

that if s; is the position of the most significant bit changed when adding one to i € N, then
i (E+1)=>) 1.2
j=0

and thus a vector containing only ones up to position s; and zeros for all further positions.
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This is plain, because s; is the position the carry-bit overflows to, and 7 + 1 has only zeros
below position s;, while i must have ones below s;. For any position exceeding s;, both
numbers are equal, and thus the & zeros those positions.

Combining both formulas yields

V@ =000>1)e0E+100E+1>1))
=(to+1)e(CeE+1)>1)
= 2%

This proves that v; ;1 and ©; differ only by the s;-th bit set, and thus that the formula gives

a valid Gray code. O
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Experiment Curves and Additional Numeric

Results

C.1. Weil Descent Curves from Sections 4.2.1 and 4.2.2

The following hyperelliptic curves, used in Sections 4.2.1 and 4.2.2 for testing our imple-
mentation, were obtained from elliptic curves via Weil descent. The first four curves are
curves of genus 31 over a field extension of F,. Details about these hyperelliptic curves and
their generation using Weil Descent can be found in [32]. Furthermore, these curves were

also used in [62] to test a precursor to the sieve developed in this thesis.

C62, Fy = Fr[w]/(w? + w+ 1)

flx) = x® + @?x? + x® + w?

Table C.1.: Curve C62 - Genus 31 over Fp

225
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C93, Fy = Fy[w]/(w’ + w+ 1)

f(X) — w4x63 + ‘ZUSX62 + ,w5x60 + w3x56 + w5x48 + ,wx32 + wS

h(x) = @’ + @’x° + x® + w®x* + wf

Table C.2.: Curve C93 - Genus 31 over Fy

C124, Fy = B|w]/(v* + w+ 1)

][(x) — w3x63 + w7x60 + w3x56 + w3x48 +1

Table C.3.: Curve C124 - Genus 31 over

C155, Fp = F|w]/(w’ + w* + 1)

f(?C) — w4x63 + w6x62 + ,w15x60 + w26x56 + w25x48 + ,w7x32 + wlB

}J(X) — ‘ZU2X31 + w7x30 + w30x28 + ‘ZU22X24 + w3x16 + w22

Table C.4.: Curve C155 - Genus 31 over Fys

Similar to the previous curves, the following curve was created by a Weil descent of an
elliptic curve in [59]. The original curve was defined over Fyii while the resulting hyper-
elliptic curve has genus 8 over F,. Therefore, the size of the Jacobian of the descended

curve is increased by a factor of 2% compared to the original.
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C184, Fys = Bw]/(w” + ©*' + @ + ©'* + 0" + »"
to? f ol £ 4w 4 Pt w o 1)
fx) = (@ + " + 2! + 02 + o' + 2 + @ + @)+
@2 + 0 4 2P+ 2 1 o 4w w4+ @t @ )t
w?! + o + w® + w7 + w!® + WP + W + w? + w0 + W + @+ © + W+ w)x+
W2 4w+ w0 @ ol 4w+ wf et W )t
w" + @+ + w® + o + w? + 2 + v + w)xt+

w? + o + @’ + " + @ + W+ @’ +w + 1)+

(
(
(
(
(
(2 + 2P+ 0+ w? + 2 + @' + o+ @ + @+ )X+
(@ + @"” + @ + @7 + 2P + 2 + @' + @° + @’ + w)x
h(x) = (w7 + @ + " + P + w2 + W + @ + w® + @ + @ + w)xP+
(@ + o'+ 0° + oV + 2" + P + @ + 2+ + 0+ @+t 4 W)t
(w0 + @ + @ + @ + w'? + @’ + w)x*+
(

!+ 0+ 2w’ + 0+ o+ %+ @+ @+ + W+ w)x

Table C.5.: Curve C184 - Genus 8 over Fy;

C.2. Scaling Test Curves and Additional Results for Section 4.2.3

The curves used in Section 4.2.3 were generated by carefully selecting their coefficients.
This approach ensures a consistent number of coefficients per polynomial, while also achiev-
ing the required degree to obtain the correct genus over the base fields. As for the examples
before, the curve equations are given by y* + h(x)v = f(x), where b, f € F,[x]. Besides the

curve equations, we also present the extended timing tables as described in Section 4.2.3.

All experiments, with the exception of those described in Table C.19, use a factor base

size of 20,000 elements. Therefore, we will not mention the used factor base size explicitly.
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Genus 8 over [F5i5

C8, Fys = Fhw]/(w" + " + w2 + @' + ©° + w? + 1)
X)=x"+x"+x"+x +
fx) = x7 4+ x £ x4 x84 1

hx) =x*+x° +x*+x° +1

Table C.6.: Curve C8 - Genus 8 over Fyis

M | Ponce | Array Size | Ny | Sieve Polyn. | P (9pax, F) | Core time | Divisor Time

0 8 32,768 9 59,622,147 | 5.11-107° 14h 26m 2.66 - 10785

Table C.7.: Results for the Curve C8 - Genus 8 over Fyis

In the following additional table, we present the results for the genus-8 curve with an
activated single-large-prime method. Here, the smoothness probability and the time per
divisor were identical to the above results. Therefore, we give the number of relations

found by the large-prime method instead.

M | Poxce | Array Size | 1), | Sieve Polyn. | Core time | Found LP | Relations from LP
ol s 32768 | 9 | 14,138,840 | 3h48m 39s | 9,940 7,715 (77%)

Table C.8.: Results for the Curve C8 with the Single-Large-Prime Algorithm

Genus 10 over [F;12

C10, Fyi = Fy[w]/(w"? + @' + @’ + @ + @’ + w + 1)
flx) =2+ x40+ 1

hix) =x04+x" +x" +x°+x +1

Table C.9.: Curve C10 - Genus 10 over F,u
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M | Ponce | Array Size | Npa | Sieve Polyn. | P (9, F) | Core time | Divisor Time

0 10 4,095 11 36,645,304 | 6.66-107% | 1d 11h 15m 8.45-1077s

1 9 16,777,216 | 12 4,537,711 | 1.31-1071° 13h33m | 6.41-1071%

Table C.10.: Results for the Curve C10 - Genus 10 over F,n

Genus 12 over [F510

C12, Fyo = Fy[w]/(w"° + @’ + @’ + @’ + 1)
h(x) =x2+x"M +x" +x0+2° +1

Table C.11.: Curve C12 - Genus 12 over Fio

M | Ponce | Array Size | Npa | Sieve Polyn. | P (9, F) | Core time | Divisor Time

1 11 1,048,576 | 13 | 870,778,182 | 1.1-10"!! | 3d 16h 34m | 3.49.1071%

Table C.12.: Results for the Curve C12 - Genus 12 over Fyig

Genus 15 over [F'5s

C15, Fp = Fy[w]/(w® + @ + ©° + @’ + o' + @’ + 1)
hix) =xP +xM* +x2+x+x" +1

Table C.13.: Curve C15 - Genus 15 over Fas

M | Ponce | Array Size | pyq | Sieve Polyn. | P (9, F) | Core time | Divisor Time

1 7 65,536 17 14,599,832 | 1.05-10°® 11h 54m 4.48 - 107855

2 6 16,777,215 | 19 10,913,239 | 5.56 - 10! | 3d 12h 46m 1.67-107%

Table C.14.: Results for the Curve C15 - Genus 20 over Fys
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Genus 20 over [Fy

C20, Fy = Fy[w]/(w® + w + 1)
flx) = + 208+ 2+ 1%+ 1

h(x) =x0 +x +x7 +xP +x° + 1

Table C.15.: Curve C20 - Genus 20 over Fy

M | Ponce | Array Size | Nya | Sieve Polyn. | P (ya, F) | Core time | Divisor Time
2 6 262,144 23 51,591,339 | 7.39-1071° 2d Oh 1.28-1073%
2 8 262,144 25 |3,931,674,790 | 9.70- 102 | 12d 2h 53m 1.01-107%
2| 9 262,144 | 23 | 56,462,644 | 6.76-107° |  18h25m | 4.48.107%
3 8 16,777,216 | 25 56,590,963 1.05-10"! | 12d 7h 10m 1.12-107%

Table C.16.: Results for the Curve C20 - Genus 20 over Fy

Genus 24 over [F'5s

C24, Fys = Fy[w]/(w® + w? + 1)
flx) =x¥ + 27+ +1

h(x) =x™ +x2 +x +x0+2° +1

Table C.17.: Curve C24 - Genus 24 over Fys
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M | Ponce | Array Size | N | Sieve Polyn. | P (Nya, F) | Core time | Divisor Time
2 7 32,768 28 24354016 | 1.25-1078 19h 58m 9.01- 1078
2 11 32,768 27 1,889,890 1.61-1077 2h 23m 1.39-1077s
3 5 1,048,576 | 29 6,699,997 1.42-107° 7h 13m 3.70-107%
3 7 1,048,576 | 28 769,621 1.24-1078 1h 40m 7.43-107%
3 10 1,048,576 | 29 7,476,031 1.28 -107° 3h 36m 1.65-107%
4 5 33,554,432 | 29 204,308 1.45.107° 6h 15m 3.28-107%
4| 10 |33554432| 29 | 223279 | 133-10° | 5h32m | 2.66-10%
Table C.18.: Results for the Curve C24 - Genus 24 over Fs
#F | B | Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
700 3 7,631,723,183 | 4.44-107* | 3,688,700 461-10°1°
1,000 | 3 4,911,322,047 | 9.81- 107 | 2,599,107 5.05-10"1
1,500 | 3 2,889,024,048 | 2.49 - 10~ | 1,617,968 5.34 . 10710
2,000 |3 1325275246 | 7.23- 1075 | 963,488 6.93 . 10710
2500 |3 778,401,277 | 1.54-10"2 | 631,916 774.10710
3,000 |3 438,132,659 | 3.28 - 10~ 12 406,468 8.85-10° 1
3,500 |3 260,581,450 | 6.42 - 10~ 12 270,546 9.90.10°1°
4,000 |3 149,847,405 | 1.28 .10~ | 180,945 1.15.10°1
4500 |3 90,480,178 | 2.38 - 10~ ! 123,642 1.30-107°
5,000 |3 53,160,688 | 4.49 .10~ ! 86,290 1.55-107°
5,500 |3 34,404,655 | 7.64 - 107! 63,286 1.75-107°
6,000 |3 23,816,392 | 1.20-10°1° 47,652 1.91-107°
6,500 | 3 16,063,723 | 1.93 - 10710 36,163 2.15-107°
7,000 |3 11,216,908 | 2.98 - 10~1° 27,524 2.34.107°
7,500 |3 7,648,183 | 4.68 - 1071° 21,224 2.65-107°
8,000 |3 5,396,761 | 7.08 - 10~1° 16,749 2.96-107°

Table C.19.: Additional results for the curve C24 with different factor base sizes
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#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
8,500 |3 4,036,641 | 1.01-107° 13,425 3.17-107°
9,000 |3 2,934,014 | 1.46-107° 10,767 3.50-107°
9,500 |3 2,142,601 | 2.12-107? 8,685 3.87-1077
10,000 | 3 1,530,969 | 3.12-107? 6,993 436-107°
10,500 | 3 1,153,363 | 4.35-10° 5,741 475.10°
11,000 | 3 882,090 | 5.95- 1077 4,820 521-107?
11,500 | 3 662,893 | 8.28 - 107" 3,975 5.72-107?
11,544 | 3 646,365 | 8.52- 107 3,935 5.81-10°
12,000 | 4 668,091 | 8.57 - 107" 4,051 578 -107°
12,500 | 4 660,024 | 9.04 - 107 4,216 6.09 - 107°
13,000 | 4 661,009 | 9.39- 107" 4,330 6.25-107°
13,500 | 4 690,361 | 9.33-107° 4,462 6.16 - 10~
14,000 | 4 702,734 | 9.51-107° 4,611 6.26 - 107
14,500 | 4 694,259 | 9.97 - 10~ 4,723 6.49 -107°
15,000 | 4 701,965 | 1.02-107% 4,856 6.60 - 10~
15,500 | 4 713,750 | 1.04-1073 4,986 6.66 - 10~
16,000 | 4 726,631 | 1.05-1073 5,110 6.71-107°
16,500 | 4 726,850 | 1.08-107* 5,183 6.80 - 10~
17,000 | 4 725,898 | 1.12-107* 5,320 6.99 - 10~
17,500 | 4 743,027 | 1.12-1073 5,453 7.00-107°
18,000 | 4 755,606 | 1.14-1073 5,574 7.04-107°
18,500 | 4 749,835 | 1.18-1078 5,709 7.26 - 1077
19,000 | 4 757,211 | 1.20- 1078 5,789 7.29-107?
19,500 | 4 760,709 | 1.22- 108 5,908 7.41-10°
20,000 | 4 767,538 | 1.24-10°8 6,065 754.107°
22,000 | 4 775,689 | 1.35- 108 6,474 7.96 - 107
24,000 | 4 778,537 | 1.47-107% 6,846 8.39-1077

Table C.19.: Additional results for the curve C24 with different factor base sizes



C.2. Scaling Test Curves and Additional Results for Section 4.2.3

233

#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
26,000 | 4 768,590 | 1.61-107% 7,160 8.88-107°
28,000 | 4 755,715 | 1.77 - 1078 7,473 9.43.107°
30,000 | 4 738,921 | 1.94-1078 7,693 9.93.107°
32,000 | 4 730,368 | 2.09- 1078 7,949 1.04-10°8
34,000 | 4 704,740 | 2.30- 1078 8,075 1.09-1078
36,000 | 4 692,118 | 2.48- 1078 8,293 1.14-1078
38,000 | 4 676,310 | 2.68- 1078 8,550 1.21-10°8
40,000 | 4 656,858 | 2.90- 107 8,756 1.27-10°8
42,000 | 4 632,253 | 3.17-107% 8,913 1.34-10°8
44,000 | 4 612,446 | 3.43-10°% 9,056 1.41-10°8
46,000 | 4 603,124 | 3.64-107% 9,182 1.45-10°8
48,000 | 4 582,579 | 3.93.107% 9,284 1.52-1078
50,000 | 4 565,380 | 4.22-107% 9,352 1581078
52,000 | 4 545,162 | 4.55-107% 9,404 1.65-1078
54,000 | 4 528,668 | 4.87 - 107 9,477 1.71-1078
56,000 | 4 510,620 | 5.23-107% 9,494 1.77-1073
58,000 | 4 487,147 | 5.68- 1078 9,528 1.87-10°8
60,000 | 4 476,746 | 6.00- 1078 9,599 1.92-10°3
62,000 | 4 460,981 | 6.41-1078 9,566 1.98-10°3
64,000 | 4 445,044 | 6.86- 1078 9,587 2.05-10°8
66,000 | 4 427,556 | 7.36- 1078 9,466 211-10°%
68,000 | 4 409,538 | 7.92- 1078 9,471 2.21-1078
70,000 | 4 398,097 | 8.39-1078 9,464 2.27-1078
72,000 | 4 384,503 | 8.93-1078 9,493 2.35.1078
74,000 | 4 370,666 | 9.52- 1078 9,509 2.45.1078
76,000 | 4 356,594 | 1.02-10~7 9,490 2.54.10°8
78,000 | 4 343,655 | 1.08- 1077 9,496 2.64-1078

Table C.19.: Additional results for the curve C24 with different factor base sizes
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#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
80,000 | 4 328,170 | 1.16- 1077 9,503 2.76-107
82,000 | 4 318,523 | 1.23-1077 9,472 2.84-10°8
84,000 | 4 307,826 | 1.30- 107 9,424 2.92.1078
86,000 | 4 295,056 | 1.39-1077 9,376 3.03-10°8
88,000 | 4 284,882 | 1.47-1077 9,367 3.14-1078
90,000 | 4 274,716 | 1.56- 1077 9,336 3.24-10°8
92,000 | 4 263,480 | 1.67-1077 9,281 3.36- 1078
94,000 | 4 253,722 | 1.77-10~7 9,203 3.46-1078
96,000 | 4 244671 | 1.87-1077 9,136 3.56- 1078
98,000 | 4 234998 | 1.99-1077 9,064 3.68 1078
100,000 | 4 225,806 | 2.11-1077 8,972 3.79-1078
102,000 | 4 218,074 | 2.23-1077 8,930 391-1078
104,000 | 4 208,876 | 2.37-1077 8,879 4.05-10°8
106,000 | 4 199,876 | 2.53 .10 8,812 420-10°8
108,000 | 4 192,342 | 2.68- 107 8,740 433.10°8%
110,000 | 4 185,663 | 2.83 .10 8,642 4.44.10°8
112,000 | 4 178,859 | 2.99 10~ 8,582 458107
114,000 | 4 172,521 | 3.15-10 8,514 454.10°%
116,000 | 4 164,789 | 3.36- 107 8,448 4891078
118,000 | 4 158,945 | 3.54- 10 8,363 5.02-1078
120,000 | 4 153,471 | 3.73-10~7 8,272 5.14 - 10~%
122,000 | 4 147,500 | 3.94-1077 8,214 531-1078
124,000 | 4 142,299 | 4.16 - 1077 8,205 5.50- 1078
126,000 | 4 136,364 | 4.41-10~7 8,115 5.68- 1078
128,000 | 4 131,711 | 4.63-10~7 8,028 5.81-10"°
130,000 | 4 126,553 | 4.90- 1077 7,908 5.96 - 1078
132,000 | 4 122,429 | 5.14-10~7 7,647 5.96-10~°

Table C.19.: Additional results for the curve C24 with different factor base sizes
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#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
134,000 | 4 117,686 | 5.43-107 7,570 6.13 - 1078
136,000 | 4 113,611 | 5.71-10 7,523 6.31-1078
138,000 | 4 109,353 | 6.02-10~7 7,504 6.54 - 1078
140,000 | 4 105,278 | 6.34- 1077 7,431 6.73-1078
142,000 | 4 101,143 | 6.70- 1077 7,373 6.95- 1078
144,000 | 4 97,531 | 7.04- 107 7,380 722.10°%
146,000 | 4 94,430 | 7.37-1077 7,284 7.36-1078
148,000 | 4 90,759 | 7.78 - 1077 7,297 7.67 1078
150,000 | 4 87,396 | 8.18-10~7 7,202 7.86 - 1078
152,000 | 4 84,876 | 8.54-107 7,189 8.08- 1078
154,000 | 4 81,958 | 8.96- 1077 7,111 8.27-10°8
156,000 | 4 78713 | 9.45-1077 6,975 8.45 . 108
158,000 | 4 75,790 | 9.94 .10~ 6,896 8.68- 1078
160,000 | 4 72,975 | 1.05-10°° 6,878 8.99.1078
162,000 | 4 69,705 | 1.11-10°° 6,764 9.25.1078
164,000 | 4 67,698 | 1.16-10°° 6,747 9501078
166,000 | 4 65,424 | 1.21-10°° 6,698 9.76 - 1073
168,000 | 4 62,938 | 1.27-10°° 6,613 1.00-1077
170,000 | 4 61,200 | 1.32-10°° 6,597 1.03-1077
172,000 | 4 58,533 | 1.40-10°° 6,526 1.06 - 1077
174,000 | 4 56,885 | 1.46-10°° 6,477 1.09-1077
176,000 | 4 54,331 | 1.54-10°° 6,400 1.12-1077
178,000 | 4 52,793 | 1.61-107° 6,397 1.16 - 1077
180,000 | 4 51,132 | 1.68- 106 6,295 1.17- 1077
182,000 | 4 49,297 | 1.76- 1076 6,276 1.21-1077
184,000 | 4 47964 | 1.83-107° 6,183 1.23-1077
186,000 | 4 46,084 | 1.92-10°° 6,153 1.27 1077

Table C.19.: Additional results for the curve C24 with different factor base sizes
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#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
188,000 | 4 44321 | 2.02-10°° 6,146 1.32-1077
190,000 | 4 43,210 | 2.10-10°° 6,012 1.33-1077
192,000 | 4 41,828 | 2.19-10°° 5,976 1.36 - 1077
194,000 | 4 40,409 | 2.29-10°° 5,998 1.42-1077
196,000 | 4 38,895 | 2.40-107° 5,874 1.44 .10~
198,000 | 4 37,752 | 2.50- 106 5,845 1.48- 1077
200,000 | 4 36,300 | 2.63-107° 5,842 1.53-1077
202,000 | 4 35,343 | 2.73-107° 5,726 1.55-1077
204,000 | 4 33,834 | 2.88-10°° 5,657 1.59 - 1077
206,000 | 4 32,703 | 3.00-10°° 5,652 1.65-1077
208,000 | 4 31,552 | 3.14-10°° 5,652 1.71-1077
210,000 | 4 30,481 | 3.29-10°° 5,488 1.72-10~7
212,000 | 4 29,374 | 3.44-10°° 5,473 1.78 - 1077
214,000 | 4 28,307 | 3.61-10°° 5,457 1.84-1077
216,000 | 4 27,315 | 3.77-10°° 5,463 1.91-1077
218,000 | 4 26,292 | 3.95-10°° 5,272 1.91-1077
220,000 | 4 25,461 | 4.12-10°° 5,238 1.96 - 1077
222,000 | 4 24,734 | 4.28-10°° 5,250 2.02-1077
224,000 | 4 23,806 | 4.49-10°° 5,246 2.10-1077
226,000 | 4 23,044 | 4.68-10°° 5,204 2.15-1077
228,000 | 4 22,216 | 4.89-10°° 5,048 2.17-1077
230,000 | 4 21,527 | 5.09-10°° 5,039 2231077
232,000 | 4 20,698 | 5.35-107° 5,041 2.32-1077
234,000 | 4 20,045 | 5571076 5,024 239.10~7
236,000 | 4 19,378 | 5.81-10°° 4,979 2.45.1077
238,000 | 4 18,640 | 6.09-107° 4,790 2.45.1077
240,000 | 4 18,034 | 6.35-10°° 4,796 2.54.1077

Table C.19.: Additional results for the curve C24 with different factor base sizes
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#F | B| Sieve Polynomials | P (27, F) | Time (s) | Divisor Time (s)
242,000 | 4 17,342 | 6.65-107° 4,786 2.63-1077
244,000 | 4 16,779 | 6.93-107° 4,773 2.71-1077
246,000 | 4 16,259 | 7.21-107° 4,779 2.80-1077
248,000 | 4 15,614 | 7.57 -107° 4,735 2.89-1077
250,000 | 4 15,107 | 7.89-10~° 4,538 2.86-1077
252,000 | 4 14,522 | 8.27-107° 4,519 2971077
254,000 | 4 14,112 | 8.58-107° 4,506 3.05- 107
256,000 | 4 13,616 | 8.97-10°° 4,499 3.15- 1077
258,000 | 4 13,220 | 9.31-107° 4,473 3.23-107
260,000 | 4 12,716 | 9.75-107° 4,465 3.35-107
262,000 | 4 12,297 | 1.02-107> 4,435 3.44.1077
264,000 | 4 11,855 | 1.06- 107> 4,170 3.35-107
266,000 | 4 11,467 | 1.11-107 4,144 3.45.1077
268,000 | 4 11,101 | 1.15-107° 4,142 3.56- 1077
270,000 | 4 10,716 | 1.20-107° 4,120 3.67-1077
272,000 | 4 10,362 | 1.25-107° 4,124 3.80-1077
274,000 | 4 9,992 | 1.31-107° 4,099 3911077
274,016 | 4 9,984 | 1.31-107° 4,106 3.92-1077

Table C.19.: Additional results for the curve C24 with different factor base sizes

Genus 30 over [+

C30, Fy = Fr[w]/(w* + w + 1)

Table C.20.: Curve C30 - Genus 30 over Fy
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Ponce | Array Size | Ny | Sieve Polyn. | P (9ax, F) | Core time | Divisor Time
9 65,536 34 1,255,234 1.22-1077 3h 27m 1.51-1077s
13 65,536 35 1,650,062 9.25.1078 2h 24m 7.99 - 10785
1,048,576 36 899,335 1.06-1078 4h 21m 1.66 - 10785

13 1,048,576 | 35 1,177,523 8.09-107° 2h 16m 6.61-1077%

5 16,777,216 | 36 330,619 1.8-1077 5h 57m 3.86-1077%

6 16,777,216 | 37 341,347 1.75-107? 6h 39m 4.18-107%

mmm-h-huug
W

8 16,777,216 | 37 324,692 1.83- 1077 6h 24m 4.23-107%

Table C.21.: Results for the Curve C30 - Genus 30 over Fy

Genus 40 over [y

C40, Fp = Fy[w]/(w’ + w + 1)
flx) =28+ + 27 +1

h(x) = x™ 4+ + %% + x5 + 210 + 1

Table C.22.: Curve C40 - Genus 40 over Fy

Ponce | Array Size | Npa | Sieve Polyn. | P (9, F) | Core time | Divisor Time
7 262,144 | 46 | 7,104721 | 537-107° | 18h41lm | 3.07-107%
2,097,152 49 19,133,449 | 2.49 . 10-10 1d 5h 59m 2.69-107 %

11 2,097,152 | 48 11,544,356 | 4.13 - 1071° 16h 47m 2.5-107%

17 2,097,152 | 47 18,657,901 | 2.56-107° | 1d 2h 53m 2.47-107%

8 | 16,777,216 | 49 | 2,433,140 |2.45.107° | 1d 18h39m | 3.76- 10

N[N ||| |lu X
ee]

11 16,777,216 | 48 1,375,407 | 4.33-1071° | 1d th45m 4.02-107%

Table C.23.: Results for the Curve C40 - Genus 40 over
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Genus 60 over [

C60, Fy. = Fr|w]/(w® + w+ 1)
Ax) =52 42y w1
h(x) =x*+1

Table C.24.: Curve C60 - Genus 60 over Fy

M | Ponce | Array Size | Npax | Sieve Polyn. | P (9yax, F) | Core Time | Divisor Time

8 10 262,144 71 16,823,869 | 2.67-107° 17h 54m 1.46 - 1078

8 13 262,144 69 3,737,304 1.02- 1078 8h 4m 2.96 - 10785

[oe]

17 262,144 70 29,939,872 | 1.27-107° 1d 3h 1m 1.24 - 10785

7 1,048,576 | 72 | 5,837,011 | 1.63-107° 19h37m | 1.15-1073s

10 1,048,576 | 71 4,182,328 2.28-107° 9h 58m 8.18 - 107 %

O | O | O

17 1,048,576 | 70 17,550,430 | 5.43-10"19 | 1d 10h 2m 6.66 - 10~ s

10| 6 4194304 | 73 | 2,289,960 | 1.04-10~% | 20h13m | 7.58-107%

10 7 4,194,304 | 72 1,465,337 1.63-107° 12h 59m 7.6-107%

10 8 4,194,304 | 73 2,319,752 1.03-107? 18h 51m 6.97 - 10~ %

10| 10 | 4,194,304 | 71 | 1,023,859 | 2.33-107° 9h2m | 7.57-107%

11 6 16,777,216 | 73 550,997 1.08-107% | 1d2h 22m 1.03-107 %

11 7 16,777,216 | 72 355,172 1.68-107? 17h 48m 1.07 - 107 8s

11 8 16,777,216 | 73 549,184 1.09-107% | 1d 1h 37m 1.0- 10735

12 6 67,108,864 | 73 141,413 1.05-107° 1d Oh 9m 9.16-107°

12 8 67,108,864 | 73 134,004 1.11-107° 1d 2h 4m 1.04-1078

Table C.26.: Results for the Curve C60 - Genus 60 over Fy
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Genus 120 over [,

C120, I,
fx) ="+ x? +? +w+ 1
h(x) = x® +1

Table C.27.: Curve C120 - Genus 120 over I,

M | Poncg | Array Size | Npax | Sieve Polyn. | P (max, F) Core time | Divisor Time
18 6 524,288 139 | 1,441,098 1.32-1078 1d 3h 41m 1.32-107s
18 10 524,288 141 2,537,769 7.52.107° 14h 11m 3.84 1078
18 11 524,288 142 3,822,808 4991077 16h 55m 3.04 1078

18 17 524,288 139 | 52,061,392 | 3.66-10"1° 6d17h 44m | 2.13-107%

19| 10 1,048,576 | 141 | 1,283,454 | 7.43.107° 9h 59m | 2.67-107%s
19| 11 1,048,576 | 142 | 1,812,481 | 5.26-107° 11h52m | 2.25-107%
20| 10 2,097,152 | 141 648,919 7.35-1077 7h50m | 2.07-1073%
20 11 2,097,152 | 142 914,490 5.21-107° 9h31m | 1.78-107%s

20 20 2,097,152 | 141 | 411,017,070 | 1.16-10~!! | 106d 13h 15m 1.07 - 1078

21 7 4,194,304 | 143 488,891 4.88-107° 13h 16m | 2.33-1078s
21 9 4,194,304 | 142 412,509 578107 10h4m | 2.09-107%
21 11 4,194,304 | 142 466,362 5.11-107° 10h 36m | 1.95-107%s
21 14 4,194,304 | 143 488,558 4.88-107° 11h 15m 1.98 - 10785
22 7 8,388,608 | 143 247,092 4.82-107° 15h32m | 2.70-107%
2| 14 8,388,608 | 143 349,118 3.41-107° 18h 1m | 2.21-107%
23 6 16,777,216 | 145 199,196 2.99-107° 1dOh56m | 2.69- 1073
23 8 16,777,216 | 145 195,658 3.05-107° 22h36m | 2.48-107%
23 12 | 16,777,216 | 145 255,707 2.33-1077 1d2h8m | 2.19-1078
24 6 33,554,432 | 145 100,387 2.97-107° 23h17m | 2.49-107%
24 8 33,554,432 | 145 97,484 3.06-107° 1dOh 13m | 2.67-107%s
24 | 12 | 33,554,432 | 145 120,721 2.47 1077 1d th50m | 2.30-107%

Table C.29.: Results for the Curve C120 - Genus 120 over [,
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C.3. Test Curves and Detailed Results for Section 4.2.4
Genus 4 over ]Fl,073,741,651
G4, F1,073,741,6517 where
1,073,741,651 = 23° — 173
Y =x"+x+38
Table C.30.: Curve G4 - Genus 4 over Fy 073 741 651
Algorithm Single-Large-Prime Large-Prime Graph
Norms in F 5,782,784 | 1,086,976 5,782,784 1,086,976
Sieve Polynomials 146,974,904 n.a 9,685,328 | 1,448,143,728
Found Full Relations 191,904 n.a 12,674 451
Found SLP Relations 82,425,226 n.a 5,770,332 1,088,160
Relations from SLP 5,590,880 n.a 25,812 1,625
Found DLP Relations 1,062,188,904 | 1,071,566,516
Relations from LPG 5,744,298 1,084,900
Relations included to Graph 5,443,930 931,864
Avg. Relation Weight 15.60 n.a 44.34 63.28
Relation Collection Time (s) 2,861,219 n.a 194,939 5,517,712
Large-Prime Graph Build Time (s) 240 168
Total Time (s) 2,861,219 n.a 195,179 5,517,880

Table C.31.: Results for the Curve G4 - Genus 4 over F o73 741 651
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Genus 5 over [F ¢ 777 289

G5, F16,777,289a where
16,777,289 = 2%+ 73

Table C.32.: Curve G5 - Genus 5 over Fig 777,289

Algorithm Single-Large-Prime Large-Prime Graph

Norms in F 542,208 170,240 542,208 170,240
Sieve Polynomials 20,356,000 | 3,566,849,856 | 2,955,744 | 289,140,032
Found Full Relations 34,336 5,784 5,032 448
Found SLP Relations 2,497,791 1,517,619 436,642 135,820
Relations from SLP 507,623 164,456 12,039 1289
Found DLP Relations 15,798,521 | 16,471,229
Relations from LPG 525,137 168,503
Relations included to Graph 496,746 128,838
Avg. Relation Weight 18.66 18.92 44.29 60.42
Relation Collection Time (s) 35,385 2,241,808 5,259 186,545
Large-Prime Graph Build Time (s) 12 5
Total Time (s) 35,385 2,241,808 5,271 186,550

Table C.33.: Results for the Curve G5 - Genus 5 over Fig 777,29
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Genus 6 over [F 45 627

G6, Fy 045,627, Wwhere

1,048, 627 = 2% + 51

Table C.34.: Curve G6 - Genus 6 over [y g45 627

Algorithm Single-Large-Prime Large-Prime Graph

Norms in F 98,410 41,188 98,410 41,188
Sieve Polynomials 5,936,800 | 652,891,008 | 1,316,128 | 88,501,088
Found Full Relations 10,070 2,674 2,222 328
Found SLP Relations 218,323 166,334 68,200 27,526
Relations from SLP 88,340 38,514 5,236 800
Found DLP Relations 882,032 979,913
Relations from LPG 90,952 40,060
Relations included to Graph 80,428 28,271
Avg. Relation Weight 20.97 21.86 44.12 58.08
Total Time (s) 1,069 93,515 289 13,419

Table C.35.: Results for the Curve G6 - Genus 6 over F o5 627
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Genus 7/ over F1447439

G7, F144,439, Wwhere

144,439 = 217 4 13,367 s 21714

YP=xP+x+6

Table C.36.: Curve G7 - Genus 7 over Fiy4 439

Algorithm Single-Large-Prime Large-Prime Graph

Norms in F 25,071 13,342 25,071 13,342
Sieve Polynomials 4,768,832 | 245,313,216 | 1,395,136 | 46,912,576
Found Full Relations 3,437 1,258 1,032 234
Found SLP Relations 31,926 29,587 15,630 7,948
Relations from SLP 21,634 12,084 2,367 554
Found DLP Relations 103,738 123,149
Relations from LPG 21,672 12,554
Relations included to Graph 14,439 8,231
Avg. Relation Weight 22.94 24.03 46.13 57.49
Total Time (s) 591 29,609 197 6,129

Table C.37.: Results for the Curve G7 - Genus 7 over F44 439
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Genus 8§ over ]F32’771

G8, F327771, WhCI‘C
32,771 =215 43

Y =x"+x+6

Table C.38.: Curve G8 - Genus 8 over F3; 77

Algorithm Single-Large-Prime | Large-Prime Graph
Norms in F 10,496 5,888 | 10,496 5,888
Sieve Polynomials 1,562,112 | 84,763,264 | 796,160 | 22,982,144
Found Full Relations 2,675 877 1,280 201
Found SLP Relations 5,409 7,207 6,780 3,340
Relations from SLP 7,821 5,011 2,693 525
Found DLP Relations 15,495 23,543
Relations from LPG 6,523 5,162
Relations included to Graph 4,638 2,982
Avg. Relation Weight 23.82 25.89 | 4151 56.04
Total Time (s) 187 10,041 112 2,859

Table C.39.: Results for the Curve G8 - Genus 8 over F3; 77
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Genus 8 over [Fg 335 73

bl
G’8, Fg 383 673, where

8,388,673 = 2% 1 65

y? = x4 x + 28

Table C.40.: Curve G’8 - Genus 8 over Fg 355 ¢73

Algorithm Large-Prime Graph

Norms in F 1,848,292 721,023
Sieve Polynomials 6,513,664 | 2,881,397,248
Found Full Relations 94,404 8,752
Found SLP Relations 1,074,813 377,768
Relations from SLP 212,400 19,963
Found DLP Relations 5,465,687 7,289,882
Relations from LPG 1,541,488 692,308
Relations included to Graph | 1,498,426 354,619
Avg. Relation Weight 51.03 73.98
Total Time (5) 31,270 | 5,777,999

Table C.41.: Results for the Curve G’8 - Genus 8 over Fg 355 ¢73
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